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1 The migration process at a glance

The entire migration process to DB Workplace Mobile summarised here:
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Planning the migration

e Assoon as you have received an email:
Book an appointment in the PME tool
> see section 2.1 Booking an appointment for migration

Technical migration preparation

¢ Reminder email shortly before the appointment, confirming that the mi-
gration can begin

Personal migration preparation

e Back up your data
> See section 2.2: Backing up your data

e If you use the Authenticator app
> see section 2.3 Authenticator app - optional

e Perform a system update - check this in the
System Settings

Migration to DB Workplace Mobile

e Reset the smartphone/tablet
> see Chapter 3 Start migration: Reset smartphone/tablet

e Create and make a note of the temporary access pass (TAP)
> see Chapter 6 Create a temporary access pass (TAP)
L]

Activate the smartphone/tablet in Microsoft Intune
> see Chapter 7: Activate device in the database

Important!

Your smartphone/tablet is only
Connected to the DB network when the
Temporary Access Pass (TAP)
has been entered in the Intune app.
Outlook or Teams are not the right apps for this!

Follow these instructions step by step!
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2 Steps required before migration

2.1 Book a migration appointment

¢ Book a migration appointment in the PME tool at db.de/pme as soon as you receive an
email prompting you to do so:

o If you are unable to do this yourself, ask your cost centre manager or authorised pur-
chaser to book it for you. Appointments can be booked Monday to Friday for the follow-
ing weekday (Mon-Fri) until 12 noon.

o If you are unable to keep the migration appointment: You can cancel the appointment by 12
noon the day before (Mon-Fri)!
o From the booked migration date, you have 28 days to migrate your smartphone/tablet.

The last possible date is displayed in PME. After that, your device will be automatically
deleted and migrated to DB Workplace Mobile using Microsoft Intune.

2.2 Back up your data

> Note: You can find a video guide at db.de/mobile-videoanleitung

e Back up your data as soon as you have received an appointment confirmation email for the
migration

To do this, follow these steps:
a) Back up your work data and settings
b) Back up your personal data and settings
If applicable:
c) Remove your Samsung or Google account from your smartphone/tablet

d) Remove all memory cards from your smartphone/tablet

> You can find instructions on how to back up your data at_Instructions - Back up data

2.3 Authenticator app - optional

Note: This information applies only to users who actively use the Authenticator App, for example, for
administrative access via the so-called “2-account’ or for multi-factor authentication, e.g. for VPN on

a Basic Workplace MAC.
¢ Please note that the Authenticator App cannot be used during the migration

e No further steps are required

o After the migration, the app must be reactivated; this is described in Section 8.6 Reactivating
the Microsoft Authenticator App

¢ If you need to use the Authenticator app during the migration, use another smartphone or tab-
let to connect it to the Authenticator app. To do this, follow the step-by-step guide to setting
up multi-factor authentication (MFA)
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https://db.de/pme
https://mobileworkplace.deutschebahn.com/anleitungen/videos
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https://db-planet.deutschebahn.com/pages/ipas/apps/content/authenticator
https://db-planet.deutschebahn.com/pages/ipas/apps/content/authenticator

2.4 Creating a temporary access pass (TAP) - Expert mode

If you only have one DB smartphone/tablet and can reset your device without assistance, create the
Temporary Access Pass (TAP) before resetting it.

> To do this, go to Chapter 6.1 Creating a Temporary Access Pass (TAP)

e Then reset your device
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3 Start migration: Reset smartphone/tablet

Note: The screens below may look different depending on your smartphone/tablet model.

3.1 Resetting your smartphone/tablet yourself

> Note: You can find a video guide at db.de/mobile-videoanleitung

e Go to the “Personal” section on your smartphone/tablet
e Tap the “Settings” app
e Tap on “General Management”

e Scroll down and tap on “Reset”

10:19 =20@ 10:19 & 0@
Settings Q < General management Q
S G e g ey :
@ wontiols Date and time
Screen time + App timers
@ Device care Samsung Keyboard settings
Storage + Memory = App protection Engjish (UK)
e Apps Keyboard
Default apps + App settings Samsung Keyboard
e General management Physical keyboard
Language and keyboard - Date and time Not connected
0 Accessibility Mouse and trackpad
Vision » Hearing + Dextert
Reset

Software update

Download and instat

i Customisation Service
User guide b
otin use
Learn more
Remote management
Remote management

Contact us

Work profile keyboards and tools

o About phone
e T R PG Virtual keyboard for work

Ll (@] < 1] (@) <

e Then select “Reset to factory settings™
¢ You will see a message explaining what will be deleted by the reset

e Check that you have backed up your work data (instructions: Backing up data)

e Then tap the “Reset” button, enter your screen lock passcode and then tap “Erase All”

e Wait a few minutes; your device will reset automatically

> Then go to Chapter 4: Setting up again
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3.2 Reset your smartphone/tablet via the IT ServiceDesk app
If your smartphone/tablet is no longer working, follow these steps:

e Open the IT ServiceDesk app and, under ‘New Service Request’, submit your request to reset
your smartphone/tablet

e If you cannot open the app, call this number:
e IT ServiceDesk Migration Hotline (Mon-Fri 7.00 am - 6.00 pm)
o Internal: Tel. 9833-8699
o External: Tel. 0361 430 8699
o IT ServiceDesk
o Internal: Tel. 91-5555
o External: Tel. 0361 430 8200
o Select menu option 0 here
e IT ServiceDesk DB Cargo
o Tel.91 7777 (internal)
o Tel. 00800 327 978 35 (external)
o Select menu option 0 here
e If other issues arise, consider the following in advance:
o Where did the problems occur?
o Identify the source of the error so we can provide you with support more quickly

o For certificate issues: After registration, wait between 5 minutes and 24 hours until all
information and certificates have been transferred to your smartphone/tablet.

> Then go to Chapter 4: Set up again
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http://www.db.de/itservicedesk

4 Set up again

4.1 Select language

> Note: You can find a video guide at db.de/mobile-videoanleitung

e Hold your tablet in portrait mode to see the screens exactly as they appear in the guide
e Switch on your smartphone/tablet

e Make sure your smartphone/tablet is either connected to a power source or has a high battery
level during the migration

e Tap “Start”

e On the next screen, select your preferred language from the list and tap “Next”

c@

Welcome

English (United Kingdom) v

English (United States)

Espaiiol (Espaiia)

Espafiol (Estados Unidos)

Euskara

Filipino

Start
Francais (Belgique)

> Continue to Chapter 4.2: Accept the End User Licence Agreement

DB Systel GmbH | Migration Samsung to DB Workplace Mobile | 15 May 2026


https://mobileworkplace.deutschebahn.com/anleitungen/videos
https://mobileworkplace.deutschebahn.com/anleitungen/videos

4.2 Agree to the End User Licence Agreement
o Simply tap “I agree to the End User Licence Agreement” and then tap “Next”

e Under “Set up with another device”, tap “Set up manually”

S::) S]]
O 5
For your review Easy setup with
another device

Sign in automatically and copy settings,
Check out the Privacy Policy to see how we accounts, and more from another phone

manage your data. or tablet. Keep your other phone or tablet

V= nearby and unlocked.
° | agree to End User Licence
Agreement.

dus your agreen

| agree to the sending of
diagnostic data. (optional)

B o oo E:

>

I agree to all. (optional)

Galaxy or Android device

iPhone® or iPad®

m Set up manually

> Continue to section 4.3 Set up Wi-Fi
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4.3 Set up Wi-Fi
To set up your Wi-Fi, choose one of these options:

e Use your mobile data, provided you have a SIM card in your smartphone or tablet (there may
be a charge for this!)

e Set up a hotspot using your personal smartphone or tablet
or
e Use a hotspot from a colleague’s DB smartphone

e Use your home Wi-Fi if you are working from home

To select a different Wi-Fi network, proceed as follows:
e Tap the Wi-Fi network you wish to select
e Enter your personal login details and tap “Connect”

¢ If prompted a second time, tap “Continue”

[S1o4] =0 0@
= " WLAN-VDSL-Wohnung$S
Choose a Wi-Fi ChooseaWi-Fi @ [
network network
Auto reconnect ©

To see available networks, turn on Wi-Fi

View more

%5 WLAN-VDSL-Wohnung e ——————

= WLAN-VDSL-Wohnung5

-+ Add network
&
1j2i34j5]6j7]8j9})0
qjwle|rjtjyjufijofp
alsdjfjgfhjjik]!
Turn on Wi-Fi
Turn off Wi-Fi Sz xlclvibln|m &=
Skip

@ W, Engish (UK) . Done

Once your smartphone/tablet is connected to the Wi-Fi, the connection to the DB network will start.

> Go to Chapter 5: Installing Samsung
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4.4 Setting up Wi-Fi in DB buildings

As the “dbs4public” Wi-Fi in DB buildings does not always work satisfactorily, we recommend follow-
ing one of the steps outlined in Chapter 3.2 Setting up Wi-Fi.

If you are in a DB building and wish to use the “dbs4public” Wi-Fi, proceed as follows:
e Tap the “dbs4public” Wi-Fi network
¢ A dialogue box will open; accept the terms and conditions
e Tap on “Surf for free now”

e Tap on “Close”

=0
Choose a Wi-Fi
network
®
Welcome to the guest
% dbs4public WLAN WiFi@DB Systel
“& dbs4mobile Use our free WLAN.
-+ Add network After accepting the terms and conditions, you
registration.
1 accept the terms and conditions,
Surf for free now
Turn off Wi-Fi

S Engiish

As soon as your smartphone/tablet is connected to the Wi-Fi, the connection to the DB network will
start.

> Go to Chapter 5: Installing on Samsung
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5 Installing Samsung E

In the next step, your DB smartphone/tablet must be reconnected to the DB network (specifically to
Enterprise Mobility Management, or EMM for short). While the information is changing, wait until in-
structions appear. Depending on your network connection, the screens may flicker or change rapidly.

¢ Hold your tablet in portrait mode if you have been holding it in landscape mode up to this
point

e Individual screens will now scroll by

e Tap on “Set up later”; a few screens will now appear again without you needing to do anything

=06 =0 =0
Preparing for mobile Connect to a mobile Getting your phone
connection... network ready...

This may take a few minutes, Choose an option below or insert a SIM card This may take a few minutes
to get connected
Some device information that's needed for setup
will be sent to Google, your operator and their
partners

O Transfer SIM from another
phone
° Scan QR code

00
Se
(O search for mobile plans

> Setup later in Settings
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5.1 Set up work profile

A work profile is required so that work apps can be assigned to your smartphone/tablet. This must be
set up here:

e The smartphone/tablet is being set up
e Confirm the following prompt by tapping “Next”
e When "Set up a work profile" appears, tap "Next" or "Agree"

e When “The IT administrator can control this device & block apps” (the text may be cut off)
appears, tap “Next”

=0 =0 0@
Set up a work profile i i
A Let's separate your Separating your work
work apps apps...
This may take a few minutes
B ork and

) Work apps
Your work apps are kept separate fror

personal apps

B3 Your data and activity

Only data from your work apps is visible

Jr IT admin, Your IT admin may block
tivity and app

(@ Pause work apps
Stop recelving notificati

. from work apps
2 when you're done for t

<
 our Samsung Knox Privacy
Policy 1o see how we manage you
@ This device belongs to your organisation. To
Accept and continue
< < <

e Updating the device may take a little while or quite a long time, so please be patient!
e The required apps will be installed

e You may be asked to set up a personal account

> In this case, go to section 5.4 Google Account - not necessary

o If this prompt does not appear, continue with the instructions as normal

> G0 to section 5.2 Set up screen lock
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5.2 Set up screen lock

In the next step, you will set up the screen lock for your device. This is mandatory with DB for data
protection reasons and reliably protects your data.

e Tap Setup’
e Choose the option that suits you best
e Tap one of the two options (PIN or password) and then set your own personal screen lock
e Make sure the new password is a new combination of
6 digits
e When “Set up biometric data” appears, tap “Skip”

Your work checklist Protect your phone
Prevent others from using this phone
without your permission by setting a screen

ock

]

Set a screen lock PIN

Setup »
Password

Pattern

Skip

¢ Please note the privacy and usage information in the initial setup guide

Confirm by tapping “Next” and then “OK” after entering it twice

If the “Private Accounts” screen appears: tap “Later” when prompted

You may see a prompt regarding Google services here

> In this case, go to section 5.5: Activate Google services

o If this prompt does not appear, continue with the instructions as normal

> Go to section 5.3: Installing DB apps
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5.3 Install DB apps

In the next step, all DB apps will be reinstalled on your DB smartphone/tablet. Follow the
instructions on the screen.

e Tap “Install”

e Scroll down and tap “Done”
«520@ «a20@

= : B

Your work checklist Install work apps

Required apps (2)

®  Microsoft Authenticator @
& Setascreen lock @) B Microsoft Intune @
Additional apps (18)
B @  F5Access

Install work apps
% Microsoft Teams

Install »

ws DBSuche
@  Google Chrome
& e

< Microsoft Edge: Al browser

5.4 Google account - not required
¢ You don’t need a personal Google account for your DB smartphone or tablet!
e If necessary, you can do this later
e Sotapon “Later”
e When “Set up biometric data” appears, tap “Skip”

=20@ 0@

e &

Add a personal
account?

Your organisation allows you to use this

phone for personal purposes

o

<

Set up biometrics

Use your biometrics to unlock your phone or

verify yourself in apps

Face recognition

Fingerprints

Skip
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5.5 Activate Google service

> Go to Chapter 5.6 Automatic installation of DB apps

Tap “More” under Google services

Under ‘Send usage and diagnostic data’: Tap the toggle switch to turn the feature off

Scroll down and then tap “Accept”

~
J

Google services

Tap to learn more about each service, such
as how to turn it on or off later. Data will be
used according to Google's Privacy Policy.

Location

Use location ®

Allow apps and services with location permission
& your device's n. Location A
information about wireless signals,
i-Fi access points, mobile network towes

e sensor data, such as

S, along with

eter and gyrosc
accurate device location, which apps c
use to provide location-based features, To do

about ¢ e
you to contriby
locations.

Show more

Allow scanning [ ]

Allow anns and servicas tn sean for Wi-Fi netwarks

Show more

Phone number verification

Allow phone number Y
verification

Google and your operator will periodically verify your
number and device inf
tor rates may apply). T
you in video calls, messages and more. Ver
numbers are added 10 your Google Acca

Show more

Device maintenance

Send usage and
diagnostic data

Help improve your Android device experience by

system and app 2 improvements.
Som eg s
and partners, such as Android developers. If your
additional Web & App Activity setting is turned on,
s data may be saved to your Google Account

Show more
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Send usage and
diagnostic data

Help improve your Android device experience by
1

dev
a 1o Google. This will help battery life,
system and app stabl
Some aggrega

5
additional Web & App Activity setting is t
this data may be saved to your Google Account

Show more

Install updates and apps

By continuing, you allow Google system updates

device
agree that th
and install
ur operator and

your device's manufacturer, possibly using mobile
data if Wi-Fi isn't a rates may apply.
Some of these apps may offer in-app purchases
You can remove these apps or change your

update settings at any time

om

Show more

By tapping Accept’, you agree to the Google
Terms of Service. You also confirm your
selection of these Google services settings.
Note: The Google Privacy Policy describes
how data is handled when using Google

services.
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5.6 Automatic installation of DB apps
¢ The following screens will appear... wait until the home screen appears

e Swipe up from the bottom to see the division into the sections
Personal/Work

e Tap ‘OK’

¢ Swipe down from the top. The notifications here will show you whether any apps are still being
downloaded or installed

e Tap the notification and you’ll see how many apps are still to be installed

No SIM + No service

10:41 wed 18 Nov

Screenshot saved 1041
Tap here to see your screenshot.

Finish setting up your Galaxy 1040
Sign In to Samsung account to make this v
Galaxy your own perscnal device.

Finish setting up your device
Just a few more steps.

e Note: “Finish setting up your device” is not necessary for setting up your DB smartphone/tab-
let. Ignore it!

e Wait here for a while until all apps have been installed

¢ Note: if your device does not behave as described or does not display the screens shown in
these instructions, reset it. To do this, go to Chapter 3 Start Migration: Reset smartphone/tab-
let

Important!
Your smartphone/tablet is not yet connected to the
DB network!
Get the temporary access pass (TAP)
and enter it in the Intune app.

To do this, follow the step-by-step instructions in
> Chapter 6: Activate device - Create a temporary access pass (TAP)
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6 Create a temporary access pass (TAP) for

To set up your smartphone/tablet on the DB network, you will need the following:
e A valid Temporary Access Pass (TAP) - db.de/tap
e your DB username and DB password

e the Intune app

For your information:

The DB User is the user account for all employees within the DB Group. It consists of a password of
your choice and an automatically generated login name.

> You can reset your DB user password at db.de/passwort

> You can find instructions on how to change your password in Change DB User Password

> You can find out how to obtain your DB User in Prerequisite: DB User
> You can find your DB User name in DeBI at: db.de/debi

6.1 Create a temporary access pass (TAP)

> Note: You can find a video guide at db.de/mobile-videoanleitung

There are several ways to create the temporary access pass (TAP):

Option 1:

You have a second smartphone/tablet or a BKU/Basic Workplace computer that is already logged
into the DB network. In this case, stay in the current section and continue on the next page.
Option 2:

A colleague from the same company (such as DB Sales or DB Long-Distance) can assist you provided
they have a DB smartphone/tablet (or iPhone/iPad) or a BKU/Basic Workplace computer. Go to:

> Chapter 6.2 Create a temporary access pass for a colleague

Option 3 - Expert mode:

You only have one smartphone/tablet and were able to use it long enough to create a temporary
access pass (Tap) before resetting it. Make a note of your access pass and go to:

> Chapter 3 Start migration: Reset smartphone/tablet

Note: Your Tap is only valid for 60 minutes and can be used on multiple smartphones/tablets!
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If you still have the Welcome app installed:
e open the “Welcome App” and tap on “Help”

e Then click on “Temporary Access Pass (TAP)” to create it

If you haven’t installed the Welcome App:
e Go to db.de/tap and enter your DB username and DB password

e Select “For myself” and tap the blue button

e Now select “DB Workplace Mobile”

e The Temporary Access Pass (TAP) will then be displayed

e This is now valid for 60 minutes and can be used on multiple smartphones/tablets

©)

@

Create a Temporary Access Pass (TAP) —

This self-service allows you to create a temporary access pass (TAP) to
set up a DB Workplace or Basic Workplace device.

Create a Temporary Access Pass (TAP) - Person
selection

The TAP can be created for:

-« yourself

- loyee from th EVI) A
L G G T (B AR 3 Choose for whom the TAP should be created:

Register
Enter your DB user login details o For myself
DB User Anmeldename For another DB employee
Max Mustermann
e
How can I log in to other environments?

«

e Write down the temporary access pass (TAP) on a piece of paper or in a notebook

Note: You will need it later when setting up the company portal app!

Create a Temporary Access Pass (TAP)

Select the product you want to set up.

Create a Temporary Access Pass (TAP)

y&r3%9=cg2u#

DI:I DB Workplace Mobile ©

I want to set up a smartphone/tablet.

Enter the Temporary Access Pass (TAP) to activate your DB Workplace
Mobile device, following the instructions. This is valid until 3:34 p.m. and
can be used several times.

e ——
DB Workplace Windows Start a new session To the homepage
I want to set up a notebook / PC.

DB Workplace Mac
I want to set up an Apple Mac/MacBook.

Basic Workplace Windows
I want to set up a notebook / PC.

[+]
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Important!

The TAP must only be entered in
the Intune app, even if you are
asked for it in another DB app or on
another device.

e Write down the Temporary Access Pass (TAP) on a piece of paper or in a notebook
e You will need it later when setting up and activating the device in the Intune app

e You can now activate your smartphone/tablet in the Intune app

> Go straight to Chapter 7: Activate device in the DB

Important!

Your smartphone/tablet is not yet connected to the
Connected to the DB network!
Enter the temporary access pass (TAP)

in the Intune app.

To do this, follow the step-by-step instructions in
> Chapter 7: Activate device in the DB

DB Systel GmbH | Migration Samsung to DB Workplace Mobile | 15 May 2026
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6.2 Create a temporary access pass for a colleague

To create a TAP for a colleague, follow these instructions:

If you still have the Welcome app installed:

e Open the “Welcome App” and tap “Help”

e Then click on “Temporary Access Pass (TAP)” to create it

If you have a DB Workplace Windows or Mac:

e Open your default browser

e Go to db.de/tap and enter your DB username and DB password

e Enter your DB username and DB password

e Select “For another DB employee” and click the blue button

)

Create a Temporary Access Pass (TAP)

This self-service allows you to create a temporary access pass (TAP) to
set up a DB Workplace or Basic Workplace device.

The TAP can be created for:

s yourself
« an employee from the same company (see EVI) A1)

Register

Enter your DB user login details

DB User Anmeldename
Max Mustermann

DB User Password

How can I'log in to other environments?

€

®

Create a Temporary Access Pass (TAP) - Person
selection
Choose for whom the TAP should be created:

For myself

© For another DB employee

Q  Max Mustermann

DB User:

Name:

E-mail:

Department:

Company: DB Systel GmbH

Jo

I confirm that I have established the employee's identity.

«

e Select the correct person and confirm their identity

e Hand over control in Teams to the colleague(s) (if working remotely via Teams)

or

e Let the colleague use the computer

e The DB colleague enters the DB user password

e The access pass will then be displayed; it is valid for 60 minutes and can be used on multiple

smartphones/tablets

e Take back screen control if you were using Teams

e Write down the temporary access pass on a piece of paper or in a notebook
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®

Create a Temporary Access Pass (TAP) - Person Create a Temporary Access Pass (TAP)

selection

Choose for whom the TAP should be created: y&r‘3%9=cg2u#
For myself

Enter the Temporary Access Pass (TAP) to activate your DB Workplace
Mobile device, following the instructions. This is valid until 3:34 p.m. and
can be used several times.

© For another DB employee

Q  Max Mustermann

Start a new session To the homepage
DB User:

Name:

E-mail:
Department:
Company: DB Systel GmbH

Jo

I confirm that I have established the employee's identity.

:

e You'll need it later to set up and activate the device in the Intune app

e The colleague can now activate their smartphone/tablet in the Intune app

> Go straight to Chapter 7: Activate device in the DB

Important!

Your smartphone/tablet is not yet connected to the
DB network yet!
Enter the temporary access pass (TAP)
in the Intune app.

To do this, follow the step-by-step instructions in
> Chapter 7: Activating the device in the database
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7 Activate device in the DB

> Note: Check that you have created and received a temporary access pass (TAP) as described in
Chapter 6: Create a temporary access pass (TAP)!

> Note: You can find a video tutorial at db.de/mobile-videoanleitung

Open the “Intune” app “
Then tap the “Log in” button

Gallery Onedrive  Authenticator

Q8 .G ol

) (Z (D
&8 oo o

F5 Access ISL Light D8 Suche 13 Intune

B AR Get access 1o your organization's
resources and keep them secure.
*0
Photos

Calcuator Oustlook

Qa0

Enter your DB user email address (not: DB User) and tap “Continue”
Tick the box next to “Show temporary access pass”

Enter your temporary access pass and tap “Log in”

Sign in 2
Enter Temporary Access Pass

vorname.nachname@deutschebahn.com

Temporary Access Pass
Ich kann mich nicht anmeiden

] ["] show Temporary Access Pass
Back Next

— Sign In another way

—

Klicke auf "Verwenden eines Zertifikats oder
einer Smartcard"

@ signn options ‘
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If you receive an error message:
e create a new temporary access pass and repeat the login process as described in Chapter 6:
Activate device - Create temporary access pass (TAP)

> Otherwise, proceed to Chapter 7.1: Setting up access to all DB apps and websites

Note: As long as the temporary access pass (TAP) is valid (within 60 minutes) and you open, for
example, Outlook, Teams or the IT ServiceDesk app, you will be asked for the temporary access
pass; enter the temporary access pass you have noted down here as well.

7.1 Set up access to all DB apps and websites
Access to the DB network is now being set up:

e Tap ‘Register’ and then ‘Next’
¢ When the tick appears next to “Register device”, tap the “Done” button

Note: If the “Done” button does not appear, activation is not complete
e Open the Intune app again and go through the steps from Chapter 6, ‘Activate device with the
temporary access pass (TAP)’, step by step

Deutsche Bahn Deutsche Bahn
Help us keep your device
secure
Set up Deutsche Bahn access Set up Deutsche Bahn access
Reglster yaur device o canthive: Mors detaits Get set up to connect to resources. Get set up to connect to resources
Register your device Register your device '
Hinweis D D g 4 .
Klicke auf 'Verwenden eines Zertifikats oder
einer Smartcard”
- = -
Note:
.

After registration, please wait between 5 minutes and 1 hour

until all the information and certificates have been transferred to your smartphone or tablet. You can
then use your apps, such as Outlook, Teams, etc.
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7.2 DB Apps

Please note: It may take between 5 minutes and 24 hours for the certificates to be issued. Only
then can you use your apps, such as Outlook, Teams, etc.

Once setup is complete, the DB apps, such as the Outlook app or Teams app, will download automati-
cally.

Your company-specific or business-specific apps will then be loaded.

You can download further DB apps from the work Google Play Store (the app with the suitcase icon)
in the ‘Work’ section.

The Welcome app is no longer on the DB smartphone/tablet; instead, there is the DB Mobile Info
app, which contains all the information, useful links and data relating to your DB smartphone/tablet.
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8 Required settings

Please note: It may take between 5 minutes and 24 hours for the certificates to be issued. Only
then will you be able to use your apps such as Outlook, Teams, etc.

8.1 Check for operating system updates

On your smartphone/tablet, go to the ‘Personal’ section

Tap the “Settings” app

Tap on “System Update”

It will show whether an update is available. Install any pending updates by tapping ‘Install up-
date’

15:30 L20@ 15:30 & 120
Settings Q < Software update Q
@ controls Download and install

Screen + App timers -

Last checked on: 21 November 2025

@ Device care
Storage - Memory + App protection

Auto download

e Apps Using Wi-Fi only
Default apps + App settings

Last update

e General management

Language and keyboard + Date and time

© Aocessibiity
Vision »

aring + Dexterity

Software update

Download and instal

User guide

Learn more

Remote management
Remote management

0 About phone
Stat

tus + Legal information + Phone name

I (0] < I (@] <
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8.2 Outlook
8.2.1 Set up Outlook /Create an email account/Set up email encryption

> Note: You can find a video guide at db.de/mobile-videoanleitung

e Go to your “Work/Business” section and tap the “Outlook” app
¢ Your email account should already be set up automatically - if not, tap “Add account”

¢ In the next step, select your email address and tap “Next”

— X Accounts found ®

-
H
Microsoft 365

Privacy and Terms

How would you like to sign in?

I @® Certificate on this device I

Welcome to Outlook O  Physical smart card

Designed to work with your Cancel
favourite Samsung devices.

CONTINUE
ADD ACCOUNT

SKIP.
CREATE NEW ACCOUNT

When logging in, you may be asked for a TAP:

e If your temporary access pass is still valid, enter it here or create a new one as described in
section 6.1 Creating a temporary access pass (TAP)

o Alternatively: select ‘Choose another sign-in option’ and then ‘Certificate on this device’

e Tap “Select” when prompted for the certificate

If you wish to send data requiring special protection (e.g. personal data) by email, you must also
encrypt the content of the email

e DB provides S/MIME encryption for this purpose
e Tap “Apply now” when asked if you wish to enable S/MIME
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This is followed by the certificate prompt. You can identify the certificate valid for you as follows:
e Firstline: "User ds2232... (followed by numbers and letters)

e Second line: “CN- DB User Name”, e.g. LisaMustermann 89sd7es0Rwd (followed by numbers
and letters)

e Select the text snippet and tap “Select”

Your email account is now being set up:

e Tap “Maybe later” when asked if you want to add another account

e And tap “No thanks” to disable notifications

Choose a way to sign in

[ usemypossword

«ex]  Use Temporary Access Pass
© &
urn on S/MIME

Your administrator has enabled S/MIME =Q Useacertificate or smart card
setting, and external images will be

Enable Notifications
blocked.

Back Outlook uses notifications as a way to
APPLY NOW make sure you are notified about new
emails,

NEVER REMIND AGAIN Select certificate TURN ON

Authenticator has requested a certificate.
DECIDE LATER Agreeing to this request will allow the application
to use this certificate with servers from now on.
The requesting server has been recognised as
tala72d9c49e64f6d9af65aafal183bfd certauth.
login.microsoftonline.com:443, Only agree to this
request if you trust the application.

User 731eda6a-3211-4f5¢c-9cf4..

v e

e Your emails are now being loaded (this process may take a few minutes)

¢ You can then read and write emails again

Android 16: On smartphones/tablets running Android 16, the step to activate S/MIME may be

skipped. In this case, you must complete the Outlook setup and restart the app! The prompt to acti-
vate will then appear.

8.2.2 Set up an email signature

An email signature is a mandatory part of business communication. It appears at the end of an email
and, by law, must contain certain information, such as the company name and the official registered

office of your DB company. You can find the text for your email signature in DB’s central directory,
known as the ‘EVI.
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Here's how to get your email sighature from EVI:
e Openthe EVIapp

e Tap the three lines in the top right-hand corner next to your profile
picture EVI

e Then tap on “My email signature”

¢ Your personal signature is displayed in the grey box. Copy it by tapping on “Copy”

o— EVI- Person Search

X % ¢ H o= EVI- Person Search : o= EVI- My Profile :
oviappdbde X % wisppdde : X % wviappdbde 2
[ ]
EVI @ v EVI B Nv A X My E-Mail Signature X
Use this page to display your E-Mail Signature
Suchbegriff eingeben n Person Search and to transfer it to your E-Mail Client.
x Additional mandatory parts of the signature
More fiters () Organizational Structure are automatically attached to all e-mails for

external recipients. Because of this only the
Maintainable Profiles content shown here should be transferred to
EVI - Elektronische

o o your email application.
Verzeichnis Information

EVI is the DB Group's electronic contact My Profile L L
directory.
My business card ¥ ANE
It allows you to search for contact details as
well as maintaining your own tasks, contact
information and other data. EVI also offers the
option of managing and sharing your own

DB Systel GmbH
¥ e

My E-Mail Signature

digital business card. My profile in EVIconnect MS Teams: Chat | Call
My KBV IT

My business card y I‘ @ copy I
More information about EVI can be found in DB
Planet.

EVI on DB Planet 2 Q Help and Feedback

-
-

Paste the signature into Outlook:
e Open the Outlook app and tap your profile picture in the top left
e Tap the cogicon in the bottom left o

¢ Now tap on “Signature”

& Signatures o
PN Microsoft 365 & Settings

Signature
s Favourites Q Ssearch
ant) & inbox 10
L
5 Archive !
7 omfts
B sem > d
TiJ Deleted Settings just got simpler
We've reorganised the Outlook
"3 Junk settings to make them easier to find.
") RSS-Feeds SHARE FEEDBACK
£ Conversation History Quick Settings
£ Display & Appearance
System / Blue / Roomy
4 Signatures
10 £  Automatic replies
- OFF
B & B I U Body i
¢ N Natifieatinne - -
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e Afield for the signature will open. If there is already an entry there, delete it by tapping “€3”
¢ Now long-press the field until the “Paste” option appears and tap it
¢ Your copied signature from EVI will be inserted

Close the window - your signature will now be automatically inserted into all new emails

Note: If you have set up multiple email accounts, you can use the “Signature per account” slider to
set up a separate signature for each account. Otherwise, the saved signature will be used for all your
email accounts.

8.2.3 Email synchronisation - All emails always up to date
All your emails are automatically backed up in the Outlook app and synchronised with your linked Of-

fice account. This means that no matter which smartphone or tablet you use - whether an iPhone,
iPad, BKU computer or Basic Workplace computer - you’ll always be up to date.

8.3 MS Defender app - must be opened

After activating Outlook and Teams, activate the “Microsoft Defender for Endpoint Mobile” app (MS
Defender app for short) on your smartphone/tablet. The app protects against cyber-attacks and
scans existing apps for malicious software. To activate the protection, open the app once.

Due to the wide variety of different DB smartphones/tablets, there may be minor differences in the
description of individual steps.

8.3.1 Setting up the MS Defender app

To set up the MS Defender app on your smartphone/tablet, you must follow these steps:
e Go to Work/Business section and open the “DB Google Play Store”

e Search for the app “Microsoft Defender: Antivirus” and tap “Install”
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e Tap the MS Defender app icon to open the app

B® Microsoft

e You will be asked for your work email address

e Tap the “Sign in” button or the app will automatically take you to the next screen, where your
email address will be displayed

e Tap your work email address

‘ Select an account to sign in.
Get started with your work, school, or personal
Microsoft account
Please enter valld emall address
Create new account
Get help signing in
Sign in with a different account
By signing in you agree 1o Micrasofts Terms of Use and Privacy
Siatement By signing in you agree to Microsoft's Privacy Statement
- -

If you have activated your smartphone/tablet with the Intune app within the last hour, you may be
asked here to enter your temporary access pass again.
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e Tap ‘Sign in with another method’
e When prompted, tap “Certificate on this device” and then tap “Next”

o Select the certificate

B8 Microsoft

e

" @deutschebahn.com

Sign in with your certificate
Enter Temporary Access Pass Your device will open a security window.

Foll the int
Temporary Access Pass ollow the instructions 1o sign in

If you are using a smart card, make sure it is

[ show Temporary Access Pass inserted correctly.
How would you like to sign in?
I @® Certificate on this device I
O Physical smart card
Select certificate

Cance S S

Agreeing to this request will allow the appiication
to use this certificate with servers from now on.
The requesting server has been recognised as

ta ¢ EEEE e S e Th
login microsoftoniine.com 443, Only agree to this

request if you trust the application.
User °
©® o
Deny Select

8.3.2 Grant permissions

The app will now ask you for the necessary permissions. At this point, the screens may appear in a
different order to the instructions. Provided your first screen matches the one shown:

e Tap “Activate”
e Then tap “Start”

e The Settings app on your smartphone/tablet will open

o)

o &  Permissions

<  Permissions

Microsoft Defender needs access to few
permissions to protect your device

Microsoft Defender needs access to few
permissions to protect your device

Access device storage Access device storage

Well only look for malicious apps. We'll only look for malicious apps.

Why do we need access to device storage? Why do we need access to device storage?

Add VPN configurations* Add VPN configurations*

a VPN to improve your online privacy and

X secut

ender use & VPN? Why does Defender use a VPN?

Why do we need access to device storage?

To help protect you from harmful apps, we
Display over other apps need to access your device storage. We'll Display over other apps
K activity is blocked only check for apps that might try to steal
your personal info.

Alert when mal

Why

ve need display over other apps

G Your privacy is important to us.

When we check for harmful apps, this
process only accurs on your device,
Information about your apps isn't sent to

. o~
[EnamJ Miciozels BEGIN
4 - - ] -

DB Systel GmbH | Migration Samsung to DB Workplace Mobile | 15 May 2026



Background information on permissions:

These permissions are required to ensure the app works properly and to guarantee security on your
device.

You can view an information window for each individual permission (e.g. by clicking on “Why do we
need access to the device storage?”). However, some items cannot be selected (they are greyed out,
such as “Add VPN configuration™) or are already enabled (green tick, such as “Run in the back-
ground”), as these are pre-set by the system.

e Now slide the slider to the right to grant the permission

e Tap “Allow” when prompted

< Allfiles access < Allfiles access

") Microsoft Defender P Microsoft Defender
Allow permission » Allow permission @
This app will be able to read, modify, and delete This app wil be able to read, modify, and delete
all files on this phone or any connected storage all files on this phone or any connected storage
devices. If you allow this, the app may access files devices. If you allow this, the app may access files
that aren't related to the app without notifying you. that aren't related to the app without notifying you.

a -

e Tap “Allow” for all subsequent prompts

& Permissions & Permissions
Microsoft Defender needs access to few Microsoft Defender needs access to few
permissions to protect your device permissions to protect your device
Access device storage ° Access device storage °
We'll only look for maliclous apps. We'll only look for malicious apps.

Stop optimising battery usage?
Let app always run in background?

Microsoft Defender will be able to run in the » e ko

background. Its battery usage won't be rec

restricted.

Display over other apps Display aver other apps

Why d
permission? permission?

..
- -
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Note: Depending on your device type, you may be asked for different permissions! As a result, you
may only see one of the prompts shown.

You will then be taken to the MS Defender app’s home screen. A scan for malware on your
smartphone/tablet will be carried out automatically straight away. Progress updates will be displayed

during the scan.
The result is displayed in writing on the home screen. If a green tick is visible, no malware has been

detected.

Yo tected (o] I
° 0 o  Yourepotece 0 [ Q
Everything c\ Everything (\ Everything \
looks good! looks good! ) looks good!

v ¥ 4 v
We'll let you know if we spot any threats. We'l let you know if we spot any threats. We'll let you know if we spot any threats.
Device protection - Device protection Device protection ™
No thre: > No threats > Not! >
Scan complete.
3 Scanning - 27% complete No threats found.
- s

You have successfully completed the initial setup! The device is now protected against malware.

8.4 DB M 365
You can also open and read Word, Excel, PowerPoint or PDF files on your smartphone or tablet. To
do this, simply download the relevant apps once:
¢ Open the Google Play Store
e Search for the relevant app using the search bar, for example Word, Excel, PowerPoint or the
PDF Reader

P W @

e Then tap on “Install”
e When you open a file, the app will open automatically

Please note: You can only open one file at a time. It is not possible, for example, to open several
Word files simultaneously.
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8.5 Disable the Bixby button

e By default, the power button launches the Bixby voice assistant. For security reasons, this must
be disabled:

¢ Swipe down once from the top of the screen. The Control Centre will open

e Tap the power icon in the top right-hand corner next to the settings icon
e Select ‘Shortcut Key Settings’

e Change the function under “Long press” to “Power off menu”

Power off Restart

< <

Emergency call Medical info

&' Play music

SmartThings
(&) Nearby devices ofe

Side button settings
1ahn.com may monitor network tratfic in your work pro' ©

1] (e] <

N26 Fea o@ 126 Bl 0@
< Side button < Long press

Double press ¢ Digital assistant

i © - I

Long press ( G Bixby

Digital assistant (None)

@ Power off menu
How to power off your phone
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8.6 Reactivate the Microsoft Authenticator app

If you have been using the Authenticator app, proceed as follows:

e Tap db.de/authenticator on your BKU or Basic Workplace computer
e Tap the “plus icon” and the “Add sign-in method” button

¢ A dialogue box will open; select "Microsoft Authenticator”

Add login method

(=) Microsoft Authenticator
- Approve registration requests or use one-time codes

Learn more about each method to help you choose.

e Switch to your smartphone/tablet and open the Microsoft Authenticator app

e Open this page for step-by-step instructions, tap the ‘MFA setup guide’ button, and follow the
steps provided

¢ You can then use the Microsoft Authenticator app for authentication on your smartphone or
tablet

e If you have used the Authenticator app for websites or tools, please reactivate the app on
those websites

Tip: If you have difficulty reactivating the connections in the Authenticator app after the migration,
use the self-service option: “Reset Microsoft Authenticator App (MFA)”: db.de/resetmfa and then fol-
low the steps.

Congratulations!
You have successfully migrated your work smartphone/tablet!
You can find more information about your smartphone/tablet in the DB Mobile Info app.

> You can find out how to save your contacts to OneDrive and import them back in the setup guide
under ‘Back up contacts to OneDrive’

> You can find a detailed setup guide at db.de/mobile-setup
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