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8.3.1 Set up the MS Defender app
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1 The migration process at a glance

The entire migration process to DB Workplace Mobile summarised here:
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Planning the migration

¢ As soon as you have received an email:
Book an appointment in the PME tool
> see chapter 2.1 Booking an appointment for migration

Technical migration preparation

¢ Reminder email shortly before the appointment that the migration
can begin

Personal migration preparation

e Back up your data
> See section 2.2 Backing up data

e If you use the Authenticator app
> see Chapter 2.3 Authenticator app — optional

o Perform a system update - check this in the
system settings

Migration to DB Workplace Mobile

¢ Reset your smartphone/tablet
> see Chapter 3 Start migration: Reset smartphone/tablet

e Create and note down the temporary access pass (TAP)
> see Chapter 6 Activate device — Create temporary access pass

(TAP)

e Activate the smartphone/tablet in Microsoft Intune
> see Chapter 7 Activate device in the DB

Important!

Your smartphone/tablet is only connected to the
DB network once the
temporary access pass (TAP)
has been entered in the Intune app.
Outlook or Teams are not the right apps for this!

Follow these instructions step by step!

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk
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2 Necessary steps before migration

2.1 Book an appointment for migration

e Book an appointment for the migration in the PME tool db.de/pme as soon as
you are asked to do so by email:

o If you are unable to do this yourself, ask your cost centre supervisor or au-
thorised purchaser to book it for you. Appointments can be booked Monday to
Friday for the following week (Mon-Fri) until 12 noon.

o If you are unable to keep the migration appointment: You can cancel the ap-
pointment until 12 noon on the previous day (Mon-Fri)!

o From the booked migration date, you have 28 days to migrate your
smartphone/tablet. The last possible day is displayed in PME. After that, your
device will be automatically deleted and migrated to DB Workplace Mobile
with Microsoft Intune.

2.2 Back up your data

> Note: You can find video instructions at db.de/mobile-videoanleitung (only German)

e Back up your data as soon as you have received an appointment confirmation for
the migration by email

To do this, follow these steps:
a) Back up your work data and settings
b) Back up your private data and settings
If available:
¢) Remove your Samsung or Google account from your smartphone/tablet
d) Remove all memory cards from the smartphone/tablet

> Instructions on how to back up your data can be found under Backing up data

2.3 Authenticator app - optional

Note: This information only applies to users who actively use the Authenticator app, e.g.
for administrative access with a so-called 2-factor account or for multi-factor authentica-
tion, e.g. for VPN on a Basic Workplace MAC.

e Please note that the Authenticator app cannot be used during migration
e No further steps are necessary

e After the migration, the app must be reactivated. This is described in Chapter 8.4
Reactivating the Microsoft Authenticator app

e If you need to use the Authenticator app during the migration, use another
smartphone/tablet to connect to the Authenticator app. To do this, follow the step-
by-step instructions for setting up multi-factor authentication (MFA).

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 5
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2.4 Creating a temporary access pass (TAP) - expert mode

If you only have a DB smartphone/tablet and can reset your device without assistance,
create a temporary access pass (TAP) before resetting.

> To do this, go to Chapter 6.1 Create a temporary access pass (TAP)

e Then reset your device

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk
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3 Start migration: Reset smartphone/tablet

Note: The following screens may look different depending on the model of your

smartphone/tablet.

3.1 Reset your smartphone/tablet yourself

> Note: You can find video instructions at db.de/mobile-videoanleitung (only German)

e Go to the "Private” section on your smartphone/tablet

e Tap on the "Settings" app

e Tap on "System" and then on "Reset options"

e Scroll down and tap on "Erase all data (factory reset)"
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tap "Erase All Data"

\'

10:13

W iE

Search settings

* Lisplay, Interaction, auaio
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Security and privacy
App security, device lock, permissions

Location

On/6 apps have access to location

Safety and emergency
Emergency SOS, medical info, alerts

Passwords, passkeys and
accounts
Suggestions for sign-in and autofill

Digital Wellbeing and parental
controls
Screen time, app timers, bedtime schedules

Google
Services and preferences

System

Languages, gestures, time, backup.

About phone

HMD Pulse+

Then go to Chapter 4 Set up again
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Languages
A System languages, app languages, regional

preferences, speech

Keyboard

On-screen keyboard, tools
Gestures

Date and time
GMT+01:00 Central European Standard Time

Certification
Backup

HMD FOTA

Updated to Android 15

Users
Signed in as Owner

Reset options

You will see a message explaining what will be deleted by the reset
Check that you have backed up your work data (instructions: Back up data)

Then tap the "Erase All Data" button, enter your screen lock (PIN or password) and

Wait a few minutes and your device will be reset automatically
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3.2 Reset your smartphone/tablet using the IT ServiceDesk App

If your smartphone/tablet is no longer working, select this step:

Open the IT ServiceDesk App and enter your request to reset your smartphone/tab-
let under “New service request”

If you cannot open the app, call this number:
IT ServiceDesk Migration Hotline (Mon-Fri 7:00 a.m.-6:00 p.m.)
o Internal: Tel. 9833-8699
o External: Tel. 0361 430 8699
IT ServiceDesk
o Internal: Tel. 91-5555
o External: Tel. 0361 430 8200
o Select menu option 0
IT Service Desk DB Cargo
o Tel. 91 7777 (internal)
o Tel. 00800 327 978 35 (external)
o Select menu option 0
If other issues arise, consider the following in advance:
o Where did the problems occur?

o Define the location of the error so that we can provide you with support
more quickly

o For certificate issues: After registering, wait 5 minutes to 24 hours until all
information and certificates have been transferred to your smartphone/tablet.

> Then go to Chapter 4 Set up again

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 8
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DB

4 Set up again

4.1 Select language

> Note: You can find a video tutorial at db.de/mobile-videoanleitung (only German)

e Hold your tablet in portrait mode to see the screens in the same layout as shown in
the instructions

e Switch on your smartphone/tablet

e Make sure that your smartphone/tablet is either connected to a power source or
has a high battery level during the restoration process

e Check that the desired language is selected. If not, adjust it
e Then tap on "Let's go”
e If a SIM card is inserted in your smartphone/tablet, follow the steps on the screen.

e On the next screen, tap "Skip"

[

Connect to
mobile network

If you have SIM cards, insert them now

Device activation and Service Term

The device activation information will be sent to HMD
Global. Mobile data charges may apply.

e )
You consent to the collection of your location data

in connection to device activation. It is used e.g.

to measure your device warranty and to provide

you with customer support.

Your data will be processed according to HMD Global
By proceeding, you accept that the Service
Terms apply.

(‘. Emergency ) (o Vision Settings ) skip
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4.2 Set up Wi-Fi
To set up your Wi-Fi, choose one of these options:

e Use your mobile data if your smartphone/tablet has a SIM card (this may incur
charges!).

e Set up a hotspot with your private smartphone/tablet
or
e Use a hotspot from your colleague's DB smartphone

e Use the dbs4mobile Wi-Fi if you have booked this product (see:_https://dbgues-
tions.extranet.deutschebahn.com/question/27780)

e Use your private Wi-Fi if you are working from home

To select a different Wi-Fi network, proceed as follows:
e Tap on the Wi-Fi network you want to select
e Enter your personal login details and tap on "Connect”

e If prompted a second time, tap on "Next"

() o4] =06 0@
— ~ WLAN-VDSL-Wohnung5
Password
Choose a Wi-Fi Choose a Wi-Fi ®
network network
Auto reconnect o©

To see available networks, turn on Wi-Fi. o
&

~ View more

,:,es. WLAN-VDSL-Wohnung5 3

“=a WLAN-VDSL-Wohnung

-+ Add network
&
1421345678190
qiwleflrjtiyjulifjolp

alsfidlifliglhfijifk]!

Turn on Wi-Fi Turn off Wi-Fi

Bl z | x| c|lv|bl]n|m s

Skip @ 1#1 ; English (UK) . | Done

Once your device is connected to the Wi-Fi, it will start connecting to the DB network.

> Go to Chapter 5 Installing Nokia/HMD
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DB

4.3 Setting up Wi-Fi in DB buildings

As the "dbs4public” Wi-Fi network does not always work satisfactorily in DB buildings, we
recommend selecting one of the steps described in Chapter 4.2 Set up Wi-Fi.

If you are in a DB building and would like to use the "dbs4public" Wi-Fi network, proceed
as follows:

e Tap on the Wi-Fi network "dbs4public”
e A dialogue box will open; accept the terms and conditions

e Tap on "Surf for free now"

=0
Choose a Wi-Fi
network
&

Welcome to the guest
=5 dbsépublic & WLAN WiFi@DB Systel
& dbs4mobile Use our free WLAN.

-+ Add network After accepting the terms and conditions, you

will have 6 Gbyte with a maximum bandwidth of
5 Mbit/s at your disposal.

You can use WiFi@DB Systel for 11 hours after
Tegistration.

I accept the terms and conditions,

Surf for free now

Turn off Wi-Fi

S English

Once your device is connected to the Wi-Fi network, it will start connecting to the DB
network.

> Go to Chapter 5 Install Nokia/HMD

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 11
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5 Install Nokia/HMD

In the next step, your DB smartphone/tablet must be reconnected to the DB network
(specifically, Enterprise Mobility Management, or EMM). Wait for the changing infor-
mation until an instruction appears. Depending on the network connection, the screens
may flicker or change.

e Hold your tablet in portrait mode if you have been holding it in landscape mode up
to this point

e Individual screens will now flash by

e If a prompt to copy apps and data appears at this point, first tap "Don 't copy" and
then tap " Don 't copy" again when prompted again

CRt 2} LR |
u] <
Getting your phone Copy apps and data
ready...
‘You can choose to transfer your apps, photos,
contacts, Google Account and more
This may take a few minutes
Don't copy?
- Your data won't be copied to your new
device
®
w B
L
©
.
sl
4 <4
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5.1 Set up work profile

A work profile is required to assign the work apps to your smartphone/tablet. This must

be set up here:
e The smartphone/tablet is being set up
e Confirm the following prompt with "Next"

e Confirm the following screens with "Accept & continue"” and "Next"

This HMD Pulse+ Let's set up your work
belongs to your profile
organisation

View terms

To find out more, contact your IT admin

Your IT admin can
control this HMD
Pulse+ and block apps

o7
V@

e Updating the device may take a while, or in some cases a very long time, so please

be patient!

e The necessary apps are being installed

> Go to Chapter 5.2 Set screen lock

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk
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5.2 Set screen lock

In the next step, you will set up the screen lock for your device. This is mandatory at DB
for data protection reasons and reliably protects your data.

e Tap on "Set up"

e Choose the option that works best for you. Tap on one of the two options (PIN or
password) and then set your own personal screen lock

e Make sure that the new password or number combination consists of 6 digits

CER ] CRL ]
I : &
Your work checklist Choose screen lock
8 For added security, set a backup screen lock
Set a screen lock
I et I i PIN - Face - Fingerprint

2+ Password * Face * Fingerprint

Continue without fingerprint or face

©

Device Policy recommends & new screen lock

e Please note the data protection and usage information in the initial setup instruc-
tions

e Confirm by clicking "Next" and then "Confirm" twice

> Go to Chapter 5.3 Installing DB apps

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 14
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DB

5.3 Installing DB apps

The "Activate Google service" screen may appear first. If so, go to Chapter 5.5 Activate

Google service.

In the next step, all DB apps will be reinstalled on your DB smartphone/tablet. Follow the

instructions on the screen.
e Tap on "Install”

e Scroll down and tap on "Done"

"W ivE anivd
) >
] : B
Your work checklist Install work apps
Required apps (2)
@ Set a screen lock © @  Microsoft Authenticator @
Microsoft Intune ©
B
Additional apps (21)
Install work apps
I P I ®  F5Acoess
® Ccamera
%  Microsoft Teams
®  Clock

DB Suche
@  Files by Google

@  Google Chr
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5.4 Google account — not necessary
¢ You will be asked for a private Google account.

e Tap on "Not now". No private Google account is required for your DB
smartphone/tablet!

e If necessary, you can do this later

e Therefore, tap on "Skip" in the next step. You do not need to log in to the DB apps
with your personal account!

R 4] 10:488 B & O NivE

® Google
Sign in with your personal
account

Add a personal
account?

Email or phone

Your organisation allows you to use this phone
for personal purposes

Forgot email?

Create account

4
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5.5 Activate Google service

Tap on "More" in Google services

For sending usage and diagnostic data: Tap the slider to turn off the function.

Scroll further and then tap on "Accept”

LRl

Google services

Tap to learn more about each service, such as
how to turn it on or off later. Data will be used
according to Google's Privacy Policy.

Location

@ Uselocation v

Allow apps and se
lacation permission to use
your device's lacation. Location
jccuracy uses information abaut
wireless signals, such as Wi-Fi
access points, mobile network
towers and GPS, along with device
sensor data, such as accelerometer
and gyroscope, to estimate more
accurate device location, which
apps and services use to provide
location-based features. To do

this, Google periadically processes
information about device sensors
and wireless signals near you

to contribute to crowdsourced
wireless signal lacations

u:

Q@ Allowscanning v

Allew apps and services to scan for
Wi-Fi networks and nearby devices

es with ®

atany ime, even when Wi-Fi or
Bluetooth is off.

Phone number verification

u]

Allow phone number
verification ®
Google and your operator will

periodically verify your number

and device info to enable Google

services (aperator rates may apply)

This helps penple reach you in

wideo calls, messages and more.

Verified numbers are added to your

Google Account(s)

Device maintenance

(&)

I

Send usage and diagnostic

data e
Helpimprove your Android device

experience by automatically
sending diagnostic, device and
app usage data 1o Google. This wil
help battery life, system and app
tability, and olher improvements
Some aggregale data will also
help Google apps and partners
such as Android developers. If
your additional Web & App Activity
setting is turned on, this data may
be saved to your Google Account.

Install updates and apps v

By continuing, you allow Goagle system updates

10 provide features that make your Android device
more secur” *ootimets realgo agree that this
rlewine ™ goreenshot saved o o

> Go to section 5.6 Complete setup
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video calls, messages and more.
Verified numbers are added to your
Google Account(s).

Device maintenance

(@)

Send usage and diagnostic
data

Help improve your Android device
experience by automatically
sending diagnostic, device and
app usage data to Google. This will
help battery life, system and app
stability, and other improvements.
Some aggregate data will also
help Goegle apps and partners,
such as Android developers. If
your additional Web & App Activity
setting is turned on, this data may
be saved to your Goagle Account

Install updates and apps v

By continuing, you allow Google system updates
to provide features that make your Android device
mare secure and reliable. You also agree that this
device may automatically download and install
updates and apps from Google, your operator and
your device's manufacturer, possibly using mobile
data if Wi-Fiisnt available. Data rates may apply.
Same of these apps may offer in-app purchases
You can remove these apps or change your
automatic update settings at any time

By tapping ‘Accept’ you agree 1o the Google
Terms of Service. You also confirm your selection
of these Google services settings. Note: The
Google Privacy Palicy describes how data is
handled when using Google services

Screenshot saved
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5.6 Complete setup
e Swipe down on your screen and tap "Finish setting up your device"
e Tap "Start" and wait

e When prompted to copy apps and data, tap "Don 't copy”"

LA 4 Bl 1047 @ O B §ien

0:47 ew
¥ internet £ % Bluetooth >

o]
Finish HMD Pulse+

© Do Not Disturb

Just a few quick steps and your HMD Pulse+ will
be ready to go
Silent x
o Certificate authorities installed
By Device Policy &
Google Play Store - now @8 :

Installing apps from your organisation

5¢

D)

Manage Clear all

Remind me later

e When asked for your personal account, tap "Skip"

e With your personal account, you do not need to log in to the DB apps!

wWwiwE 1047 & ++ @ B 0+ 9 Wi

5€ Google

Sign in with your personal
account

Copy apps and data

You can choose to transfer your apps, photas,

contacts, Google Account and more Email or phone

Forgot email?

Create account

Don't copy?

Your data wor't be copied to your new

device

Cancel || Don't copy

<4

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 18


http://www.db.de/itservicedesk

You will then be taken back to your home screen:

e If you are already prompted to configure battery protection settings at this point,
first tap "Later”

e You can adjust this setting at any time later

Battery protection

To ease battery aging, device will wait to
charge past 80% depending on your charging
habits, until you need it.

Or you can limit the maximun charge to 80% in

settings
Seﬂlﬂgs

e Swipe down from the top to see in the notifications whether any apps are still being
downloaded or installed

e Tap on the notification to see how many apps still need to be installed
e Wait here for a while until all apps are installed

¢ Note: if your device does not behave as described or display the screens shown
here in the instructions, reset it again. To do this, go to Chapter 3 Start Migration:
Reset your smartphone/tablet.

Important!

Your smartphone/tablet is not yet connected to the
DB network!

Obtain the temporary access pass (TAP)
and enter it in the Intune app.

To do this, follow the step-by-step instructions in
> Chapter 6 Activate device - Create temporary access pass (TAP)

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 19
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6 Acivate device - Create a Temporary Access Pass (TAP)

To set up your smartphone/tablet on the DB network, you will need the following:
e A valid temporary access pass (TAP) - db.de/tap
e Your DB User name and DB User password

e The Intune app

For your information:

The DB User is the user account for all employees in the DB Group. It consists of a pass-
word of your choice and an automatically generated login name.

e You can reset your DB User password atdb.de/passwort

¢ You can find instructions on how to change your password in Change DB User
password

e You can find out how to obtain your DB User in Prerequisite: DB User
¢ You can find your DB User name in DeBi under db.de/debi

You can create a temporary access pass (TAP) via the link:db.de/tap !

6.1 Create temporary access pass (TAP)

> Note: You can find video instructions under db.de/mobile-videoanleitung (only Ger-
man)

There are several ways to create the temporary access pass (TAP):

Option 1:

You have a second smartphone/tablet or a BKU/Basic Workplace computer that is al-
ready logged into the DB network. In this case, stay in the current chapter and continue
with the next page.

Option 2:

A colleague from the same company (such as DB Sales or DB Long-Distance) can help
you if they have a DB smartphone/tablet (or iPhone/iPad) or a BKU/Basic Workplace
computer. Go to:

> Chapter 6.2 Create a temporary access pass for a colleague

Option 3 - Expert mode:

You only have a smartphone/tablet and were able to use it to create a temporary access
pass (Tap) before resetting it. Make a note of your access pass and go to:

> Chapter 3 Start migration: Reset smartphone/tablet

Please note: Your Tap is only valid for 60 minutes and for multiple smartphones/tablets!

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 20
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If you still have the Welcome app installed:

e open the "Welcome app" and tap on "Help"

e Then click on "Temporary access pass (TAP)" to create it

If you do not have the Welcome app installed:
Go to db.de/tap and enter your DB User name and DB User password

Select "For myself" and tap on the blue button

Now select "DB Workplace Mobile"

The temporary access pass (TAP) will then be displayed

This is now valid for 60 minutes and for multiple smartphones/tablets.

Create a Temporary Access Pass (TAP)

This self-service allows you to create a temporary access pass (TAP) to

set up a DB Workplace or Basic Workplace device.
The TAP can be created for:

* yourself

« an employee from the same company (see EVI) A)

Register

Enter your DB user login details

DB User Anmeldename
Max Mustermann

DB User Password

How can I log in to other environments?

:

Create a Temporary Access Pass (TAP)

Select the product you want to set up.

DI:] DB Workplace Mobile
I want to set up a smartphone/tablet.

Basic Workplace Windows
I want to set up a notebook / PC.

DB Workplace Windows
1 want to set up a notebook / PC.

g

¢

®

Create a Temporary Access Pass (TAP) - Person
selection

Choose for whom the TAP should be created:

© For myself

For another DB employee

:

Create a Temporary Access Pass (TAP)

y&r3%9=cg2u# =

Enter the Temporary Access Pass (TAP) to activate your DB Workplace
Mobhile device, following the instructions, This is valid until 3:34 p.m. and
can be used several times.

Start a new session To the homepage
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Important!
The TAP may only be entered in
the Intune app, even if you are
asked for it in another DB app or
on another device.

e Make a note of the temporary access pass (TAP) on a piece of paper or in a note-
book

e You will need it later when setting up and activating the Intune app

e You can now activate your smartphone/tablet in the Intune app

> Go directly to Chapter 7 Activate device in the DB

Important!

Your smartphone/tablet is not yet connected to the
DB network!
Enter the temporary access pass (TAP)
in the Intune app.

To do this, follow the step-by-step instructions in
> Chapter 7 Activate device in DB
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6.2 Create a temporary access pass for a colleague

To create a TAP for a colleague, follow these instructions:

If you still have the Welcome app installed:
e open the "Welcome app" and tap on "Help"

e Then click on "Temporary access pass (TAP)" to create it

If you do not have the Welcome app installed:
e Go to db.de/tap and enter your DB User name and DB User password
e Enter your DB User name and DB User password

e Select "For another DB employee" and tap on the blue button

® @

Create a Temporary Access Pass (TAP)

This self-service allows you to create a temporary access pass (TAP) to create a Temporary Access Pass (TAP) - Perso“
set up a DB Workplace or Basic Workplace device. selectio“
The TAP can be created for: Choose for whom the TAP should be created:
« yourself For myself
« an employee from the same company (see EVI) A1)
i T ) © For another DB employee
Register
Enter your DB user login details Q  Max Mustermann
DB User Anmeldename
Max Mustermann
DB User:
DB User Password Name:
A E-mail:
Department:
How can I log in to other environments? Company: DB Systel GmbH
|
< I confirm that I have established the employee's identity.
|

e

e Select the correct person, confirm their identity and tap on the button

¢ When working remotely via Teams, hand over control to your colleague(s)

or
e Let your colleague use the computer
e The DB colleague enters the DB User password

e The access pass is then displayed. It is valid for 60 minutes and for multiple
smartphones/tablets

Take back control of the screen if you have been using Teams

Write down the temporary access pass on a piece of paper or in a notebook
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Create a Temporary Access Passport (TAP) for

Max Mustermann

The selected employee must personally enter their DB User access

data here.

Create a Temporary Access Pass (TAP)

y&r3%9=cg2u# (2]

Register

DB User Anmeldename
Max Mustermann

DB User Password

Enter the Temporary Access Pass (TAP) to activate your DB Workplace
Mobile device, following the instructions, This is valid until 3:34 p.m. and
can be used several times.

Start a new session To the homepage

Note for DB employees: Never share your DB user login details

with others.

e

e You will need it later for setup and activation in the Intune app

e The colleague can now activate their smartphone/tablet in the Intune app

> Proceed directly to Chapter 7 Activate device in the DB

Important!

Your smartphone/tablet is not yet connected to the
DB network!
Enter the temporary access pass (TAP)

in the Intune app.

To do this, follow the step-by-step instructions in
> Chapter 7 Activate device in DB
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7 Activate device in the DB

> Note: Check whether you have created and received a temporary access pass (TAP) as
described in Chapter 6 Acivate device - Create a Temporary Access Pass (TAP)!

> Note: You can find a video tutorial at db.de/mobile-videoanleitung (only German)

e The Welcome app is no longer required for activation; the Intune app is now availa-

ble for this purpose
e Go to the "work" section

e Open the "Intune"” app ‘
e Then tap on the "Sign in" button

12:48 K 0@

Personal Work

» Q@

My Files Contacts Play Store. Chrome.

Camera OneDrve  Authenticator

Adabe Acrobat Edge. a

"0\ 08|

o EO Intune

DB Suche. EVI

Get access to your organization's
resourceg and keep them secure.

Search
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e Enter your DB user email address (not: DB User) and tap on "Next"
e Tip: Tick the box next to "Show temporary access pass"

e Enter your temporary access pass and tap on "Sign in"

Sign in <
vorame nachname@deutschebahn.com Enter Temporary Access Pass
Temporary Access Pass

Ich kann mich nicht anmelden.

O P;
= o I Show Temporary Access Pass I

Sign In another way

inies

Klicke auf "Verwenden eines Zertifikats oder
einer Smartcard"

@ signin options

Important: Only enter the temporary access pass in the Intune app!

If you receive an error message:

e create a new temporary access pass and repeat the login process as described in
Chapter 6 Activate device — Create temporary access pass (TAP)

> Continue to Chapter 7.1 Setting up access to all DB apps and websites

Note: If the temporary access pass (TAP) is valid (within 60 minutes) and you open
Outlook, Teams or the IT ServiceDesk App, for example, you will be asked for the tem-
porary access pass. Enter the temporary access pass you have noted down here as
well.
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7.1 Set up access to all DB apps and websites
Now access to the DB network will be set up:
e Tap on “Register” and then on “Next”
e When the check mark appears next to "Register device", tap on the "Done" button

Please note: If the "Done"” button does not appear, activation is not complete.

e Reopen the Intune app and go through the steps in chapter 7 Activate device in the
DB step by step

:

Deutsche Bahn Deutsche Bahn

Help us keep your device
secure
Set up Deutsche Bahn access Set up Deutsche Bahn access

Register your device to continue. More details
Get set up to connect to resources. Get set up to connect to resources.

D Register your device D Register your device

Hinweis

Klicke auf "Verwenden eines Zertifikats oder
einer Smartcard"

> Note: Wait 5 minutes to 24 hours after registration!

All information and certificates will then have been transferred to your smartphone/tab-
let, and you will be able to use your apps such as Outlook, Teams, etc.
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DB

7.2 DB Apps

Please note: It can take between 5 minutes and 24 hours for the certificates to be pro-
vided. Only then can you use your apps such as Outlook, Teams, etc.

Once setup is complete, DB apps such as the Outlook app or Teams app will download au-
tomatically.

Your company-specific or business-specific apps will then be loaded.

You can download additional DB apps from the work Google Play Store (the app with the
suitcase icon) in the "Business” section.

The Welcome app is no longer on the DB smartphone/tablet, but the DB Mobile Info
app is available with all the information, useful links and data you need about your DB
smartphone/tablet.
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8 Required settings

Please note: It can take between 5 minutes and 24 hours for the certificates to be pro-
vided. Only then will you be able to use your apps such as Outlook, Teams, etc.

8.1 Check for operating system updates

e Go to the "Personal"/"Private" section on your smartphone/tablet

e Tap on the "Settings" app

e Then scroll down and select “System”

e Now tap on "HMD FOTA"

e This will tell you whether an update is available and what type of update it is

e Perform any pending updates by tapping on "Install update”

10:48 *
~
a

o e

YouTube Messages

©

Settings

Personal

Assistant  Calculator

@ :

Clock Contacts
M G
Gmail Google

o ®

Meet  Messages

(I

Play Store  Safety

[ i

Calendar

c

Drive

(-

Google TV

My Device

©

Settings

RiwRE
¢ @

& M

Photos Gmail

Work

s @

Camera Chrome

a QO

Files FM Radio

Keep notes Maps

¢« *

Phone Phatos

o 0

YouTube

10:13

Qo

CRL &

Search settings

UISplay, Interaction, audio

Security and privacy
App security, device lock, permissions

Location

0n/6 apps have access to location

Safety and emergency
Emergency S0S, medical info, alerts

Passwords, passkeys and
accounts
Suggestions for sign-in and autafill

Digital Wellbeing and parental
controls
Screen time, app timers, bedtime schedules

Google
Services and preferences

System

Languages, gestures, time, backup

About phone
HMD Pulset+

10:13 B ERL )
e

Languages
yA System languages, app languages, regional

preferences, speech

Keyboard

On-screen keyboard, tools
Gestures

Date and time
GMT+01:00 Central European Standard Time

Certification

& Backup
HMD FOTA
= Updated to Android 15

Users
Signed in as Owner

Reset options
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8.2 Outlook
8.2.1 Set up Outlook /Create email account/Set up email encryption

> Note: You can find a video tutorial under db.de/mobile-videoanleitung (only German)

e Go to your "Work/Business" area and tap on the "Outlook" app

e Your email account should already be stored automatically - then tap on "Add ac-
count”

e In the next step, select your email address and tap on "Continue"

When prompted to log in, you may be asked for a temporary access pass (TAP):

e If your temporary access pass is still valid, enter it here or create a new one as de-
scribed in Chapter 6.1 Creating a temporary access pass (TAP)

e Alternatively, select the option "Certificate on this device" under "Select other login
option"

e Tap on "Select” when prompted for the certificate

— X Accounts found @

[ L]
5
Microsoft 365

Privacy and Terms

How would you like to sign in?

I @® Certificate on this device I

Welcome to Outlook O  Physical smart card

Desigqed to work with your Gancel
favourite Samsung devices.

CONTINUE
ADD ACCOUNT

SKIP
CREATE NEW ACCOUNT
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e If you wish to send particularly sensitive data (e.g. personnel information) by e-
mail, you must also encrypt the content of the e-mail

e DB provides S/MIME encryption for this purpose
e Tap on "Apply now" when asked whether you want to activate S/MIME

This is followed by the certificate query. You can recognize the certificate that is valid for
you as follows:

e First line: "User ds2232... (then numbers and letters)

e Second line: "CN- DB User Name" e.g. LisaMustermann 89sd7esORwd (then num-
bers and letters)

e Select the text snippet and tap on "Select"

Your email account will now be set up:

e Tap on "Maybe later" when asked if you want to add another account

e And "No thanks" when prompted to enable notifications

Choose a way to sign in

E Use my password

--é Use Temporary Access Pass

Turn on S/MIME

Your administrator has enabled S/MIME =_g Use a certificate or smart card
setting, and external images will be
blocked.

Enable Notifications

Outlook uses notifications as a way to
APPLY NOW Back make sure you are notified about new
emails.

NEVER REMIND AGAIN o NO THANKS [ TURN ON
Select certificate

DECIDE LATER Authe‘nlicator !‘\as requesl?d a certificate. )
Agreeing to this request will allow the application
to use this certificate with servers from now on.
The requesting server has been recognised as
tala72d9c49e64f6d9af65aafal183bfd certauth
login.microsoftonline.com:443. Only agree to this
request if you trust the application.

User 731eda6a-3211-4f5¢c-9cf4..
C=G2

B

e Your emails will now be loaded (this process may take a few minutes)

e You can then read and write emails again

Android 16: On devices running Android 16, the step to activate S/MIME may be

skipped. In this case, you must complete the Outlook setup and restart the app! The acti-
vation prompt will then appear.
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8.2.2 Setting up an email signature

An email signature is a mandatory part of business communication. It appears at the end
of an email and, by law, must contain certain information, such as the company name and
the official registered office of your DB company. You can find the text for your email sig-
nature in DB's central telephone directory, known as "EVI".

How to get your email signhature from EVI:
e Open the EVI app in your "Work/Business" area
m‘ ¢ You will now see the mobile EVI view

e Tap on the menu in the top left-hand corner and then on "The new EVI"

The new EVI view will open:
e Tap on the three lines next to your profile picture in the top right-hand corner
e Then tap on "My E-Mail Signature"
e The "My email signature” page will open

e Your personal signature is displayed in the grey field. Copy it by tapping on the
"Copy" field at the bottom

e Then close EVI

% m LR : % m f % mi LR
EVI B ENv ; = EVI B ENv a X My E-Mail Signature X
Use this page to display your E-Mail Signature
v n Person Search and to transfer it to your E-Mail Client.
Suchbegriff eingeben peblnlntete s
- Additional mandatory parts of the signature
More filters O Organizational Structure are automatically attached to all e-mails for
external recipients. Because of this only the
Maintainable Profiles content shown here should be transferred to
EVI - Elektronische your email application.

Verzeichnis Information
My Profile 5 ¥ e et ke il s,

EVI is the DB Group's electronic contact 2

directory.

My business card

It allows you to search for contact details as
: DB Systel GmbH

well as maintaining your own tasks, contact My E-Mail Signature 548 - =
information and other data. EVI also offers the b e
option of managing and sharing your own My profile in EVIconnect MS Teams: Chat | Call
digital business card. D
My KBV IT (
[ My business card ] i I‘ (® Copy I
More information about EVI can be found in DB
Planet.
@ Help and Feedback
EVI on DB Planet A
L] &
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Paste the signature into Outlook:

e Open the Outlook app in the "Work/Business" section

Tap on your profile picture in the top left corner

e An overview of your email folders will open on the left-hand side

Tap on the cogwheel in the bottom left corner e

Now tap on "Signatures”

A field for the signature will open. If there is already an entry there, delete it with
the € button

A Microsoft 365 & Settings & Signatures v

o Favourites VZ Q, search Signature
S
mnt) & Inbox 10
]

57 Archive
o

7 Drafts

\
B> Sent ik
T/ Deleted Settings just got simpler

We've reorganised the Outlook
£3 Junk settings to make them easier to find

) RsS-Feeds SHARE FEEDBACK

) Conversation History Quick Settings

B Display & Appearance
System / Blue / Roomy

A Signatures
® £  Automatic replies
OFF
B M B 7 U Body = ¥
e ] Vi L y = f
C n Nintifiratinne L L

¢ Now tap and hold the empty field until the "Paste"” field appears and tap on it
e Your copied signature from EVI will be inserted

e C(Close the window - your signature will now be automatically inserted into all emails
you write

Note: If you have set up multiple email accounts, you can use the "Signature per account”
slider to set up a separate signature for each account. Otherwise, the stored signature will
be used for all your email accounts.
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8.2.3 Email synchronization - all emails always up to date

All your emails are automatically backed up in the Outlook app and synchronized with
your connected Office account. This means that no matter which device you log in from,
whether it's a smartphone/tablet or BKU/Basic workplace computer, you are always up to

date.

8.3 MS Defender App

After activating Outlook and Teams, activate the "Microsoft Defender for Endpoint Mo-
bile" app (MS Defender app for short) on your smartphone/tablet. The app protects
against cyberattacks and scans existing apps for malicious software. To activate the pro-

tection, open the app once.

Due to the large number of different DB smartphones/tablets, there may be slight differ-
ences in the description of individual steps.

8.3.1 Set up the MS Defender app
To set up the MS Defender app on your smartphone/tablet, you must perform the follow-
ing steps:
¢ Go to Work/Business section and open the "DB Google Play Store"

17:28 B~ @ « =0

Personal Work

® 00
Q@a % Q

z,.u lety. OneDrive.

QA »&®

Authenticator tune Adobe Acrobal DsMthoB.

Qa ao@

DB Compiiance

‘% m@

ISL Light

e Search for the app "Microsoft Defender: Antivirus" and tap on “install”
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e Tap the app icon for the MS Defender app to open the app

o

Erste Schritte mit Ihrem Geschéfts-, Schul-, Uni-
oder personlichen Microsoft-Konto

Geben Sie Ihre E-Mail-Adresse eir

Gultige E-Mai-Adresse eingeben

Neues Konto erstellen

Hilfe fiir die Anmeldung

Durch lhre g stimmen Sie Nut
Microsoft und Datenschutzbes

e You will be asked for your work email address

e Tap the "Sign in" button or the app will automatically take you to the next screen,
where your email address will be displayed

e Tap on your work email address

‘ Select an account to sign in

Get started with your work, school, or personal
Microsoft account

Enter your email address Please enter valld email address

Please enter valid email address

e
s Signin 4

Create new account

Get help signing in

Sign in with a different account

By signing in you agree to Microsofts Terms of Use and Privacy
ment By signing in you agree to Microsoft's Privacy Statement
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If you have activated your smartphone/tablet with the Intune app within an hour, you
may be asked to enter your temporary access pass again here.

e Tap from "Sign in in another way"

Then go further:

e Tap "Certificate on this device" when prompted and tap "Next"

e Select the certificate

&
Enter Temporary Access Pass
Temporary Access Pass

ﬁ Show Temporary Access Pass

Sign In another way

Datenschutz ..

How would you like to sign in?

I @ Certificate on this device I

O  Physical smart card

Cancel QContinue

B Microsoft
@deutschebahn.com

Sign in with your certificate

Your device will open a security window.
Follow the instructions to sign in.

If you are using a smart card, make sure itis
inserted correctly.

Select certificate

Company Portal has requested a certificate
Agreeing to this request will allow the application
1o use this certificate with servers from now on.
The requesting server has been recognised as

ta © = e oS CEWs S th
login.microsoftonline.com:443. Only agree to this
request if you trust the application.

User*
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8.3.2 Grant permissions

The app will now ask you for the necessary authorisations. At this point, the screens may
appear in a different order to the instructions. Provided your first screen matches the one

shown:

e Tap on "Enable"

e Then tap on "Begin"

e The "Settings" app of your smartphone/tablet will open

(e} ot
<  Permissions

Microsoft Defender needs access to few
permissions to protect your device

Access device storage
‘We'll only look for malicious apps.

Why do we need access to device storage?

Add VPN configurations*

We use a VPN to improve your online privacy and

security.

Why does Defender use a VPN?

Display over other apps
Alert when malicious network activity is blocked

Why do we need display over other apps
permission?

-]

X

Why do we need access to device storage?
To help protect you from harmful apps, we
need to access your device storage. We'll
only check for apps that might try to steal
your personal info.

Your privacy is important to us.

When we check for harmful apps, this
process only occurs on your device,
Information about your apps isn't sent to
Microsoft

Background information on permissions:

& Permissions

Microsoft Defender needs access to few
permissions to protect your device

Access device storage
We'll only look for malicious apps.

Why do we need access to device storage?

Add VPN configurations*

We use a VPN to improve your online privacy and
security,

Why does Defender use a VPN?

Display over other apps
Alert when malicious network activity is blocked

Why do we need display over other apps
permission?

r—
BEGIN
@

These authorisations are required for the application to function properly and to ensure

security on your device.

You can display an information window for each of the individual authorisations (e.g. by
clicking on "Why do we need access to the device memory?"). However, some elements
cannot be selected (they are greyed out, e.g. "Add VPN configuration") or are already ac-
tivated (green tick, e.g. "Run in background") as they are predefined by the system.

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 37



http://www.db.de/itservicedesk

e Move the slider to the right to grant permission

e Tap "Allow" in the next prompt

< Allfiles access < Allfiles access
@ Microsoft Defender ] Microsoft Defender

*  Version 1.0.8321.0101 *  Version 1.0.8514.0101
Allow permission (@ ] Allow permission @
This app will be able to read, modify, and delete This app will be able to read, modify, and delete
all files on this phone or any connected storage all files on this phone or any connected storage
devices. If you allow this, the app may access files devices. If you allow this, the app may access files
that aren't related to the app without notifying you. that aren't related to the app without notifying you.

L] L]

e Tap "Allow" for all the following queries

Stop optimising battery usage?

Microsoft Defender will be able to run in the
background. Its battery usage won't be
restricted,

Note: Depending on the device type, different authorisations are requested! This may re-
sult in only one of the queries shown.

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 38



http://www.db.de/itservicedesk

DB

You will then be taken to the home page of the MS Defender app. A malware scan for
your smartphone/tablet will start automatically. Intermediate steps are displayed during

the scan.

The result will be displayed in writing on the home page. If a green tick is visible, no mal-
ware has been detected.

fou Tie protected You're protected, (&) Yiou're profesied
g Yoo ri prholesct ) 8 O S Q
Everything Everything Everything
looks good! W looks good! W looks good! )
We'll let you know if we spot any threats. We'll let you know if we spot any threats. We'll let you know if we spot any threats.
Device protection . Device protection . Device protection “
No threats > No threats > No threats >

Scan complete v
3 Scanning - 27% complete No threats found
- - 4

Congratulations!

You have successfully completed the first setup! The device is now protected against mal-
ware.
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8.4 DB M 365

You can also open and read Word, Excel, PowerPoint or PDF files on your
smartphone/tablet. To do this, download the relevant apps once:

e Open the DB Google Play Store

e Search for the respective app using the search bar, for example Word, Excel, Power-
Point or PDF Reader

P W @

e Then tap on "Install". The app will now be downloaded and appear in your
"Work/Business" area

e When you open a file, the app will open automatically

Please note: You can only open one file at a time. It is not possible, for example, to open
several Word files at the same time.
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8.5 Reactivating the Microsoft Authenticator app

If you have used the Authenticator app, proceed as follows:

e Tap on db.de/authenticator on your BKU or Basic Workplace computer
e Tap the "plus icon" and the "Add sign-in method" button

e A dialogue box will open; select "Microsoft Authenticator"

Add login method

(=) Microsoft Authenticator
9 Approve registration requests or use one-time codes

Learn more about each method to help you choose.

e Switch to your smartphone/tablet and open the Microsoft Authenticator app

e Open this page for step-by-step instructions, tap on the "Instructions for setting up
MFA" button and follow the steps provided

e You can then use the Microsoft Authenticator app for authentication on your
smartphone/tablet

e If you have used the Authenticator app for websites or tools, reactivate the app
in the websites

Tip: If you have difficulty reactivating the connections in the Authenticator app after mi-
gration, use the self-service option: "Reset Microsoft Authenticator app (MFA)": db.de/re-
setmfa and then follow the steps.

Congratulations!
You have successfully restored your work smartphone/tablet!
You can find more information about your smartphone/tablet in the app: DB Mobile Info.

> You can find out how to save your contacts in OneDrive and import them again in the
setup instructions under Backing up contacts in OneDrive

> You can find detailed setup instructions at db.de/mobile-setup
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