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1 Welcome to DB

Thank you for choosing a DB smartphone/tablet!

This guide will help you set it up and give you an overview of everything you need to
know about your smartphone/tablet.

The most important app for the first setup is the Welcome app! There you will find all the
essential information about your smartphone/tablet, for example:

e Instructions for setting up and restoring

your smartphone/tablet for the first time ’ ‘ Welcome app

e Information about your device

e Useful links for working in the
DB world

So, take a look and keep up to date!

Note: If your smartphone/tablet is not yet set up, ask a colleague to open the Welcome
app on their device.
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2 Unpacking your smartphone/tablet

Have you received your new smartphone/tablet? First check that your name is on the
parcel and that you have received the right parcel. To do this, compare the order - if the
allocation is incorrect, ask your mobile phone manager.

Is everything there?
e Smartphone or tablet

e SIM card letter (sent by Vodafone, ask your
mobile phone manager if necessary)

e Instructions, handover document, terms of
use and the tool for inserting the SIM card

e If ordered: Accessories such as charging ca-
ble, protective cover and power bank

~

o Y A

The first steps - we'll help you!

You will receive a printed flyer with your smartphone/tablet. This will help you with the
first setup! Further information is also available here:

> www.db.de/ae

7@‘

>db.de/mobile-setup
>db.de/mobile-restore

Let's get started

As the setup of your smartphone/tablet differs slightly
depending on the model, we have described the first
bt setup separately in the next section.

Kurzanleitung
Choose the right instructions for you:

> Samsung/Nokia/Gigaset
> iPhone/iPad

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 6
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3 Prerequisites

Activate DB User

An active DB User must set up your smartphone/tablet. The DB User gives you free ac-
cess to many Group applications.

What is the DB User?

The DB User is the user account for all DB Group employees. It consists of a self-chosen
password and an automatically generated login name. You will receive the login name af-
ter successfully activating your DB User account.

How do I activate the DB User?

The active DB User is activated once together with a sponsotr. You set a password for
this. You can find out how this works and who your sponsor is here:

> https://db-planet.deutschebahn.com/pages/db-user/apps/content/konto-aktivierung

After successful activation, you will receive a PDF document with your DB User login
name.

How do I change my DB User password?

> If you don't remember your password, you can change it here

Or follow the instructions in chapter 11.1 Help via the Welcome app.

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk
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4 Initial setup Samsung/Nokia/Gigaset

4.1 Insert SIM card
There is a small compartment on the side of your smartphone/tablet.
¢ Open the compartment with the tool
e You will find it in the packaging of your device
e Pull out the card holder and insert the SIM card
e Insert the card holder back into the smartphone/tablet
Gigaset:
e Open the back of your device

e Then insert the SIM card in the top right-hand corner

4.2 Switch on
Connect your smartphone/tablet to the power supply using the power supply unit.
e Press the "On" button
e When the device has booted up, it will ask you for a PIN
e This is the PIN for the SIM card that you have just inserted into the device
This is how you get the PIN:

* Open your SIM card letter from Vodafone The SIM PIN always remains the same.
Keep the Vodafone SIM card letter with the

SIM PIN and the Super PIN in a safe place.

e Peel off the film
e Underneath is a PIN and a Super PIN
e Enter the PIN in the input field of your smartphone/tablet and confirm with "OK".

4.3 Note for KVE Business devices

Are you using a KVE Business smartphone/tablet? Then go to db.de/mobile-restore.

e Select the proper restore instructions for your device
e Go to chapter 2 "Start restore"
e Follow the steps to set up your device

e Then jump to this guide to complete the first setup

4.4 Unlock
Next, unlock the smartphone/tablet:
e Swipe your finger across the screen once
e Enter the following password: DB-Device2019

e Confirm the entry, you will see the home screen of your smartphone/tablet

Attention: Be quick when entering the password, otherwise the screen will switch off af-
ter a brief time.

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 8
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4.5 Change screen lock

The screen lock is a personal password or combination | p_ccyords must have at least
of numbers that you set yourself to keep your 12 characters and contain at least
smartphone/tablet secure. 3 out of 4 of the following:

Upper case letters, lower case letters,

digits, special characters.
In the next step, change the screen lock and set a new S

password or number combination. Pay attention to the | A PIN must be at least 6 digits long
data protection and usage information in chapter 10 long and must not be an ascending or de-
Data protection and usage information. scending sequence of digits.

A so-called "biometric lock" can also be set up. This unlocks the smartphone/tablet using
fingerprint or facial recognition.

We will show you how to set up the screen lock in the next section, first for the
smartphone and then for the tablet.

16:31 Fr.,, 26. Okt. a v

. =T ¥

203 @ O

57% Autom.

4.5.1 Samsung/Nokia smartphone
e Go to the "Settings" area
e Tap on the "Settings" app in the "Personal"/"Private" section

e Or swipe down with your finger from the top edge of the screen

e A bar with icons opens

e Tap on the cogwheel at the top right
e You will see a menu with various selection options
e Tap on "Lock screen" and select "Lock screen type"

e Enter your current screen lock. The first time, this is the password from chapter 4.3
Unlocking (DB-Device2019)

e Select "PIN" or "Password"

e Enter a new password or PIN - remember it well!
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http://www.db.de/itservicedesk

If you want to set up biometric security:
e Under "Biometric data", select "Fingerprints" or "Face"

e Scan your fingerprint or face. Follow the instructions that are displayed on the
screen

4.5.2 Gigaset smartphone & all tablets:
e Go to the "Settings" app in the "Personal"/"Private" section
e Tap on "Security" and then on "Screen lock"
e First enter your current device password

e The first time, this is the password from step 3 (DB-Device2019)

¢ Select "No, thanks" for the following choice and tap "Next"

e Enter a new password or PIN. Remember it well!

If you want to set up biometric security:

Tap on "Biometric data and security":

Select the "Face recognition" field here

Enter your current device password/PIN

Follow the instructions. The device will now scan your face (note: if you wear
glasses, you must remove them during the scanning process)

When facial recognition is set up, a notification will appear

Confirm the "Fast face recognition” message with "OK"

4.6 Notes on switching on every day

When switching your smartphone/tablet on and off, you must always do the following in
future:

e Unlock the SIM card with the SIM PIN from the SIM card letter from Vodafone

e Unlock the smartphone/tablet with your personal password/personal PIN. Or the
device recognises you via your fingerprint/face

If you have already switched on the device, unlock it in between using only your finger-
print or facial recognition.
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4.7 Activate

r 1 To use all DB apps, first activate your smartphone/tablet via the Welcome
app. You only need to do this once.

Important: To activate a tablet, first set up a VPN connection. To do this,
go to chapter 7.5 F5 Access - Set up VPN connection .

4.7.1 To activate the Welcome app, proceed as follows:
e Go to the home screen and swipe upwards with your finger
e Tap "Work/Business" at the bottom right or top right
e Tap on the "Welcome app".
e Confirm the following messages with "Next" and "Start" 3 = B
e Tap on "Start activation"

e Enter your DB User login details. These are your DB User

Login name and your DB User password
e Forgotten your password? Change it in the password self-service
e Enter both in the two empty fields and tap on "Log in" o
Aktivierung starten

Melde dich an mit DB User

Gerat wird aktiviert e i DA i

— Passwort
Manchmal dauert die —
Aktivierung deines Gerats auch

etwas langer oder sehr lange.

Wait approx. 30 minutes.

Note: Sometimes it takes a little longer or an exceptionally long time to activate your
smartphone/tablet. Be patient here.

Your device is activated!

Congratulations to you! You can see that the activation was successful from the message
in the "Info" tab in the Welcome app and from the fact that DB apps are visible on your
device.

If the following message appears, the activation was successful. You can exit the app.
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- Gerat ist aktiviert
Du kannst alle DB Apps und

Funktionen nutzen.

Activation failed?
e Activate the device again
e To do this, go to the Welcome app and select the "Help" tab at the bottom right
e Then tap on "Activate the end user device again"

e Only then can you download and work with all other necessary DB apps

4.8 Take off: "Log on to the mobile device"

You will need the following items to set up your DB smartphone/tablet for the first time:

SIM card & SIM card PIN:
e You need the SIM card to make calls with the smartphone/tablet

e You will find the SIM card and PIN in the Vodafone letter that you receive in ad-
vance

e You must enter the SIM PIN every time you switch on and it always stays the same

e If you forget it once, look here

Password for the screen lock:
e The screen lock is a personal password or a combination of numbers
e This protects your smartphone/tablet from unauthorised access
e When unlocking for the first time, the password is "DB-Device2019"

e Then set a new PIN or password and remember it well

DB User login name & DB User password:

¢ You will need your DB User login name and DB User password to log in too many
DB apps/websites

e The DB User login name consists of your first name and surname
e You set the DB User password yourself during activation

e If you no longer remember your password, change it here

Note: Some tools, such as Atoss, have their own passwords. You can save these in the
"Keepass2Andriod" app (see chapter 9.7 Saving passwords). (This only applies to
smartphones/tablets with an Android operating system)
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*Cannot currently be synchronised with OneDrive

To set up your new DB smartphone/tablet, proceed as follows:
e Insert the SIM card
e Switch on the smartphone/tablet
e Think about a new screen lock

e Open and activate the Welcome app

Follow the "Quick guide to setting up your mobile DB device for the first time". You re-
ceived this together with your new smartphone/tablet. Or open it at

> db.de/mobile-setup

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 13
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5 Initial setup iPhone/iPad

5.1 Switch on
Connect your iPhone/iPad to the power supply. Cauves o
e Press the on button

e After a moment, the iOS setup assistant will start and "Hello"
will appear on the screen

e Swipe your finger upwards across the screen to start

¢ Select a language and the country Schnellstart

Zum Anmelden und Kanfigurieren bringe

e Tap on "Configure manually"

5.2 Note for KVE Business devices

Are you using a KVE Business iPhone/iPad? Then switch now to

> db.de/mobile-restore. Mauet kondigurir |

e Select the restore instructions for iPhone/iPad
e Go to point 1.3 "Start restore"
e Follow the steps to set up your device

e Then jump back to this guide to complete the first setup

5.3 Link DB User
Connect to the internet:
e In a DB building: select "dbs4public" and accept the terms and conditions.

e Use another WLAN or mobile data: Connect via your private WLAN or mobile data.
You may need to enter your private login details here.

e The device will now be activated and removed

e Tap "Next" in the next step:

o941 =

Entfernte Verwaltung

DB Systel GmbH" konfiguriert dein iPhone
automatisch

Was passiert bei der entfernten Verwaltung?

Die entfernte Verwaltung ermiglicht es dem
Administrator von DB Systel GmbH", E-Mail- und
Netzwerkaccounts zu konfigurieren, Apps zu
installieren und einzurichten sowie die
Einstellungen dieses iPhone zu verwalten.
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DB

e Tap on the red arrow pointing downwards and select "Login data and SMS one-time
password" as the login method

e Enter your DB User login details:

Anmeldung mit BKU Anmeldedaten
und Einmalpasswort per
Mobilfunknummer

Anmeldename (2.B. BKU, DB User / keine E-Mail-
Addresse)

Passwort (2.B. BKU)

5.4 Receive SMS one-time password

In the next step, you will be asked to enter the SMS one-time password. This was sent to
the mobile phone number that is linked to your DB User. To retrieve the SMS one-time
password, go ahead as follows:

e Insert your SIM card into another smartphone. Use your old or private device or
that of a colleague

e You will receive the one-time password by SMS
e Enter the SMS one-time password into your new iPhone/iPad and tap "Sign in"

e The iPhone/iPad will now be configured

Please note: To receive the SMS, your mobile phone number must be linked to your DB
User. You can check whether the correct mobile phone number is stored here and change
it if necessary.

e If the link does not work on your iPhone/iPad, try it on a colleague's device

If the correct mobile phone number is stored and you still do not receive a password by
SMS, you have probably entered your login details incorrectly in the Link DB User step
(section 5.2). Then go back to Link DB User (chapter 5.2) and try again.

5.5 Insert SIM card

Take the SIM card from the other (old) smartphone and insert it into your new iPh-
one/iPad. Proceed as follows:

e There is a small compartment at the top or on the side of your device that you open
with the tool provided

e Insert the SIM card there and go to the "Create screen lock" step

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 15
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5.6 Create screen lock

The screen lock is the code you will use to unlock your iPhone/iPad in future. You will
now be asked to secure your iPhone/iPad. Think of a new, six-digit code for this.

e Enter the code twice in succession

e Tap on "Next"

e In future, always use this personal code when switching on and unlocking your iPh-
one/iPad

After activating the iPhone/iPad, set up unlocking with facial recognition (FacelD) if
needed:

e Go to the iPhone/iPad "Settings" and select "FaceID & Code"
e Enter your personal code
e Tap on "Add FaceID" and follow the instructions on the screen

5.7 Activate location services

Activate the location services in the next step. This is necessary so that the exact time is
displayed on the iPhone/iPad. Tap on "Activate location services".
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5.8 Check for an update
In the next step, check whether an iOS operating system update is available.

e Open the "Settings" app

09:41 = e 09:41 = o 09:41 - 5
< Einstellungen Allgemein & Aligemein Softwareupdate
Einstellungen
ene " & Gnt y Info [ Automatische Updates ]
itebetreuung
Softwareupdate I

Beim iPhone anmelden
AirDrop

AirPlay & Handoff
Flugmodus 0513561

5 CarPlay Deine Software ist auf de n nevesten Stand
B wwn

B3 suetcorn

m Mobiles Netz

iPhone-Speicher

Hintergrundaktualisierung

Mitteilungen
Ll Tone & Haptik
Nicht storen

B Bildschirmzeit

Datum & Uhrzait
Tastatur
Schriften

Sprache & Region

Lexikon
@ Allgemein I

8 Kontrollzentrum

VPN Nicht verbunde
Anzeige & Helligkeit
Gerateverwaltung e Mar

@ Bedienu eyt ter—

e Tap on "General"

e Then tap on "Software updates". If a new software version is displayed here, install
it

e To ensure that your iPhone/iPad is always up to date, activate the "Automatic up-
dates" function
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5.9 Activate

To use all DB apps, first activate your iPhone/iPad. You only need to do this once. Pro-
ceed as follows:

e Open the Hub app (this is installed on your iPhone/iPad by default)

10:08 e

Datenschutz

Q
J

Ihr Datenschutz ist uns wichtig.VMware
Waorkspace ONE erfasst Informationen flr einen
sicheren Zugriff auf Ihre beruflichen Daten und
Anwendungen. Nachfolgend finden Sie eine
Ubersicht iiber die von Workspace ONE und Hub
arfassten Daten, um optimale Leistung, Sicherheit
und Unterstiitzung zu bieten. Informationen
dariiber, wie Ihr Unternehmen die von Workspace
ONE erfassten Informationen verarbeitet, erhalten
Sie von lhrem Unternehmen.

Informationen zu den Daten, die VMware im
Zusammenhang mit ihrer Nutzung dieser
Anwendung fir Produktverbesserungen und
andere Analysezwecke erfasst, finden Sie im
Vertrauens- und Sicherheitscenter und in den
Datenschutzhinweisen von Viware.

Wenden Sie sich an den |T-Administrator lhres
Unternehmens, wenn Sie lhr Gerat deregistrieren
und den Zugriff auf diese App beenden méchten

Ich verstehe.

e Tap on "I understand" after reading the privacy policy
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10:08

Datenfreigabe

Sie wollen ihr Benutzererlebnis noch weiter
verbessern?

Helfen Sie uns, besser zu werden und neue
Anwendungsfunktionen zu entwickeln, die Sie
noch produktiver machen.

Wir wirden gerne Daten zu lhrer Nutzung
unserer Anwendung sammeln, um mehr (ber die
Interaktion zwischen Benutzern und Anwendung

und Verbesserungsmaglichkeiten zu erfatren.
Wir analysieren diese Benutzerdaten gesammelt,
ohne dass sie dadurch identifiziert werden
kdnnen. Sie kdnnen diese Einstellung jederzeit
andern.

Informationen tber die Behandlung Ihrer
Mutzungsdaten, wenn Sie sich entscheiden,
diese mit VMware zu teilen, erhalten Sie unter
https:ffwwwymware.com/help/privacy.htmi

Ich stimme zu

e Tap on "Not now'

10:09
Datenfreigabe

O

Sie wollen ihr Benutzererlebnis noch weiter

verbessern?
Helten Sie uns, besser zu werden und neue
Ar dungsfunkti u i die Sie
noch produktiver machan.
Wi Sind Sie sicher? ng
Sie kinnen dies spiter Sndern unler
U=z Kante->infa->Datenschute. ser die
Interak ndung
undy . - hren.
] Aborachen nmelt,
ohr den
legnmi N bsenden 2rzeit
iiber die g Ihrer

Mutzungsdaten, wenn Sie sich entscheiden,
diese mit Yitware zu teilen, erhalten Sie unter

hittps: fh i hitml
Nicht jetzt

e In the next step, tap on "Do not send" in the data sharing dialogue
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10:09 g 3

2

>

+Hub" mdchte dir
Mitteilungen senden
Mittellungen kénnen Hinwelse, Tone
und Symbolkennzeichen sein. Sie
Kkonnen in den Einstellungen
konfiguriert werden,

Nicht erlauben

e Give the Hub app permission to send you messages

14:08 ol w

©
Apps

Q, Apps suchen

Kategorien
Alle Apps
Websiles
Mohile Apps

Empfahlen

ras
iew

e You will then be taken to the app overview:

e Tap on "Support" at the bottom right
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Tap on your iPhone/iPad under "This device"

Then tap on "Synchronise device" to register your iPhone/iPad within the mobile
DB world

After activation, the device will begin to install the corresponding apps. This process may
take a few minutes as the installation depends on the network connection.

5.10 Take off: "Log on to the mobile device"

You will need the following items to set up your DB smartphone/tablet for the first time:
SIM card & SIM card PIN
You need the SIM card to make calls with the smartphone/tablet

You will find the SIM card and PIN in the Vodafone letter that you receive in ad-
vance

e You must enter the SIM PIN every time you switch on and it always stays the same
e If you forget it once, look here
Password for the screen lock

e The screen lock is a personal combination of numbers that protects your

smartphone/tablet from unauthorised access.

Think of a six-digit code that you can use to unlock your iPhone/iPad in future and
remember it well

DB User login name & DB User password

¢ You will need your DB User login name and DB User password to log in too many
DB apps/websites

e The DB User login name consists of your first name and surname

¢ You set the DB User password yourself during activation
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If you no longer remember your password, change it here

Note: Some tools, such as Atoss, have their own passwords.

To set up your new DB iPhone/iPad, proceed as follows:

Switch on the smartphone/tablet

Insert your SIM card into another smartphone/tablet
Receive the SMS one-time password

Insert the SIM card into your new DB smartphone/tablet
Think about a screen lock

Activate the Hub app

Follow the quick guide for setting up a mobile DB device for the first time. You received
this together with your new iPhone/iPad. Or open it at db.de/mobile-setup.
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DB

6 Work and personal content

These instructions are aimed at all smartphone/tablet models. We therefore differentiate
in some places between:

e Samsung/Nokia/Gigaset
e iPhone/iPad

The difference here is how private and business content is separated from each other on
the smartphone/tablet:

e With Samsung/Nokia/Gigaset, business content and
apps are stored in an extra "Work/Business" area. You
can recognise business apps by a suitcase icon on the
app icon and a grey suitc @ils? icon at the top right next
to the battery icon.

e With iPhone/iPad, there is no visible separation of
work and private content. Therefore, see some rules
from chapter 6.2 Distinguishing between work and pri-
vate content

In this guide, we have put together some tips on how to use
apps to prevent mixing business and personal data. Always
follow the rule:

Only use business apps for business-related work!
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6.1 Manage elements on home screens

6.1.1 Only for Samsung/Nokia/Gigaset

You can drag DB apps that you use daily, such as the work camera app, onto the home
screen. Here is how:

Press and hold the app
A small window will open above the app
Tap ‘Add to Home’

Drag the app to the left until it appears on the home screen you want (Note: your
device usually has several home screens).

Release the app; it is now on the desired home screen

1:34 @ > RS l100]

Camera

Take selfie

Record video

Take portrait

Search

]
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Notes on grouping
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Press and hold the app

Drag the app onto another app and then release it
A group or folder will be created

Type in the name of the folder or group

If you want to add more apps, drag them into the group

Folder name

Camera
Take selfie
Record video

Take portrait

25


http://www.db.de/itservicedesk

6.1.2 Only for iPhone/iPad
Create folder (group)
Tap on an app or shortcut.
e Hold it down until the apps start to wiggle
e Drag the app or shortcut to another one. Then let go. A folder has been created

e If you want to add more apps to the folder, drag them to this folder

Rename folder (group)
e Tap on the folder you want to rename
e Tap on the suggested folder name

¢ You can also tap on one of the suggested names at the top of the keyboard or enter
your desired name

> You can find more useful tips for grouping apps etc. on the Apple Support page.
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6.2 Distinguish between business and private

It is considered business use if you:

e start your service via an app

e or open the current duty rota

It is private use if you:
e watch Netflix

e listen to Spotify

e create a Google account

Please note: It is not always possible to make a clear distinction between business and
private use. Therefore, always think carefully about what you are using your

smartphone/tablet for.

Samsung/Nokia/Gigaset
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How to switch to the "Work/Business" area:

e Swipe upwards on the home screen with your finger

e Tap "Work" or "Business" at the bottom right

e You will now see all business apps

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk

27


http://www.db.de/itservicedesk

The only exception: The Phone app can be used for both business and private calls. For
business calls, tap on your business "Contacts" app, select a business contact and tap on
the handset icon.

iPhone/iPad

On your iPhone/iPad, private and work data are only separated in the background. There
is therefore no visible separation of work and private content. Therefore, see the follow-
ing instructions when using apps so that business and personal data do not get mixed up:

Email: The "Outlook" app is used exclusively for business purposes. For private
use, use other services such as Gmail etc.

Messenger: Use the apps from the Hub app (e.g. Teams) for business communi-
cation. WhatsApp is not provided via the Hub app. Only use it for your private
contacts.

¢ W

Camera: For business photos, use the OneDrive app, which saves photos directly
m in OneDrive. The Camera app is for private use only.

Internet: Set Safari as the default browser. If you use other browsers, an error
may occur when opening links to DB websites.

6.3 Download DB apps

Download business apps with the DB symbol via the Hub app in the "Work" or "Business"
section.

- Only apps that you can download from the Hub app follow DB's security regu-
lations. With Samsung/Nokia/Gigaset, they are automatically stored in the
work area when they are installed.

Apps for private use can be installed if needed. Use your private Google/Apple account
for this or create a new one and see the terms of use of the device.
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6.4 Take off: Subdivision of private/business + grouping of apps
Your smartphone/tablet is a so-called enterprise device.

You can find apps for your work on Samsung/Nokia/Gigaset in the "Work/Business" sec-
tion. The apps are labelled with a case:

Private Apps Dienstliche Apps

> © @ O,

u.a. Play Store, Galerie

Only use business apps for business-related work! Some apps are available for both busi-
ness and private use. Decide very consciously which one you use for your respective
needs.

DB Apps that you use every day can be dragged to the home screen. You can also group
apps to give you a better overview of your DB apps.
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7 Further settings

In the next step, we will show you how to customise your smartphone/tablet so that it
provides you with the best possible support in your day-to-day work.

7.1 The operating system

The operating system forms the basis for your smartphone/tablet. It is the user interface
on which apps and software are then installed.

Your Samsung/Nokia/Gigaset runs on the Android or Android One operating system.
You can see which operating system your smartphone/tablet has here:

e Open the "Settings"
e Scroll to "Phone info"/ or "About the phone"

e Tap on "Software information". The currently installed Android version is now dis-
played here

Your iPad/iPhone runs on the iOS operating system. You can see which operating system
your iPhone/iPad has here:

e Open the "Settings"
e Tap on "General"

e Tap on "Info". The currently installed iOS version is now displayed here

7.2 Quick access/ Control centre

7.2.1 Samsung/Nokia/Gigaset

Want to change the brightness, switch off Wi-Fi or open the settings on your
smartphone/tablet? You can find these functions in the "Quick Access":

e Swipe down once with your finger from the top edge of the screen

e A bar with icons opens - the quick access menu

18:59 Do, 25. Okt. g v
7z, = ¥ 2
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DB

Here you can switch functions of your smartphone/tablet on and off by tapping, for ex-
ample:

WLAN Mobile data Sound

Set the brightness of the screen:
e Tap on the bar in the quick access menu and move the dot to the desired brightness

e Do you want the screen brightness to adjust automatically? Tick the "Auto" check-
box. Or tap on the small sun symbol with the A next to it

There are more functions in the quick access menu. To see
them, swipe your finger across the screen from top to bot-
tom again. More icons will appear, e.g. the torch.
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You can find more settings via the "Settings" app. This is in your "Per-
sonal"/"Private" area.
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7.2.2 iPhone/iPad
Change the settings via the "Control Centre":

e Swipe down on the display from the top right-hand corner
(note: on some models, you must swipe up from the bottom
instead)

e The control centre opens

e Now you can adjust the brightness or volume, among other
things

e To close the control centre again, swipe up from the bottom
edge of the display or tap on the display

You can find more settings via the "Settings" app.
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7.3 Take Off: Manage apps on the home screen:

7.3.1 Create folder (group)
e Tap on an app or shortcut
e Press and hold it
e Drag the app or shortcut to another one. Then let go

e If you want to add more apps to the folder, drag them to the group

7.3.2 Rename folder (group)
e Tap on the group you want to rename
e Then tap on the suggested folder name
e You can also tap on one of the suggested names at the top of the keyboard or enter
the desired name
7.3.3 Moving apps/folders

On your smartphone/tablet, you can move apps and folders within a screen view or from
one side of the screen to the other:

e Tap on the app and hold it down a little longer
e Then tighten the app to where you want it and let go

7.3.4 Moving apps to the home screen
Samsung/Nokia/Gigaset smartphone:
e Tap and hold on an app

e Drag apps directly from the "Work"/"Business" area to the home screen

Samsung/Nokia/Gigaset tablet:

e All apps are shown on an overall overview, dragging apps directly from the folder is
not possible

e To do this, swipe once across the centre of the screen and then to the left
e You will then see all your work apps

e You can move them anywhere from there

QQsQ

OneNote  Authenticator ~ Meine DB

DB Word PowerPoint

Reisekosten

DB Systel GmbH | More questions and answers in the IT ServiceDesk App at? db.de/itservicedesk 33



http://www.db.de/itservicedesk

7.4 Connect to the internet

7.4.1 Meine db-wlan: internet and services in germany's largest
mobile wi-fi network

e Connect to the DB Wi-Fi network (dbs4mobile) at DB locations.

e This protects your data flat rate and sets up a secure network connec-
tion at the same time

e Select the correct DB WLAN
e Then activate WLAN in the quick access menu of your smartphone/tablet

e Enter your DB User login details and the device will automatically connect the next
time.

e Note: To use the DB WLAN, you must first order the "DB Secure Network Access
Mobile Device" product via the digital shop
7.4.2 Public WLAN

The data security of your smartphone/tablet is a particular problem wher-
ever public Wi-Fi is offered.

e Only log in via DB WLAN or your private WLAN at home
e Avoid using third-party, unsecured Wi-Fi networks
e Also make sure you use the right Wi-Fi when making your choice

e Always see the general security guidelines of DB

7.4.3 Via mobile data - your data flat rate

If there is no DB Wi-Fi nearby, use the internet via mobile data. Depending
on your contract, Deutsche Bahn will provide you with a data volume with
which you can use the Internet free of charge.

&
O

e As soon as 80 per cent of this data volume has been used up in the current month,
you will receive an SMS notification

e You will be asked whether you would like to top up your data volume

e Please note that this will incur more costs for DB

7.4.4 Your Vodafone contract - Elfe (electronic telecommunication bill)

Once a month, you will receive a bill for your Vodafone
smartphone/tablet contract. You will receive it by e-mail from the
sender ELFE@deutschebahn.com. You will need an extra password to
open the statement. You will receive this once by e-mail. Keep the
password in a safe place. Important: You do not have to pay any-
thing; the statement is for documentation purposes only.

7.4.5 Offline mode (flight mode)

You can activate offline mode or flight mode in the quick access menu on
your smartphone/tablet. Please note, however, that this deactivates all com-
munication functions. This also means that no updates will be carried out and
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you will not receive any Meine DB messages. Therefore, think carefully about when to set
flight mode.
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7.5 F5 Access - Establish VPN connection

VPN stands for Virtual Private Network and refers to an internet con-
nection that cannot be viewed by unauthorized third parties. At
Deutsche Bahn AG, we use “F5 Access” to set up a VPN connection. This
gives you secure access to Deutsche Bahn AG’s corporate network. Fur-
thermore, some apps can only be used with a VPN connection, e.g., the
DB Personal portal, ASES and E-Time.

7.5.1 Set up the VPN connection
Open the “F5 Access” app in the “Work/Business” section

If necessary, agree to the terms and conditions and allow notifications

Under ‘Configuration,’ tap ‘DB Intranet’ and then ‘Connect’

Then allow calls to be made and managed - select “Allow”

usfm .:9 g G F5 Access
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i DB Intranet -
@ CONFIGURATION
-

intune Adobe Acrobat Disconnected
STATUS

@@ connect
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e Then tap “Allow” for the F5 certificate
e Tap on the certificate ending with C=G2
e Then tap ‘Select’

e Then confirm the connection request by tapping “OK”

Verbindung
F5 Access

A\ F5 Access
Der F5 Access muss auf das - "
Zertifikat "User 731eda6a-321 Zertifikat wahlen
1-4f5¢c-9¢f4-bd07¢7688441"
aus dem Geréte-Anmeld Deutsche Bahn
einformationsspeicher Ch 6c974f1b
zugreifen. 03e0
Wiahlen Sie das Zertifikat SMIME Encryption BDD7038FA..

"User 731edaba-3211-4f5c
-9¢f4-bd07¢c7688441" aus
und beriihren Sie "Zulassen",
um im folgenden Bildschirm
den Zugriff auf das Zertifikat
zuzulassen.

ABLEHNEN

SMIME Encryption C1EC3C84F..

000 _
Todac
000 _

User 731eda6a-3211-4f5¢-9cf4..
Ch T= bf7-457F

Ablehnen

e To disconnect, tap “Disconnect”

= Connection

F5 Access

S

DB Intranet

5URA

gonnected 00:00:04 >

@ DISCONNECT
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Note: A permanently active VPN connection leads to high battery consumption. There-
fore, only switch it on when you really need it.

7.6 Take Off: Certificates & VPN connection
Why do I need a certificate on my smartphone/tablet?

To access certain DB apps and websites on your work smartphone/tablet, you need to

find yourself. This works via a certificate. The certificate lets the app or website know
that you are authorised.

How do I get the certificate?

Which apps can be found where? Certificates are automatically stored on your device.

When you open an app for the first time, you only must select the certificate once and
you will then be logged in.

With Outlook, for example, it looks like this:

Choose a way to sign in

E Use my password

*#=| Use Temporary Access Pass
©

:_Q Use a certificate or smart card

Back

Select certificate

Authenticator has requested a certificate.
Agreeing to this request will allow the application
to use this certificate with servers from now on.
The requesting server has been recognised as
tala72d9c49e64f6d9af65aafa1183bfd certauth.
login.microsoftonline.com:443. Only agree to this
request if you trust the application.

User 731eda6a-3211-4f5c-9cf4..

Your certificate always has your first name and surname.

What is the F5 Access app?

The F5 Access app sets up a secure VPN connection between your smartphone/tablet and

the DB intranet. This is because certain mobile apps and websites require this access to
set up a connection.
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The F5 Access app is automatically installed on your smartphone/tablet.

The app icon looks like this:

=

The app is automatically installed on your smartphone/tablet.
On iPhone/iPad you will find it on the home screen.

On Samsung/Nokia/Gigaset you will find it in the "Work"/"Business" area.

7.7 Improve battery life

e Updates can only be installed on your smartphone/tablet if the battery is more than
20% charged

e If updates are not installed, you may no longer be able to use your smartphone/tab-
let at some point

e Therefore, always charge the battery sufficiently!

This will save your battery:

e Switch off services that are not constantly needed, e.g. Bluetooth, VPN (F5) and the
GPS function

¢ Do not charge the device overnight

e Do not expose it to extreme temperatures - too cold or too warm
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7.8 Set up an answering machine

Your smartphone/tablet has an answering machine (mailbox), which you can set up as
follows:

e Tap on the Phone app

Tap on Contacts

Call your voicemail. To do this, tap on "Mailbox" in the contact
list under M

A voice menu will tell you exactly what to do and in what order

Enter your own greeting text

As soon as someone has left you a message on your voicemail, it will
be displayed in your call list. Tap on the handset to see it.

<D

Loudspeaker: With every call, an interface ap-
pears where you can set your calls to loud so that
you do not always have to hold the device to your

ear but can hold it comfortably in front of you.

7.9 Deactivate advertising ID
By default, Google creates a so-called advertising ID for every smartphone/tablet.

Google uses the advertising ID to create a profile based on your online behaviour and

preferences. This allows personalized adverts to be displayed on your smartphone/tablet.

The Data Protection Office recommends disabling this advertising ID. This is the only way

to prevent a profile from being created.

Proceed as follows:
e Open the settings on your smartphone/tablet
e Tap on Google and then on Work/Business
e Select Ads
e Tap on Delete advertising ID

e Confirm by tapping on Delete advertising ID

The advertising ID is now deactivated; profiling is no longer possible.

You can find more information about the advertising ID on DB Planet here: #MobileWork-

place
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8 The most important apps for the start

8.1 Hub app - Download new apps
The most important apps are already installed on your device.

Service apps: Download via the Hub app. DB-specific apps such as DB FASSI-MOVE or
DB Baudoku and many others are only available for download there.

You can download private apps on your Samsung/Nokia/Gigaset via the Play Store in
the private area.

On your iPhone/iPad, you can download private apps via the AppStore. Please note that
you must first set up an Apple ID.

A
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8.2 The Welcome app

r 1 The Welcome app has instructions for setting up and restoring, rules and
other links relating to your smartphone/tablet. You can find more infor-
mation about the Welcome app and its functions here: DB Planet

It is also possible to take screenshots via the Welcome app. We show you how to do this
here:

8.2.1 Take screenshots

Willkommen

A screenshot is a photo of your screen. This means that the
content currently displayed on your screen is captured and
saved as an image.

/ AN

Mobile Wofkplace >

Dein Samsting wird von der DB Systel_—

iPhone/iPad: Take screenshots as usual by pressing the side verwalte: =
button and the volume up button at the same time.

Nachrichten
C——‘ 0 ungelesene Nachrichten

Samsung/Nokia/Gigaset: You can take a screenshot with the

usual key combination by pressing the "Quiet" and "On/Off"

buttons together for a few seconds. However, this image will

then end up in your private image gallery on your

smartphone/tablet.

To take screenshots in the work area that are saved in your Q
work picture gallery, use the Welcome app!
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8.2.2 Activate the screenshot function

When using the screenshot function for the first time, the app needs some authorisations.

We explain how to set these in the following or in the video instructions:

> Enable screenshots

Proceed as follows:
e Open the Welcome app

e Tap on "Take screenshot"/"Take screenshot" on the start page

. AT S— 14:35 R T \ VI BUED 918 M 27 Juli B - rYrE I
. kit n _
Nachrichten @ «
C‘“—l:n 0 gelesene Nachrichten — e! Shell «
IR E‘ Smart Touch Call «
@ Smarview -
:
@ Smart-Aufnahme «
@ . ) Smarte Vorschlsge «
\ fparsere ) s i
N\ O System-Ul von Samsung DeX «
P () Toshelien «
Screenshots im Uber anderen Apps
. . 2 [ Teams «
Arbeit-Bereich einblenden ]
—_— — e Telefondienste «
Um Screenshots im Arbeit-Bereich zu Gib der Willkommen App die
> @ Ubersetzen «
erstellen, missen in den Berechtigung, sich (iber anderen Apps =
Systemeinstellungen deines Gerates die einzublenden. Q vyt «
Berechtigungen zugelassen werden. Wichtig:
Hier musst Du im Arbeit-Bereich sein. () Yeartie banacer sialer «
Was zu tun ist, wird in den nachsten Bewege den Schieberegler nach rechts, & Wikommen app >
Schritten gezeigt. ==

Arbeit x
Willk Al
SchlieRen SchiieRen & Wikommen App E

e Tap "Next" at the first prompt

e In the next step, give permission for the Welcome app to access photos, media and
files. This is the only way the screenshots can be saved. To do this, tap "Next" at the
bottom right

e A list of your apps will open. Go to the Private/Business section and scroll to the
Welcome app and move the slider to the right there

e Then tap the system arrow at the bottom right to return to the Welcome app
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wey

Aufnehmen oder Streamen mit der
Al ommen A}
Kann auf ¢

Screenshot
aufnehmen

Tippe auf den roten Kamera-Button -
kurz Bubble. Damit das Foto in der
Fotogalerie im Bereich Arbeit gespeichert
wird, erlaube das Aufnehmen im
nachsten Dialog. =

Aufnehmen oder Streamen mit der

Tippe auf ,Jetzt starten* App “Willkommen App* starten?
= o i aul alle

|

SchlieRen

Tap "Next" again at the bottom right

You will be asked if you agree to take a screenshot of the content, tap on "Start
now"

After tapping the "Start now" button, the red camera button will appear
on your screen

A screenshot will then be taken at once

The prompt appears each time you tap the bubble

The function can also be opened via the system notification
e Swipe your fingers across the screen from top to bottom
e You will see your system notifications
e Open the Welcome app notification and tap on "Bubble on"

e The screenshot is saved in the service image gallery
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8.2.3 Activate push notifications

You will receive push notifications via the Welcome app for new software updates or an-
ything else that affects your device. For example, we will inform you about the distribu-
tion and automatic installation of software on your smartphone/tablet.

All information about the Welcome app can be found here:
> #MobileWorkplace

8.2.4 You can find your messages here:
e Open the Welcome app - you will see the message area on the start page

e If you have a new message, you can recognise it by the small red number next to
"unread messages"

e To read messages, either tap on the "Messages" section at the top centre or on the
"Messages" tab at the bottom:

Willkommen Nachrichten & Nachrichtendetails ® W
A @ Alle Nachrichten E HI?WEIS zum Verbot der
I'L_-/_—J ) C-_ privaten Nutzung
. rund um dein DB Smartphone 09.07.2024
/ aktualisiert: 09.07.2024
[ 4 i
Mob“e Workplace,, — Hinweis zum Verbot der
Dein Samsung wird von der DB Sy 3 privaten Nutzung Wahrend der Arbeitszeit ist eine private

verwaltet — Nutzung nicht zulassig (gemaR L.01.01.02

Arbeitsanweisung ,Einsatz digitaler
Arbeitsmittel auf Betriebsstellen).

Nachrichten

C_—‘ 1 ungelesene Nachricht

89 QR-Code Scanner 6ffnen

Screenshot aufnehmen

? =) B
Startseite Nachrich Nachrich...

You can find more information here:

> Welcome app: Receive messages
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8.2.5 Scan QR codes

QR codes are black and white squares. They are electronically
readable code. A special reader decodes this code and takes you
directly to an application or to further information.

You can scan official QR codes using the Welcome app on your
smartphone/tablet:

Open the Welcome app

Tap on "Open QR code scanner" and allow the app to take
pictures and videos

A small window will open where you can scan the QR code.

Position the QR code in the rectangle provided for this
purpose

After the code has been scanned, you will be redirected to
the website
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Mobile Workplace
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e

Nachrichten
0 ungelesen

e Nachrichten

8% QR-Code Scanner &ffnen

2] Screenshot aufnehmen
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8.3 Microsoft Authenticator app

The Microsoft Authenticator app enables multi-factor authentication (MFA).

You need the Microsoft Authenticator app, for example, for
e VPN connection to Basic Workplace MAC
e Use of the DB Admin account

e Access to special applications, e.g. SAP

A distinction is made as to whether you have already used the Microsoft Authenticator
app on a DB smartphone/tablet or are using the app on your smartphone/tablet for the
first time.

Using the Microsoft Authenticator app for the first time

When you tap on an app that requires the app, this dialogue opens. Tap on "Next" and
follow the step-by-step instructions.

Schtzen Sie |hr Konto

Far Ihre Organisation ist es erforderlich, die folgenden Methoden zum Nachweis |hrer Identitat einzurichten.

Microsoft Authenticator

Rufen Sie zuerst die App ab.

~\
o Installieren Sie die Microsoft Authenticator-App auf lhrem Smartphone. Jetzt herunterladen
-

Nachdem Sie die Microsoft Authenticator-App auf lhrem Gerat installiert haben, wahlen Sie
Weiter"

ch méchte eine andere Authentifikator-App verwenden

Ich méchte eine andere Methode einrichten.

Or you can start the Microsoft Authenticator app yourself:

e Tap ondb.de/authenticator on your BKU or Basic Workplace computer

e Tap on the "Plus icon" and the "Add sign-in method" button

e A dialogue opens, select "Microsoft Authenticator"
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Anmeldemethode hinzufiigen

= Microsoft Authenticator
‘3 Anmeldeanforderungen genehmigen oder Einmalcodes
verwenden

Switch to your new smartphone/tablet and open the Microsoft Authenticator app

Follow the step-by-step instructions

You can then use the Microsoft Authenticator app for authentication on your new
smartphone/tablet

Exchange from old to new Meine DB smartphone/tablet

If you have already used the Microsoft Authenticator app, go ahead as follows:

Don't reset your smartphone/tablet yet! You still need it to set up the Microsoft Au-
thenticator app on the new smartphone/tablet

Open the pagedb.de/authenticator on your current or old smartphone/tablet or a
BKU computer or Basic Workplace computer

Log in with your DB email address and select your certificate
A number will be displayed

Open the Microsoft Authenticator app on your old smartphone/tablet and confirm
the login by entering the number

Select the "Authenticator App" option via the "Add login method" button

Now continue with your new smartphone/tablet, open the app and follow the step-
by-step instructions

You can then use the Microsoft Authenticator app on your new smartphone/tablet
and reset your old smartphone/tablet
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DB

8.4 Outlook

With Outlook, you can receive and send your work emails. Before you can get started,
you will need to configure a few settings.

¢ Do you have questions about writing and sending emails? On IT fit, you’ll find useful
tips and guides on using Outlook.

8.4.1 Set up Outlook / Create an email account / Set up email encryption

> Note: You can find a video guide at db.de/mobile-videoanleitung

e Go to your “Work” area and tap on the “Outlook” app

e Your email account should already be set up automatically - tap on “Add account”
e In the next step, select your email address and tap ‘Next’

e under “Select other login option,” select the choice “Certificate on this device”

e Tap “Select” when prompted for the certificate

— X Accounts found @

e
Microsoft 365

Privacy and Terms

How would you like to sign in?

I @® Certificate on this device I

Welcome to Outlook O Physical smart card
Designed to work with your

i sl
favourite Samsung devices.

CONTINUE
ADD ACCOUNT

SKIP

CREATE NEW ACCOUNT

e If you wish to send data requiring special protection (e.g., personnel information)
by email, you must also encrypt the content of the email

e DB provides S/MIME encryption for this purpose
e Tap “Apply now” when asked if you wish to activate S/MIME
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This is followed by the certificate prompt. You can find the certificate valid for you as fol-
lows:

e First line: "User ds2232... (followed by numbers and letters)

e Second line: “CN- DB Username,” e.g. LisaMustermann 89sd7esORwd (followed by
numbers and letters)

e Select the text snippet and tap “Select”

Your email account is now being set up:

e Tap “Maybe later” when asked if you want to add another account

e And tap “No thanks” to enable notifications

Choose a way to sign in

E] Use my password

“C“') Use Temporary Access Pass

Turn on S/MIME

Your administrator has enabled S/MIME 'E:d Use a certificate or smart card
setting, and external images will be Enable Notifications
blocked.
Outlook uses notifications as a way to
Back make sure you are notified about new
emails.

NEVER REMIND AGAIN

e NO THANKS J TURN ON
Select certificate -

Authenticator has requested a certificate.
DECIDELATER Agreeing to this request will allow the application
to use this certificate with servers from now on.
The requesting server has been recognised as
tala72d9c49e64f6d9af65aafa1183bfd certauth.
login.microsoftonline.com:443. Only agree to this
request if you trust the application

User 731eda6a-3211-4f5¢c-9cf4..
C=G2

Vaensuiu e

e Your emails are now being loaded (this process may take a few minutes)
e You can then read and draft emails again
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8.4.2 iPhone/iPad:

Eitte authentifizieran Swe sich

Authentifikator Gffne

e Tap on "Open Authenticator" for authentication
e Next, select the "Office365" certificate

e Confirm the two queries with "Switch on" (so that email synchronisation can work)
and with "Allow"

e You will then be asked for another account. Tap on "possibly later" and close the
last query with "Skip" until you get to your inbox

Your emails will now be loaded. This process may take a few minutes. You can then read
and write emails.
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8.4.3 Set up an email signature

DB

Email signatures are a mandatory part of business communication. It appears at the end
of an email and, by law, must have certain information, such as the company name and
the official registered office of your DB company. You can find the text for your email sig-
nature in DB’s central directory, known as the ‘EVI.’

Here is how to get your email signature from EVI:

iEVORES

You will now see the mobile EVI view

¢ Open the EVI app in your “Work/Business”

section

e Tap the menu in the top left-hand corner and then tap “The new EVI”

The new EVI view will open:
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Tap the three lines next to your profile picture in the top right-hand corner

Then tap on “My email signature”

The “My Email Signature” page will open

Your personal signature is displayed in the grey field.
button at the bottom

Then close EVI

X R e : x m Z TS

EVI @y SI= EVI B o & X

Person Search

Suchbegriff eingeben
Organizational Structure

More filters (CJ)

EVI - Elektronische
Verzeichnis Information

Maintainable Profiles

My Profile

EVI is the DB Group's electronic contact
directory.

My business card
It allows you to search for contact details as
well as maintaining your own tasks, contact My E-Mail Signature
information and other data. EVI also offers the
option of managing and sharing your own
digital business card.

My profile in EVIconnect

[ My business card ] My KBV IT

More information about EVI can be found in DB
Planet.

@ Help and Feedback

‘ EVI on DB Planet A

Copy it by tapping the “Copy”

X og EVI-My Profile

eviappdb.de

My E-Mail Signature X

Use this page to display your E-Mail Signature
and to transfer it to your E-Mail Client.

Additional mandatory parts of the signature

are automatically attached to all e-mails for

external recipients. Because of this only the

content shown here should be transferred to
your email application.

86 A I
L
L

DB Systel GmbH
ae "l ot il s

MS Teams: Chat | Call

I‘ (® Copy I
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Paste the signature into Outlook:

e Open the Outlook app in the “Work/Business” section

Tap your profile picture in the top-left corner

e An overview of your email folders will open on the left-hand side

Tap the cog icon in the bottom left e

e Now tap on “Signatures”
e A field for the signature will open. If there is already an entry there, cut it by tap-
ping ‘€’
) e S S -
o Favourites VZ Q, search Signature
mnt) & Inbox 10
B
57 Archive
o
7 Drafts
o

B> Sent s

T/ Deleted Settings just got simpler
We've reorganised the Outlook

£3 Junk settings to make them easier to find

) RsS-Feeds SHARE FEEDBACK

P Conversation History Quick Settings

B Display & Appearance
System / Blue / Roomy
® £  Automatic replies
OFF
B M B 7 U Body = i

Cl n Nintifiratinne L] -

¢ Now long-press the empty field until the ‘Paste’ field appears and tap it
e Your copied signature from EVI will be inserted

e C(Close the window - your signature will now be automatically inserted into all emails
you write

Note: If you have set up multiple email accounts, you can use the “Signature per account”
slider to set up a separate signature for each account. Otherwise, the saved signature will
be used for all your email accounts.
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8.4.4 Email synchronization - All emails always up to date

All your emails are automatically backed up in the Outlook app and synchronized with
your linked Office account. This means that no matter which device you log in from -
whether a smartphone, tablet, or BKU/Basic Workplace computer - you are always up to
date.

If you have an old smartphone/tablet and wish to import the contacts, please go to sec-
tion 8.5: Backing up contacts in OneDrive.

8.4.5 Creating new contacts in Outlook

Go to the ‘Work’ section and open the Contacts app

Tap the ‘+’ to create a new contact

Select ‘Outlook’ in the top-left corner above the arrow

The new contact will be saved in Outlook

8.4.6 Synchronizing contacts in Outlook

If you create a new contact in the ‘Work/Business’ area on your smartphone or tablet us-
ing the Contacts app, it is advisable to share it for synchronization with Outlook. Here is
how to do it:

e Open the Outlook app in the ‘Work/Business’ section
e In the top-left corner of the app, there is a circle with an icon. Tap this

e An overview of your email folders will open on the left-hand side

Microsoft 365

Favoriten

&4 Posteingang 2

> Gesendet

\] Geldscht

&4 Posteingang 2
Archiv 3
7/ Entwiirfe

P> Gesendet

] Geloscht

3 Junk-E-Mail

) RSS-Feeds

P Aufgezeichnete
Unterhaltungen

e Select the cog icon at the bottom left
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e The settings will open

e Under “Email Accounts,” select your Outlook account. Then tap the small slider next
to “Synchronize contacts”

e Then confirm the access request by tapping “Allow”

¢ Once you have enabled synchronization, exit the Outlook app

8.4.7 Encrypt emails

Emails that you send within the DB Group are encrypted by default. This is sufficient for
most requests - you don't need to do anything else!

However, when you send an e-mail, always observe these two rules:
e the email only has as much personal data as necessary

e the subject of the email does not have any confidential information

8.4.8 Set up additional encryption:

If you want to send particularly sensitive data (e.g. personnel information) by email, you
must also encrypt the content of the email.

The DB provides S/MIME encryption for this purpose. To use it, you need your personal
certificate. You can install this yourself via the Welcome app.

e To do this, open the Welcome app
e Select the Help tab in the Welcome app
e Then tap on Encrypted emails

e Follow the steps in the instructions

After successful installation, you can read and send encrypted emails on your
smartphone/tablet. You can find detailed step-by-step instructions here:
> Encrypted e-mail communication

8.4.9 Synchronisation - keep everything up to date

All your emails are automatically backed up in the Outlook app and synchronised with
your connected Office account. This means that no matter which device you log in from,
you are always up to date.

If you have an old smartphone/tablet and want to import your contacts, go to chapter 9.4
Backing up contacts.

8.4.10 Create new contacts
e Open the Contacts app

e Tap on the "+" to create a new contact
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DB

e Select "Outlook" via the small arrow in the top left-hand corner The new contact is
saved in Outlook

8.4.11 Synchronise contacts with Outlook

Note: Synchronisation of contacts is not possible on iPhone/iPad!

If you create a new contact in the "Work"/"Business" area on your smartphone/tablet via
the Contacts app, it is advisable to share it for synchronisation with Outlook.

Proceed as follows:
e Open the Outlook app in the "Work"/"Business" area
e There is a circle with an icon in the top left-hand corner of the app. Tap this

e An overview of your email folders opens on the left-hand side

e Select the cogwheel £ at the bottom left

14:09

® | officesss

Cwdner
4] &d  Posteingan:
Enbwiirte

Archiviersn

e The settings will open

e Select your Outlook account under "Email accounts". Then tap on the small slider
next to "Synchronise contacts"

e Confirm the later request for access with "Allow"

e Once you have activated synchronisation, exit the Outlook app
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8.5 MS Office

You can also open and read Word, Excel, PowerPoint files or PDF files on your
smartphone/tablet. To do this, download the corresponding apps from the Hub app once:

e Open the Hub app

e Search for the respective app via the search bar, for example Word, Excel, Power-
Point or PDF Reader)

¥ W w

e Then tap on "Install". The app will now be downloaded and will appear in your
"Work"/"Business" area and on your iPhone/iPad on the start page

e When you open a file, the app will open automatically

Note: You can only open one file at a time. It is therefore not possible, for example, to
open and edit several Word files at the same time.

8.6 Take Away: DB Apps

8.6.1 Where can I find DB Apps?

The most important apps are already installed on your smartphone/tablet. If
‘ you want to download added business apps, do so via the Hub app.

There you will find Outlook, Word and OneDrive, for example, but also DB-specific apps
such as DB FASSI-MOVE or DB Baudoku.

You can download private apps via the Play Store (Samsung/Nokia/Gigaset) or AppStore
(iPhone/iPad).

Where can I find information about my DB smartphone/tablet?

For all questions about your smartphone/tablet, use the Welcome app. You can find in-
structions and useful information about your device in the "Documents” tab and the
"Help" tab.

The app is installed on your smartphone/tablet by default.
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9 Back up your data

9.1 Back up work data in OneDrive

You have an Enterprise version of a smartphone/tablet. This means that backing up busi-
ness and private documents is strictly separated.

Backing up your private documents or photos/videos is described here:

> mobileworkplace.deutschebahn.com/mobile-data-backup

> Video instructions can be found here: db.de/mobile-videoanleitungen

To save photos and other documents such as PDF documents or

Word files, you need the Microsoft "OneDrive" app. With this app,

you can store all your work data in a cloud and then access it at any

time using all your work devices. For example, you can also access

your data from your work PC. ‘

9.2 Set up OneDrive

Prerequisite: To set up OneDrive, first install the Outlook app on your smartphone/tablet
and set up your work email account.

> You can find more information on setting up here.

B3V GOCES

Suchen

e Download the "OneDrive" app
e Open the Hub app or the Google Play Store:

e Search for the app "Microsoft OneDrive"
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& onedrive Q 9 « onedrive] b4
& fiitirt zu App-Name und-Beschreibung
Apps >
Adobe Acrobat Reader
c u Anwendung
. Microsoft Authenticator
Anwendung
Microsoft Microsoft 365 Microsoft "
OneDrive (Office) OneMote: Save ..
B Instaliort B Installert 6w Microsoft Lists
Anwendung

Microsoft OneDrive
Anwendung

(=]

&

a Microsoft Outlook
® ] 2 4 il
1]2)|3j4]5]6]7]8]9]0
gwertzuiop.ld
asdfghj kI &6 &

& y xcvbnm &
11

, bosch . Q
] O < 1l O v i
Google PlayStore Hub app

e After installation, the app will be displayed as an icon (hint: cloud) with the name

OneDrive in the "Work"/"Business" area and on your smartphone/tablet on the
start page

0833 GEOCEE -

Suchen

DBPlanet  Willkorwmen  OneDrive

Authenticator
sk,

Arbeit

<

e Open the OneDrive app by tapping on the icon
e Confirm that the app is allowed to send you notifications
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e Select "Sign in"

13:45 =

Abbrechen  a.deutschebahncom »4

B Microsoft

Anmelden

I I Jdbsw-
login.service deutschebahn.-
com” bendtigt ein Clientzert...

‘Wahle das Zertifikat, das beim
Y Verbinden mit dieser Website
werwenden werden soll.

VornameMachname

VornameMachname

Abbrechen

Sie haben noch kein Konto? Registrieren

e Enter your DB email address - you will be logged in automatically

e Select your DB User certificate

e You will now see all your files in OneDrive

Please note: If you set up OneDrive again, it may take a few minutes for all your data to
be synchronised.

Back up all system settings

If you ever reset your smartphone/tablet to factory settings, also back up your system
settings.

Take screenshots or notes of your individual settings and your specific business DB apps.
Also save these in OneDrive so that you can use them as notes when restoring.
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9.3 Back up photos

9.3.1 Samsung/Nokia/Gigaset

Set up OneDrive

e Tap on the "Suitcase" icon at the top left and then select "Settings"

09:46 2 W [N

. OneDrive
A

] L)

Startseite Meine Dateien  Bibliotheken

Zuletzt verwendete Dateien

L & 27 MB -+ Vor 10 Minuten
786 KB - Vor 14 Minuten

m i & 0KB - Vor 21 Minuten
12KB - Gestern um 16:26

- & 24K8 - Gestern um 15:40

W 35KB-Frumi2m

Geteilte Bibliotheken

Mobile W Virtuelle DB Systel
orkplac. Einheit Facility.

of. Q) Dateien durchsuchen

Tinnan Sl siif dss 1. Sumhnl nahan ainar fiatal sind wihion Sla

<4 ®

© ®@53% 09:46 7 W Raéamo®was3ss
&2 ¢ Deutsche Bahn  Konta hinzufiiges
Geteilt  Me

Alle anzeigen Max.Muster@deutschebahn.com

@ Papierkorb

(@ Hilfe und Feedback

[+ Abmelden
Alle anzeigen
E
vsionaiT  Pov
eamplace tfor
u « L ]

e Then select "Camera backup"
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< Einstellungen

Kontoeinstellungen

@ Geschaftlich

Max.Muster@deutschebahn.com (Deutsche Bahn)

-+ Konto hinzufiigen

Allgemein

O D und Ber:
Design

© g

Systemstandard

o Offlinedateien synchronisieren
7 Nurtber wLAN

Kamera-Backup

Sie diese auf allen Ihren Geréten an.
— m—

() Bewshren Sie thre Fotos sicher in der Cloud auf und zeigen

[D Dateierweiterungen anzeigen
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App-Sperre
@ AppSp
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Kamerasicherungskonto
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Max.Muster@deutschebahn.com (Deutsche Bahn)
[ Bestatigen
| 4 L] =]
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e Select the "Confirm" button

Kamerasicherung fiir dieses Konto
aktivieren

Alle Ihre Fotos und Videos werden in
Max.Muster@deutschebahn.com

gesichert

e Tap "Confirm" in the dialogue whether pictures and videos should be saved in
OneDrive

e Tap the arrow at the top left several times to return to the OneDrive app

e Once synchronisation has been set up, every photo taken via the camera is synchro-
nised with OneDrive
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9.4 Save PDF files

PDF files are usually saved in the download directory in the "Work"/"Business" area. To

save these to OneDrive, go ahead as follows:

e Open the "My Documents" app

X =20

Persénlich Arbeit

= -Q

Eigene Dsteien  Kontakte Play Store. Cheome

000

Kamera Authenticator

Q

intune Adobe Acrobat coess DB Mobileinfo

CHF

1S Light.

Suchen

11

e Tap on "Downloads"

Q i ﬁ 1ausgewshlt  Abbrechen ¢
P Bilder O videos (&) » Downloads » Adobe Acrobat
& s IZ Datum |
iodateien DX
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e Long press on the PDF file until a tick appears in front of the name
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e Tap on "Send" at the bottom of the bar menu and then select "OneDrive"

= Auf OneDrive hochladen i)

1124 MB - 14. Apr.
0KB 9. Apr.
528 KB +17.01.2024
1,7 MB - Gestern um 15:22
237 MB + 25, Feb
1,7GB - 18.01.2024
45,6 GB - 25. Méirz
—— 4046 MB-18.01.2024
—— 135KB-29. Juli

231 KB - 05.08.2024

e Your personal folder in OneDrive will be displayed

e If this is not the correct storage location: Tap on the hamburger menu (three
stripes) in the top left-hand corner

e Select the folder in which you want to save the PDF and then tap the white tick in
the top right-hand corner

e The file will now be uploaded to OneDrive
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9.4.1 iPhone/iPad

Set up OneDrive

14:14 all = -
EOneDrlve
] ] I =S

Start Meine Dateien Bibliotheken Freigegeben

Zuletzt verwendete Dateien Alle anzeigen

2819, Februar - 15,4 MB
2819, Februar - 17 MB
18, Februar- 216KE

2219, Februar - 8,2 ME

M8 D&

2 18. Februar - 3 KB

Bibliotheken Alle anzeigen

o a
on & Dateien durchsuchen °

Tippen 5| STrE————— 5uf das

e Tap on the round symbol at the top left or on your profile picture

14:14 al B 14:14 all F @
< Einstellungen
(] +
-
Hilfe und Feedback >
Deutsche. Kantozu-
ariff Konten
Max.Muster@deutschebahn.com Max.Muster@deutschebahn.com R
. Deutsche Ba
& Papierkorb Fuehe B
Konto hinzufligen
Dateien und Folos
(7) Hilfe und Feedback
Mitteilungen >
< Microsoft-Speicher I Kamerasicherung > I
16,4 GB verwendet van 1TB (2 %)
: Katalogeinstellungen >

Vorschau von Office-Dokumenten... D

Mobilfunkdaten flr Offlinedownloa...

Sicherheit
Kennung Aus >
Datenschutzeinstellungen >
Mehr

An OneDrive fiir iOS TestFlight teilneh... >

Microsoft-Apps kennenlernen >
Zusétzliche Informationen

Cookies >

e Then select "Settings" from the menu

e Then tap on "Camera backup"
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13:43

£ Fotos Kameraupload

Max Muster@deutschebatin.com I:I
Deutsche Bal

e Move the slider next to your email address to the right

14:15 al & 13:45 =

< Authenti_.

< Kamerasicherung

Sie milssen OneDrive den Zugriff auf ,Fotos”
i Weitere Ir i

Max.Muster@deutschebahn.com
Deutsche Bahn

OneDrive bendtigt Vollzugriff
auf Fotos.

ad bendtigt vollen Zus
e Erinnerungen auf Onel

Kamerasicherung fiir dieses
Konto aktivieren
Alle Ihre Fotos und Videos werden in

"Max, Muster@deutschebahn.com" . . §
i h;?ﬁg:l:f!en i & 2 Tippen Sie auf Fotos”

¢ 3 Tippen Sie auf Vollzugriff
Abbrechen Bestatigen e 9

« 4. Tippen Sie auf Vollzugriff zulassen in
der angezeigten Warnung

Zu Einstellungen wechseln

Abbrechen

@ 1. Tippen Sie aul ,Zu Einstellungen
wechseln”

e Tap "Confirm" in the dialogue asking whether pictures and videos should be syn-
chronised with OneDrive

e Activate the camera backup: Tap on the "Open settings" app button
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13:46 *

« Onalrive

¢ Einstellungen  OneDrive

B siri & Suchen

O Mitteilungen

@ Hintergrundaktualisierung (

Kontoeinstellungen loschen

¢ You are now in the settings of your iPhone/iPad Tap on "Photos"

13:46 s

4 OneDrive
£ OneDrive Fotos
Keine W

Beschrankter Zugriff

Voller Zugriff

e Then tick "Full access" to allow OneDrive to save the photos and videos
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13:46

-

« OneDrive
< OneDrive Fotos

ZUGRIFF AUF FOTOMEDIATHEX

Keine

Be

Mochtest du ,OneDrive”
vollen Zugriff auf deine Foto-
Vo mediathek geben? 7

39 Fotos
Fotos kénnen Daten zu Standort
Farbtiefe, Untertitel und Audio
enthalten

H [— ]

5
]
B

e Tap on "Allow full access"

or

e Return to the OneDrive app

9.4.2 Save PDF files directly to OneDrive

PDF files can be saved directly to OneDrive, go ahead as follows

e Open the file

e Tap the share icon at the top right

e Select "OneDrive" at the bottom of the menu (under the '

SAMSUNG

Awesome s for everyone

X Dateivorschau s

GalaxyA33 56

i A33 Datenblatt

.&rﬂ

Kopieren @

Markienung ee———— ®

..items)

Fertig Apps Bearbeiten

Favoriten

) wmai

Vorschlage

i Teams
@& Outlook

. F5 Access
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DB

e Select the folder in which the PDF is to be saved and then tap on the white tick in
the top right-hand corner

e The file will now be uploaded to OneDrive

Pictures

Max.Muster@deutschebahn.com

Dateien
Auf OneDrive hochladen Hier hochladen

Abbrechen Abbrechen

Once synchronisation has been set up, every photo taken via the camera will be synchro-
nised with OneDrive.
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9.5 Back up contacts to OneDrive
Want to switch your smartphone/tablet and take your contacts with you?
Then follow these steps:
e Swipe up on the home screen
e Tap ‘Work’ in the top right-hand corner
e Open the Contacts app
e Tap “i” (three-dot menu) in the top right-hand corner
e Select “Settings”
e Tap on “Export contacts”

e First, save your contacts to “Internal storage”

< Kontakteinstellungen

Verwalten von Kontakten

Kontakte Kontakte "
Doppelte Kontakte zusammenfiihren
Kontakteimport
+ Q D Auswahlen Exportieren von Kontakten

Ansicht nach Speicherort

Kontaktliste

Eigenes Profil Eigenes Prafil
Keine Profilinfo Keine Pr QR-Code scannen ici:!:::te sortieren nach
Papierkorb Namensformat
Kontakte als Favoriten hinzufiigen Kontakte me
Einstellungen
Gruppen Gruppen
: ; e el S <
Kontaktkonten synchronisieren
Datenschutz
8 Berechtigungen
[ - [

< Exportieren von Kontakten

Von

o Alle Kontakte

& Kontakte

2

Zu

Wahle aus, wohin diese Kontakte exportiert
werden.

B Interner Speicher
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You will now find a .vcf file named “Contacts.vcf” in your Downloads folder.
e Select the file “Contacts.vcf”

e Tap “OneDrive” at the bottom of the selection bar

& Fortschritt

< Q g 1ausgewihlt Abbrechen 1Y
Sicherung Verschieben
cher » Download Dk g (&) » interner Speicher > Download

= Name T
Kontaktevcf () 1) Kontaktevcf
10.1010:06 7048 .’ 1010 10:06 7048

®

™ Kontakte.vcf

1Element

04 8

Kontaktevct
7048

Privat Geschaftlich

Keine empfohlenen Empfanger

e F @

DEPlanet | OneDrive]  Qutlook Teams Mehr

Your contacts are now in your OneDrive folder.
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9.6 Importing contacts from OneDrive

To import the contacts back into the Contacts app on your new device,

follow these steps:
e Swipe up on the home screen
e Tap ‘Work’ in the top-right corner
e Open the Contacts app

If you do not have any new contacts yet:

e Tap on “Import contacts from a file”

Select “Internal storage”

Select the file “Contacts.vcf”

Tap on “Phone (Work profile)”

Confirm by tapping “Import”

If you already have new contacts:
e Tap “i” (three-dot menu) in the top right-hand corner
e Select “Settings”
e Tap on “Contact Import”

e Select “Internal storage”

< Kontakteinstellungen

Verwalten von Kontakten

Kontakte

Doppelte Kontakte zusammenfiihren

+ QD Exportieren von Kontakten

Kontaktliste
Eigenes Profil
: din Kontakte sortieren nach
Keine Profilinfo S
Namensformat

‘orname, Nachname

Gruppen

Weitere Einstellungen

Papierkorb ()
Kontakte von einem Konto Celdschte Kontakte 30 Tage aufbewahren
hinzufiigen

Kontaktkonten synchronisieren

Kontakte aus einer Datei
importieren Datenschutz

Berechtigungen
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e Select the file “Contacts.vcf”

e Tap on “Phone (Work profile)”

e Confirm by tapping “Import”

Elemente auswihlen Q

Alle

~
Aktuelle Dateien  Interner Speicher

Heute

6 Kontaktevcf
10.10 10:06

7048

Abbrechen 0K
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9.7 Back up contacts via Outlook

e Always keep your contacts directly in Outlook on each device, so you have access
to them from all your devices and don't need to back them up separately

e Tap on the profile photo to the left of the word "Inbox"

e Tap on the settings icon in the grey area below and on "Contacts" on the next
screen

e Switch on the "Synchronize contacts" function by tapping the slider

a Microsoft 365 Einstellungen &« Kontakte
Max.Muster@deutschebahn.com

chnelleinstelungen

" i) n
Favoriten Einsteflunges

5 Anzeige und Darstellung

® &d Posteingang 13 Wischoptionen
P> Gesendet &2 Signaturen Sortieren nach
+
Z: ‘Entwide & ] Automatische Antworten -
= b Fr m 18 Kontakte synchronisieren @
] Geloscht
[ Benachrichtigungen
57 Archiv 25
Allgermein
i Geléscht >
- a
Sa  Konten
B3 Junk-E-Mail
B Eemai
o Aufgezeichnete
' Unterhaltungen
] Kalender
) DB identity
& 3 Kontakte
£ move = anta
P orga_stuff mt Sprache

] Personal >
Barrierefreiheit

) RSS-Feeds . - -

9.8 Save passwords

The "Keepass2Android" app is available for smartphones/tablets with the Android operat-
ing system. You can use it to save and access your passwords.

You can download the app via the Hub app or the official Google Play store. You can find
instructions on how to set up the app here:

> mobileworkplace.deutschebahn.com/Keepass2Android

9.9 Back up private data

If you have saved private pictures, contacts, files and documents on your work
smartphone/tablet, it is essential that you back them up independently and regularly.
This is because if you reset your smartphone/tablet, your personal data will also be re-
moved.
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To back up your personal data, you can use your private Google/Apple account or a
private OneDrive, for example.

9.10 Take off: where are your photos, files and documents?

Your files are in the "My files" app.

20

Persénlich Arbeit.

LjENNe

Eigene Datelen  Kontakte Play Store. Cheame

Q%QQ

Kamera Galerie. OneDrive

To back up work documents, you can use the "One Drive" app, which you can open via
the Hub app.

OneDrive asks you for your work email, enter it and the account is activated!

The prerequisite is that you have installed the Outlook app and set up your user account
(email linked to certificate).

If you do not yet receive work emails or have not yet set up an email account for Outlook,
you can do so here.
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Backing up PDF documents or Word files:

Go to Documents or Downloads

Press and hold a file until a tick mark appears

Select the file(s) you wish to upload

Tap ‘Send’

Select “OneDrive”

You will be taken to a view of all your folders

Select a folder and tap the tick to upload the file

Cannot find the folder? Tap the menu in the top-left corner

Under “Libraries,” select added folders and tap the tick to upload the file

Backing up photos and videos:

Open “OneDrive”

Tap “Photos”

Enable camera backup/camera update

For iPhone/iPad: Activate your work email

Then tap “Confirm”

Back up your personal data

To back up your personal data, you can use your personal Google or Apple account, or a
personal OneDrive, for example.

> You can find instructions with suggestions for backing up your personal data here
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10 Data protection and usage instructions

If you use a DB smartphone/tablet whilst on the move, there is always a security risk that
unauthorized persons may gain access to the smartphone/tablet. Even brief access offers
a chance to access sensitive data.

Therefore, please adhere to the following basic rules:

1. Do not simply leave your smartphone or tablet lying around; always ensure it stays
within your control.

2. Do not hand your smartphone/tablet over to other people, not even to “just have a
quick look,” unless it is a shared device.

3. Always secure your smartphone/tablet with a PIN or a strong password, and even
better, with added biometric security such as your fingerprint or facial recognition.

4. Only ever use passwords and PINs once!

5. Passwords and PINs should not be guessable; so, do not use phone numbers, birth-
days, car registration numbers, or names.

6. A PIN must be at least six digits long, have at least four different characters, and
must not consist of a sequence of consecutive ascending or descending numbers.

7. Passwords must always be at least twelve characters long and must have at least
three of the following four elements: uppercase letters, lowercase letters, numbers,
special characters.

8. Never store passwords, PINs or usernames for your smartphone/tablet or DB User
account on the device itself. Not even disguised as a phone number - everyone
knows that trick.

9. Back up your work and personal data promptly and regularly. You can do this by
saving them for your OneDrive or by emailing them as soon as possible to the in-
tended recipient. Only then are they secure. This ensures that DB-IT can access
them if your end user device breaks or goes missing.
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Terms of Use for “Mobile Data Communication”

By accepting the smartphone/tablet and these terms of use, the employee confirms com-
pliance with the terms of use:

1. The end user devices are personal work equipment. Passing the end user device or the ac-
cess data/passwords/PINs on to third parties (e.g., family members or superiors) is not al-
lowed.

2. The end user device stays the property of DB Systel for the entire duration of use. The de-
vice must be returned at the end of the usage period. It must always be free from third-
party rights; in particular, lending or selling them to third parties is not allowed.

3. The consumption, use and dissemination of offensive, defamatory, pornographic, sexist, rac-
ist, anti-constitutional, immoral or criminal content and applications are prohibited.

4. The end user device must be treated with care and respect. The end-user device may only
be charged using chargers and cables provided by the manufacturer (including in the scope
of delivery). Charging during working hours is allowed.

5. Any loss, theft or damage that impairs functionality must be reported to the line manager at
once. *

6. Where available and usable by the employer, data usage on the end user device should pri-
marily take place via Wi-Fi networks.

7. The device’s security settings (policies, virus scanner, device configuration, etc.) must not be
altered or deactivated.

! See also Appendix 1 to the KBV IT General and Special Terms of Use, A (1).

*See also DB Asset Protection Policy, 136.01.03
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10.1 Take off: security aspects

Your business smartphone/tablet is part of your work. It is the property of DB Systel
GmbH and must therefore be treated with care.

It is part of your job, so do not lend or sell it.

> If the smartphone/tablet has to be returned for security reasons, send it back as de-
scribed here

Don't give thieves a chance: use a good password. For example, don't stick your pass-
word to the monitor with a piece of paper.

Data protection: Where can I find the data for my smartphone/tablet?

To do this, open the Welcome app, go to the "Help" tab via the tabs at the bottom of the
screen and then to the "Device data" sub-item. Your smartphone/tablet data, such as the
serial number, IMEI or operating system version (e.g. Android 13 or i0S17.5.1) are dis-
played here.

M GEete 6

&  Geritedaten

Samsung
wichtige Informationen iber

dein Smartphone

Deine Geritedaten

Betriebssystem
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DB

11 Forgotten password, returning a device

Have you forgotten your screen lock password or cannot remember your DB User pass-
word? Does Outlook keep crashing? Are you getting error messages you do not under-
stand? Do not worry, you will find help here.

11.1 Help via the Welcome app

r The Welcome app is the first port of call for questions about your
smartphone/tablet.

You can find the most important instructions, links and phone numbers in

the "Documents" tab and the "Help" tab. For example, the instructions for
setting up and restoring your device for the first time. If your device is not working now,
use a colleague's device.

Alternatively, you can also find all the important instructions at

> db.de/ae

11.2 Forgotten or changing your DB User password

If you no longer know your DB User login details or wish to change them, you can do so
as follows:

e In the DB Mobil app, select the ‘Service’ tab
e Tap on “Passwords”

e Then tap on “Reset DB User password”

11:35 @ PRS00 135 @ EaE S 00) 135 @ LS 100
DB Mobile Info Q Service ¢ Password
- d Essentials Essentials
DB workplace M for your Samsung far Password
Your Samsung is managed 5B
U Device Information > Reset DB User Password >
Serial number, operating system, ... Reset your DB User Password o your own
=]=] 0
oa Open QR code scanner . .
o Manage your Device N Activate a DB user as a sponsor N
Rerumn, cancel, order Help a colleague

) Open NFC tag scanner

Digitalshop One Time password
View device in the inventory data For the DB User

Take a screenshot

Yaur device in PME Temporary Access Pass (TAP)
=

Important news Show in PME Request hete
Messages Password
L;_—' 0 unread messages Change password, activate 2 DB user asa >
sponsor

Links for your everyday work

. E Temporary Access Pass (TAP)
“1' DB Links Raquest hete
% for mobile working KRWD, DB

Lernwelt, EVI, .

Set Migration >
G chocse the best time
o ] B @ ® @ @ B @ ® iay B B @ ®
Start Instructions Messages Service Info Starc Instructions Messages Service Info Starc Instructions Messages Service Infa
- " "
1] @) < I @] < 1] @] <
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Note: At this point, a connection to F5 Access will be set up automatically. This is neces-
sary to take the following steps. If a connection to F5 Access has not been set up, you
must activate it manually to continue!

If you have done everything correctly, you will now be redirected to the Password self-
service website.
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¢ Now select the button that applies to you

e Tap “Continue” without entering anything

e Then confirm your identity

09:07 @ = i 5 X ED

@ % .deutschebahncom + (@ H

Willkommen beim Passwort-Self-
Service

Uber die folgenden Schaliflichen kénnen Sie lhr
DB User Passwort zuriicksetzen oder anderm.

DB User Passwort vergessen - neues

vergeben

DB User Passwort dndern

Unterstiitzung:

In der IT Support-Community. finden Sie
niitzlichen Informationen rund um lhren IT-
Arbeitsplatz,

Die IT-Sicherheitsvorgaben des DB Konzerns
haben eine neue Passwortrichtlinie festgelegt,
Weitere Informationen dazu finden Sie auf DB
Planet.

1] @] <

09:08 = ¥ oo @SR =5 ED

(M % .deutschebahncom + (@@

Passwort zuriicksetzen - Schritt 1/3

Sie wurden anhand lhres Zertifikats auf dem
Endgerit erfolgreich authentifiziert.

Bitte melden Sie sich NICHT mit |hrem Adrmin
Konto an. Um das Passwort lhres Admin-Kontos
zu &ndern, miissen Sie sich mit lhrem DB User
Konto anmelden, da dies mit lhrem Admin.Konto
verkniipft ist.

Eigenes Konto

oder

Anderes Konto

09:08 =g e e i 5 & = ED

@ 2% .deutschebahncom + (O H

Identitat bestatigen - Schritt 2{3

Ein neues Passwort darf NUR personlich durch
den folgenden Kantoinhaber erfolgen:

Benutzername:
Anzeigename:
Firma:
Abteilung:

Sind Sie nicht der Kontoinhaber, Klicken Sie auf
Abbrechen und wenden sich an den Helpdesk.

Sind die Informationen richlig, bestiligen Sie
bitte Ihre Identitét.

Ich bestitige meine Idet

Information:

Wenn Sie Ihr Passwort dndern, werden DB
Office und moglicherweise weitere

Anwandinaan cninrt hru innarhalh cinar

1] @] <

Wenn Sie Ihr Passwort @ndern, werden DB
Office und moglicherweise weitere
Anwendungen sofort bzw. innerhalb einer
Swnde beendet, und erfordern ggf. eine neue
Anmeldung,

1] (@] <

¢ Now enter your new password, considering the password policy

e Confirm your entry by clicking “Change password”

09:09 - #o EX TR o-3

(@ % .deutschebahncom + (1) H

Neues Passwort - Schritt 3/3

Bitte wahlen Sie das Konta aus, und vergeben
ein neues Passwort unter beriicksichtipung der
B iehine:

& Mindestens 12 Zeichen lang
@& Keine Bestandieile des eigenen Namens
@& Erfolgreich bestirigr

Dariiber hinaus erfiil das neue Passwort
drei der folgenden vier Kriterien:

& Mindestens ein Graltbuchstabe (A-Z)
@ Mindestens ein Kleinbuchstabe {a-z)
& Mindestens eine Zahl (0-9)

& Mindestens ein Sonderzeichen

Kontentyp wihlen:

DB User v‘

Neues Passwort:

Neues Passwaort bestitigen:

1] O <
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DB

11.3 Help via the IT ServiceDesk App

The IT ServiceDesk App is the central technical contact point for questions.
O From error analysis to technical support for hardware and software problems
on your device - you can ask your questions here and get access to helpful in-

() structions and important links.

x
I {1 Startseite I
B Self Services & Links
=]
I IS Mewes Serviceanliegen I”'"'"
.
IS Meine Servieranlingen

[ Benachichtigungen

J=)

1 Meine Favariten

2, Mein Profil
>
[ Feedback
UL - L3, JURT SUES ASES MILF L »

werlighar! | Das musst du wissen

DB InfraGO: Gruppe amrdyr-infraGo-
>
Germany users beigereten

Mein Basic Workplace Windows
geelgnate Solf Servicas: i
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How to get to the IT ServiceDesk App:
e Open the "IT ServiceDesk App" in the "Work/Business" section
e Or call it up via the link: db.de/itservicedesk
e You will find the menu in the top left-hand corner of the app

e Click on "New service request" and then select the method you would like to use to
report your request

You can also go to "Self Services & Links" in the IT ServiceDesk App to, among other
things:

e Update your DB User password

e Update your DB User mobile phone number

11.4 Lost your smartphone/tablet?
Call the IT ServiceDesk at once:

e IT ServiceDesk
o Internal: Tel. 91-5555
o External: Tel. 0361 430 8200

e IT ServiceDesk DB Cargo
o Tel.91 7777 (internal)
o Tel. 00800 327 978 35 (external)

e Report on the loss or theft

Inform your contract officer (mobile) at once:
e Report the loss or theft

e Ask them to block your SIM card! That way, no one will be able to make calls at the
company’s expense

e Discuss the next steps with them to find out how to get a new smartphone/tablet

Report the loss in the Digitalshop:
e Report a loss or theft via the Digitalshop
e Open the digital shop at_http://www.db.de/digitalshop

e In the main menu, under ‘Inventory data,” tap ‘Mobile devices’
e Select your smartphone/tablet from the list

e Tap ‘Perform inventory action’ on the left, then select ‘Theft of end user device’ or
‘Loss of end user device’ from the drop-down menu

e If you have any questions, please contact your contract officer (mobile)!
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11.5 Faulty smartphone/tablet

Inform your contract officer (mobile) at once:

Report on the total loss

Discuss the next steps with them to find out how to get a new smartphone/tablet

Deactivate the smartphone/tablet in the Digitalshop:

Open the Digitalshop at_http://www.db.de/digitalshop

In the main menu, under ‘Inventory data,” tap on ‘Mobile devices’
Select your smartphone/tablet from the list

Tap “Perform inventory action” on the left, then select “Mobile device — Cancella-
tion” from the drop-down menu

You can find instructions for the replacement at db.de/mobile-setup

If you have any questions, please contact your contract officer (mobile)!

11.6 Returning your smartphone/tablet?

If your smartphone/tablet is faulty, you can find a quick guide to exchanging
smartphone/tablets atdb.de/ae under Setup/Quick Guides.

Important: Back up your data beforehand. This is because your smartphone/tablet will
be completely wiped by the recycling company after you return it. This means all data
(work and personal) will be lost.

You can back up your work data to OneDrive. This saves the data to the cloud, allowing
you to access it at any time from any of your devices (smartphone/tablet/PC). We show
you how to set up OneDrive in Chapter 8.2 Setting up OneDrive (OneDrive) or atmo-
bileworkplace.deutschebahn.com/mobile-daten-sichern.

Log out of the Digital Shop on your smartphone/tablet:

Open the Digital Shop at_http://www.db.de/digitalshop

In the main menu, under ‘Inventory data,” tap ‘Mobile devices’
Select your smartphone/tablet from the list

Tap “Perform inventory action” on the left, then select “Mobile device - cancella-
tion” from the drop-down menu

You can find instructions on how to exchange your device at db.de/mobile-setup

If you have any questions, please contact your contract officer (mobile)!
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Simply return your smartphone/tablet yourself via the IT Asset Management Portal:

e Login to the_http://www.db.de/itverwertung

e Order a free return

e Select whether you only need the return label for the return or would also like a box
sent to you

e You will receive the label by email, and the box will be delivered by post to the ad-
dress you provided

Preparing your smartphone/tablet for dispatch:
e Delete your personal accounts from your smartphone/tablet
e Remove your SIM card and memory cards

e Pack your smartphone/tablet securely so that it is not damaged during transport,
and include any accessories (power supply unit, USB charging cable, etc.) in the re-
turn box

e Stick the return label onto the box and take it to the post office

11.7 Congratulations!
You have successfully set up your work smartphone/tablet!

To ensure it always works reliably in future, make sure you always install the latest up-
dates!

We hope you enjoy using it!

You can find further information about your smartphone/tablet in the app: DB MOBIL.

> You can find a brief guide to backing up your data at mobilework-
place.deutschebahn.com/mobile-daten-sichern
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