
 

 

 
 
 
 

Restore your  
iPhone/iPad (iOS)  

(Apple Business variant) 
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1 First steps for iPhone/iPad 

 
If there are problems with your business smartphone/tablet or if you want to reset it, a factory 
reset is helpful.  
 
Note: If you have problems with your PC, you can find help on the IT ServiceDesk app. 
 

 Backup Data 

 
Back up your business and private data and settings before resetting your device to fac-
tory settings.  
> You can find instructions for backing up data here: mobileworkplace.deutschebahn.com/mo-
bile-daten-sichern 
 
Apple DEP: Note the > information on the back-up options. 
 

 Reset to factory settings (factory reset) 

After you have backed up your data, perform the factory reset.  
There are different variants, choose the one that suits you best: 
 

a) You have access to the service portal (ask the person responsible for your mobile 
phone if necessary): 

 Open the page > db.de/serviceportal 

 Log in with your DB login details, i.e. "DB login name" (not  
DB e-mail) and "DB password". 

 Tap on "Inventory data". 

 Select "Mobile end user devices with one-time billing". 

 Then tap on your smartphone/tablet. 

 In the "Select action" field, select the "Re-register in EMM" action and tap "OK". 

 Your device will be reset automatically. Wait approx. 30 minutes. 

 

b) No access to the service portal: Contact the helpdesk on +49 361 430-8200 and ask 
them to reset the device to factory settings. 
 

c) No access to the service portal and no telephone: 

 Tap on the "Settings" app on your iPhone/iPad. The settings will open. 

 Tap on "General". 

 Scroll further down and then tap on "Transfer/reset iPhone/iPad". 

 Select "Reset" and then "Reset all settings". 

 Wait a few minutes, your device will reset automatically. 

 

Please note: Sometimes activation takes a little longer or a very long time. Please be pati-
ent. 

 Start recovery 

To be able to use all DB apps on your iPhone/iPad again after resetting to factory settings, fol-
low the instructions on the screen to set up the device.  
 

http://www.db.de/itservicedesk
https://db.de/itservicedesk
https://mobileworkplace.deutschebahn.com/anleitungen/Daten-sichern-12452732
https://mobileworkplace.deutschebahn.com/anleitungen/Daten-sichern-12452732
https://dbquestions.extranet.deutschebahn.com/question/10969
https://serviceportal-call.intranet.deutschebahn.com/idp/profile/SAML2/Redirect/SSO?execution=e1s1
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During setup, make sure that your iPhone/iPad is connected to the Internet, otherwise you will 
not be able to complete the setup.  
 

 Make sure that your iPhone/iPad is either connected to the power supply or has a 
high battery level during the restore process. 

 Switch on the iPhone/iPad.  

 After a brief moment, the iOS setup assistant will start. You will be greeted with 
Hello. 

 Swipe your finger upwards across the screen. 

 Select your desired salutation and language. 

 Then tap on "Germany" to continue. 

 

 

http://www.db.de/itservicedesk
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 Tap on "Register this iPhone" on the "Continue without other devices" screen. 

 Set up WLAN  

Next, establish an internet connection. Select a WLAN and connect to it.  
If you are in a DB building: 

 Tap on the WLAN "dbs4public". 

 A dialogue opens. 

 Accept the terms and conditions. 

 Tap on "Surf now for free" and then on "Close". 

 

Note: If the connection to the WLAN "dbs4public" fails: 

 Tap the "Start" button on the system start screen (see chapter 1.2). 

 Then select the WLAN. 

 

 

http://www.db.de/itservicedesk
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If no DB WLAN is available (e.g. because you are at home): 

 Tap on your personal Wi-Fi.  

 Enter your personal login details and tap on "Connect". 

 The tick shows you that the connection has been made. 

http://www.db.de/itservicedesk
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2 Register iPhone/iPad in the DB 

 Establish connection 

 The iPhone/iPad is activated and managed remotely.  

 Confirm the following queries with "Next".  

http://www.db.de/itservicedesk


 

DB Systel | More questions and answers in the IT ServiceDesk app at db.de/itservicedesk 8 

 Log in with the DB user 

You will need another smartphone for further activation: 

 Insert your SIM card into the other smartphone. Use your old or private device or that of 
a colleague. 

 Then follow the next steps: 

 First select the red arrow next to “RAS VPN Token”. 

 Then choose in the drop down menu “DB User account and SMS one time password” as 
login method.  

 In the next step, enter your DB user login details.  

http://www.db.de/itservicedesk
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 DB user login name: Enter the user name (without spaces, no DB e-mail). 

 DB User Password: Enter the password. If you no longer know your password, you can 
change it > here. 

 Then tap on "Log in". 

 
Once you have successfully registered, you will receive a one-time password by text message 
on the smartphone in which you have inserted your SIM card. 

 Enter the SMS one-time password in your new iPhone/iPad and tap on "Sign in" 

 The iPhone/iPad is now configured. 

 

Please note: In order to receive the SMS, your current mobile phone number must be linked to 
your DB user. You can check whether your correct mobile phone number is stored here and 
change it if necessary 
> https://itsdapp.extranet.deutschebahn.com/selfservice/dbUserPhone/logIn.  

http://www.db.de/itservicedesk
https://self.service.deutschebahn.com/my.policy
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If the correct mobile phone number is stored and you still do not receive a password by SMS, 
you have probably entered your login details incorrectly. Then go back and try again.  

 Perform configuration 

In this step, your iPhone/iPad will receive the Enterprise configuration. This process may take a 
few minutes. 

 
 
 
 
 

http://www.db.de/itservicedesk
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 Create passcode 

 
From iOS version 17: Jump to chapter 2.5. 
 
To protect your device, next set up the device passcode for the iPhone/iPad.  

 Think of a string with at least 6 characters.  

http://www.db.de/itservicedesk
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 Enter it twice in succession and tap "Next". 

 Set up location services 

 
In the next step, activate the location services: 

 

 Tap on "Activate location services" so that the time on the iPhone/iPad is synchro-
nised correctly. 

 Once the installation is complete, you can control the location services for each app 
separately again. 

 

 For iOS 17 and higher:  Create Passcode 

 
Up to iOS 16: Skip to chapter 2.7. 

http://www.db.de/itservicedesk
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To protect your device, next set up the device passcode for the iPhone/iPad. 

 Think of a string with at least 6 characters. 

 Enter it twice in succession and tap "Next". 

 
 
  

http://www.db.de/itservicedesk
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 Finalise setup 

 
Some company apps are then loaded and installed. The duration of the installation depends on 
the network connection. 

 

The following company apps should be available on the iPhone/iPad after the update: 

- DB Appstore  

- Outlook 

- Authenticator 

- Teams (MS) 

- DB Compliance 

- Stroke 

- F5 Access 

- Welcome App 

  

http://www.db.de/itservicedesk
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 Activate 

 
To use all DB apps, first activate the Hub app. You only need to do this once. Proceed as 
follows: 

 Open the Hub app.  

http://www.db.de/itservicedesk
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 Tap on "I understand" after reading the privacy policy. 

 Tap on "Not now". 

 In the next step, tap on "Do not send" in the data release dialogue. 

 Tap on "Allow" so that the Hub app can send you messages. 

 

http://www.db.de/itservicedesk
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 You will then be taken to the app overview.  

 Tap on "Support" at the bottom right. 

 Tap on your iPhone/iPad under "This device". 

 

 

 

 

 

 

http://www.db.de/itservicedesk
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 Then tap on "Sync Device" to register your iPhone/iPad within the mobile DB world 
at. 

 
After activation, the device starts to install the relevant apps. This process can take a few 
minutes as the installation depends on the network connection.  

  

http://www.db.de/itservicedesk
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 Installing iOS operating system updates 

 Open the "Settings" app. 

 Tap on "General". 

 

 

http://www.db.de/itservicedesk
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 Then tap on "Software updates". New software versions are automatically displayed 
here.  

 To ensure that your iPhone/iPad is always up to date, activate the "Automatic up-
dates" function. 

 

http://www.db.de/itservicedesk
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 Activate MTD app 

 
The Mobile Threat Defence (MTD) app is automatically installed on your iPh-
one/iPad after recovery. This enables it to detect security vulnerabilities on your 
device. Proceed as follows:  

 

 Start the app by tapping on the app icon.  

 

http://www.db.de/itservicedesk
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You will now see the "Privacy" settings. This screen is for your information only, you do not have 
to do anything here. 

 Collection not permitted: Here you can see which data the MTD app is not allowed 
to collect. 

 Collecting allowed: Here you can see what data the MTD app is allowed to collect. 

 Tap on "Continue".  

  

In the next step, you will be asked to set up some authorisations for the MTD app.  

 Local WLAN network: Leave the slider on the left (deactivated).  

 Then tap on "Maybe later". 

 
 
 
 

http://www.db.de/itservicedesk
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You will now see the following screen:  

Activation is complete. The MTD app now recognises threats on your smartphone/tablet. 

 

 Detailed step-by-step instructions: > Setting up MTD 

 More information about MTD on the DB Planet page of > Endpoint security. 

 

http://www.db.de/itservicedesk
https://db-planet.deutschebahn.com/files/997f6a0d-6dfd-4933-bb84-184f9cb641d6/46783dc5-3071-4dee-8609-74b0a2e29d3e/Bedienungsanleitung%20Mobile%20Threat%20Defense_iOS%20pdf
https://db-planet.deutschebahn.com/pages/eps-endpoint-security-team/apps/content/mobile-threat-defense
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3  Making settings on the device 

 

 Notes on the use of apps 

e-mail 

 Outlook is intended exclusively for business purposes. 

 A 3rd party e-mail client (e.g. Gmail, ...) can be used for private use. 

Messenger 

 WhatsApp is not provided via the DB Appstore and can only be used with the privately 
stored contact details (private use).  

 For business communication, use the apps provided via the DB Appstore (e.g. Teams). 

Camera 

 I use the OneDrive app for business photos, so photos are saved directly in OneDrive. 

 The camera app is for private use only. 

 

 Save files 

 Save files, e.g. PDF documents or images, only in OneDrive, not locally in the "Files" 
app. 

 Only save photos from the "Microsoft Lens" app in OneDrive. 
 

 Do not save files using the following method: "Share > Send copy (PDF) > Send with 
another app > Create PDF". 

 

> You can find instructions on how to back up your data here: mobilework-
place.deutschebahn.com/mobile-daten-sichern. 

 

 Travel expenses app (optional) 

The travel expenses app is not available in the official App Store and must be downloaded via a 
link with a code. To do this, go to the Safari browser and open the following link: > https://dbrei-
sekostenapp.de 

To set it up, follow the steps on the website. 

 

 Other apps and settings 

Congratulations - you have successfully restored your work iPhone/iPad!  
 
You can find more information about your iPhone/iPad under Set up in the 
Welcome App. 
 

 

http://www.db.de/itservicedesk
https://mobileworkplace.deutschebahn.com/anleitungen/Daten-sichern-12452732
https://mobileworkplace.deutschebahn.com/anleitungen/Daten-sichern-12452732
https://dbreisekostenapp.de/
https://dbreisekostenapp.de/

