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1 First Steps

The device must be integrated into DB Systel's Enterprise Mobility Management. Some adjust-
ments are necessary for this. In the following, all relevant clicks are highlighted by a

Before resetting to factory settings, back up your work and private data and settings. You
can find instructions on how to back up your data here: > www.db.de/ae.

1.1 Start setup
After unpacking or resetting the device, follow the on-screen instructions to set up the device.

During setup, make sure your smartphone/tablet is connected to the internet, otherwise you will
not be able to complete the setup.

I Make sure that the smartphone/tablet is either connected to the power supply or has a high
battery level during the setup.

I Turn on the device.

©82%m

Welcome!
4 )
\§ T J
(9 x

I Tap ten times in the free area on the screen, do not tap Start.
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https://mobileworkplace.deutschebahn.com/anleitungen/DB-Smartphone-Tablet-einrichten-10577696

©82%m

wesuna
Dansk

Deutsch (Deutschland)
Deutsch (Osterreich)
Deutsch (Schweiz)
Eesti

English (Australia)
English (Canada)
English (India)

English (Ireland)
English (New Zealand)
English (Philippines)

English (South Africa)

nglish (United Kingdom) v

I Check whether the desired language is selected. If not, adjust it.

S 82%m
Tad
¥
Scanning for a QR
code...

I The camera opens.
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1.2 Scan QR Code
I Scan the following QR code:
I Using WI-FI:

If the QR code does not work, you can also find all QR codes here:
> mobileworkplace.deutschebahn.com/QR-Code-PRD
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1.3 WI-FI
Next, set up the Wi-FlI.
I If you are in a DB building:

O 81%m

-
-

Connect to Wi-Fi

Select a network

¥ dbs2

W¥: dbs4mobile

dbs4public
¥  dbsdwifi
4+ Add new network

IP address

Unavailable

MAC address

Unavailable

I Tap onthe WLAN ,dbs4public®.

Welcome to the guest
WLAN WiFi@DB Systel

Use our free WLAN.

After accepting the terms and conditions,
you will have 6 Gbyte with a maximum
bandwidth of 5 Mbit/s at your disposal.
You can use WiFi@DB Systel for 11 hours
after registration.

T accept the terms and conditians.

Surf for free now

N 1] 3
“-'5 English

Close

A dialogue opens, accept the terms and conditions.
Tap on "Surf for free now".

DB Systel GmbH | Mehr Fragen und Antworten in der IT Support-Community unter 1 db.de/it-support


https://db.de/it-support

I Tapon ,Close®.

You are now
successfully unlocked.

In a few seconds you will be automatically
redirected.

Close

Note: If the connection with the WLAN "dbs4public" fails:
- Tap the "Start" button on the system start screen (see chapter 1.1).
- Then select the WLAN.

If no DB WLAN is available (e.g. because you are at home):
I Tap your personal Wi-Fi.

I Enter your personal login data and tap on "Connect".

I Tapon "Next".
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2 Register smartphone/tablet in the DB

In the next step, your DB smartphone/tablet must be linked to the DB network (more precisely in
Enterprise Mobility Management, or EMM for short). Follow the instructions on the screen.

2.1 Establish connection
The smartphone/tablet is set up.

%0 81%m %0 81%a
i E
This device belongs to Getting ready for work
your organisation setup...

To learn more, contact your IT admin.

-]

< <

I Confirm the following queries with "Next" and, if applicable, "Accept and Continue®.
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2.2 Log in with the group account
Enter the login details for the group account.

=0 82%a

Username

axfragkmws

Password

8] &

121314561 718]19]0

afsfdiflgihlijilkil!
&l z | x|c|vib|n|m[Es

1#1 English (UK) . Go

I Tap Next, the configuration of the device begins.
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2.3 Set up work profile

I The applications (apps) will now be installed automatically. This process can take a few
minutes. The work profile is then set up.

=0 82%u

Set up your phone

Your admin can monitor and manage settings,
corporate access, apps, permissions, theft-protection
features, and data associated with this phone,
including network activity and your phone's location
information, call history, and contact search history.

Check our Samsung Knox Privacy Policy to see how
we manage your data.

Google

Your organisation will manage and monitor this phone
using the following apps:

Q Hub

<

% 82%u

This Galaxy $21 Ultra 5G isn't private

< Your activity & data
Your IT admin may be able to see your data
and activity on this Galaxy S$21 Ultra 5G

] App permissions
Your IT admin can set permissions for
apps on this Galaxy S21 Ultra 5G, such
as microphone, camera and location
permissions.

Cancel setup Next

I Tap "Next" several times.

DB Systel GmbH | Mehr Fragen und Antworten in der IT Support-Community unter 1 db.de/it-support

10


https://db.de/it-support

2.4 Set up hub
On the next page, set up the permissions for the hub.

For Hub to work efficiently on your
device, it needs access to all files

1.Tap Go to Settings to continue

2.Turn on the toggle to allow Hub access to
manage all files on your device

3.Tap back to go back to Hub

<

I Tapon "Go to settings®.

0 82%0
All files access

¢y Hub

-~

Allow permission @

This app will be able to read, modify, and delete all
files on this phone or any connected storage devices.
If you allow this, the app may access files that aren't
related to the app without notifying you.

I Slide the slider to the right to give Hub permission.
I Then tap the arrow at the bottom left to go back.
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2.5 Setup screen lock
Set up a screen lock (password to lock the display).

240 82%a

Update your passcodes to satisfy
your organization’s requirements.

l[Update Device passcode E j
is will update your Device passcode.

You will leave this app. You will be automatically redirected
to the Hub after you set your passcode(s)

I Tap on "Update device passcode" and then on "Password®.

=4O 82%0
Screen lock type
PIN
Mec gh security
Password
High securit
Biometrics
Face »
Fingerprints a»
<

I Seta password. The password must consist of at least 6 characters including one letter.
I Enter the password again.
I Tapon,OK"
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2.6 Setup Google Services

To use the Google Play Store for business apps, it is necessary to accept the Google Terms of
Use. Proceed as follows:

=0 82%a

~
<

Google services

Tap to find out more about each service,
such as how to turn it on or off later. Data
will be used according to Google's Privacy

Policy.

Location

° Use location v
Allow apps and services B
with location permission to

use your device's location.
Google may collect location
data periodically and use this
data in an anonymous way
1o improve location accuracy
and location-based services.

Q@  Allow scanning v
Allow apps and services to B
scan for Wi-Fi networks and

nearby devices at any time,
even when Wi-Fi or Bluetooth
is off.

Tap on "More" to see the other settings.
Send usage data & error reports: Slide the slider to the left, the function is switched off.

O 82%u

Device maintenance

O Send usage and -
diagnostic data D
Help improve your Android
device experience by
automatically sending
diagnostic, device and app
usage data to Google. This
will help battery life, system
and app stability, and other
improvements. Some
aggregate data will also help
Google apps and partners,
such as Android developers.
If your additional Web & App
Activity setting is turned on,
this data may be saved to
your Google Account.

|

Install updates and apps v

By continuing, you allow Google system
updates to provide features that make

your Android device more secure and
reliable. You also agree that this device may
automatically download and install updates
and apps from Google, your operator and
your device's manufacturer, possibly using
mobile data. Data rates may apply. Some of
these apps may offer in-app purchases.
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3

I Scroll all the way down and tap "Accept”.

=0 82%u
aiagnostc gata B

Help improve your Android
device experience by
automatically sending
diagnostic, device and app
usage data to Google. This
will help battery life, system
and app stability, and other
improvements. Some
aggregate data will also help
Google apps and partners,
such as Android developers.
If your additional Web & App
Activity setting is turned on,
this data may be saved to
your Google Account

|

Install updates and apps Vv

By continuing, you allow Google system
updates to provide features that make

your Android device more secure and
reliable. You also agree that this device may
automatically download and install updates
and apps from Google, your operator and
your device's manufacturer, possibly using
mobile data. Data rates may apply. Some of
these apps may offer in-app purchases.

By tapping "Accept”, you agree to

the Google Terms of Service. You
also confirm your selection of these
Google services settings. Note: The
Google Privacy Policy describes how
data is handled when using Google
services.

2.7 Agree to Samsung terms and conditions
In the next step, accept the terms and conditions of Samsung.

.0 82%0

©)

For your review

Check out the Privacy Policy to see how we
manage your data.

agree to End User Licence Agreement.

Details

| agree to the sending of diagnostic data.
(optional)

Details

1 agree to all. (optional)

I Tapon,Agree”
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08:13 + @O -

oo

Play Store Google

® o

O <

When this screen appears, the device is set up and the Launcher app will be installed soon.
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3 Necessary settings

3.1 Set up Launcher
The Launcher app starts automatically. Set up the permissions for the Hub and Launcher app.

1550 @ ° X 24 © 90%40
)
For Hub and Launcher to work

efficiently on your device, the
following permissions are required

I Appear on top
Write Settings

The following screens will guide you through the
process.

Launcher

@I

I @] <

I Tap on ,Get Started”.

1600MG * =0 90%8

S

(0]

Required Permissions

Appear on top

Block restricted content by displaying on
top of other apps

1. Tap Go to Settings to continue.

2. Turn on the toggle to grant Appear on top
permission to Launcher

3. Tap Home to go back to Launcher.

GO TO SETTINGS

Il (@] <

I Tapon,Go to settings®.
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16:00M 9 ° X F0 90%u

< Appear on top a
A /‘A:grEoidAuto C)
© e ©
@ "o ©
@ E);%iti!Wellbeing ©
a Sﬂa}li:yThemeS >»
G = ©
* iﬁi‘g;e Play services »
D o ©
(o =~ >)
< Ry ©

[ @] <

I Hub: Move the slider to the right to give the hub app permissions.
I Launcher: Move the slider to the right to switch the function on.

16:00 M@ ¢ X 0 90%a

Required Permissions 8 ©

0

Write Settings
Permission to edit Settings

1. Tap Go to Settings to continue.

2. Turn on the toggle to grant Write Settings
permission to Launcher

3. Tap Home to go back to Launcher.

GO TO SETTINGS l

I ® <

I Tapon,Go to settings®.
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16:00 3 @ + N 70 90%a

< Change system settings

0 Launcher

N

Allow permission

I Move the slider to the right to give Launcher permission.
I As soon as the workspace is loaded, this view appears:

160009 N FHO 90%6

ESE=% Lern Tablet Fzi 8 ©

Adobe Acrobat
Reader: PDF View.

Service & Support
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4 Admin Mode

4.1 Exit Launcher
The user who has the admin passcode can make changes to the device.

To do this, the admin mode must be activated and the launcher must be closed:

1600829 - a1 7O 90%8

ESEme Lern Tablet FzI =]

-
£ © J
Lemwelt Cyber Security Google Chrome:
Awareness Fast &Secure
Adobe Acrobat
Reader. PDF View..
Vge
Service & Support
.
O <

I On the start page, tap the cogwheel icon in the top right-hand corner.
I The settings open.

1600 0 @ X E0 91%a
<  Settings

'K:):' Display

)  Sound

@ Blocked Applications

@ Device Details

@ About Launcher

@ User Information

<3 Reload Profile

< SyncHub

ﬁ Update Settings

[ ENTER ADMIN MODE

@)

A
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I Tap on "Enter Admin Mode®.

160190 @ » A F40 91%6

Admin passcode

@

EXIT LAUNCHER § SUBMIT

I Enter the administrator passcode in the field.
I Then tap on "Exit Launcher.

16:2882 9 - & 700 91%0

Exit in progress

( ) Please wait,

Play Store Google
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4.2 Configure power button

The power button is configured for the Bixby service by default. To enable the smartphone/tab-
let to be switched off or restarted as usual with the power button, adjust the setting for the
power button:

I Swipe the screen once from top to bottom.

R Ni %4 91%a

16:02 Fri, 9 Feb L O B

Bluetooth

©

Auto
rotate

8 (0]

Mobile Location
Hotspot

I )

Screen Nearby Do not Scan QR
recorder Share disturb code

L Darkmode

ion owns this device and may monitor network traffic

{l (@]

I Tap the power button.
I The settings will open.

O

Power off

;.;D

Restart

%

Emergency call

Side button settings

I Tap on ,Side button settings®.

DB Systel GmbH | Mehr Fragen und Antworten in der IT Support-Community unter 1 db.de/it-support 21


https://db.de/it-support

16:02 B N RO 91%a
< Side button

Double press [ @)
®  Quick launch camera

Open app

Press and hold

Wake Bixby

@® Power off menu

How to power off your phone

I Choose option ,,Power off menu®.
I Then exit the menu.

4.3 Launch Launcher again
To start the launcher again, tap the "Home button" of the device.

Select a Home app ®
o 0]
Launcher One Ul Home

11 (@] <

I Tap"Always"in the menu.
I The Launcher app starts.
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