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1 Instructions for installing Fairphone devices

In order to be able to integrate a smartphone/tablet into DB Systel's Enterprise Mobility Manage-
ment, some adjustments must be made in advance. All relevant steps are explained below with
screenshots and highlighted by

Note these tips in advance:

Your Fairphone has a different Android version than your private smartphone/tablet.

It uses the Android Enterprise version. Therefore, the standard backup solutions are not sup-
ported! Therefore, if necessary, back up your private data (pictures, contacts, files & docu-
ments) independently and regularly.

1.1 Start installation

During setup, make sure your smartphone is connected to the internet, otherwise you will not be
able to complete the setup. Unpack the Fairphone and then proceed as follows:

I Make sure that your Fairphone is either connected to the power supply or has a high battery
level during the recovery.

Switch on the smartphone. After a short moment, the Fairphone installation assistent starts.

I You will be greeted in different languages. In the installation help, do not tap on Start, but
six times on the free area on the screen.

Select your language.
I The camgra opens.

Choose your language
Suggested

English (United States)

Scanning for a QR code...

Espafiol (Estados Unidos)
All languages

Afrikaans

Azarbaycan (latin)

Bosanski (latinica)

Catala

Dansk

Deutsch

A @

Emergency call Vision settings

1.2 Scan QR Code

In the next screen you will be asked to scan an QR code. Select the QR code that suits you
from the table below and scan it. You will also find the QR here:

mobileworkplace.deutschebahn.com/QR-Code-PRD
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1.3 Set up WLAN

Once you have scanned the QR code for configuration via Wi-Fi, the next step is to select a Wi-
Fi and connect to it:

If you are in a DB building:

I Tap on the WLAN "dbs4public".

I Adialogue opens.

I Acceptthe T&C's.

I Tap on "Surf for free now" and then on "Close".

If no DB WLAN is available (e.g. because you are at home):
I Tap your personal Wi-Fi.

I Enter your personal login data and tap on "Connect".

I Tap on "Next"

©89%m
-
Connect to Wi-Fi
Select a network
€ b2 Welcome to the guest
o gme
WLAN WiFi@DB Systel
¥  dbsamobile
Use our free WLAN.
¥ dbsapublic
After accepting the terms and conditions,
¥  dbs4wifi you will have 6 Gbyte with a maximum
bandwidth of 5 Mbit/s at your disposal. You are now
You can use WiFi@DB Systel for 11 hours
@¥a sarahhh after registration. successfu“y unlocked.
T accept the terms and conditions.
4+ Add new network : ;
In a few seconds you will be automatically
Surf for free now rednccied)
IP address
Unavailable
MAC address EE English
Unavailable
Close I Close I
<
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2 Register in the DB corporate network

In the next step, your Fairphone must be linked to the DB network (more precisely in the Enter-
prise Mobility Management, or EMM for short). A few steps are necessary for this. Follow the
instructions on the screen.

2.1 Establish connection
The smartphone/tablet is set up. Confirm the following queries with "Next".

This device belongs to your Getting ready for work setup...
organisation

To learn more, contact your 1T admin.

Verifying Graup |dentifier..

m

2.2 Log in with the DB User

Now enter your DB user login data.

I DB User Login Name: Enter the user name (without spaces, no DB e-mail).
I DB User Password: Type in the password.

I Then tap on "Next".

The link with the DB network (more precisely the Enterprise Mobility Management, EMM for
short) starts.
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Username

efamustermann

Password

Enroliment is in progress...

ABC English (UK) o

2.3 Install work profile

The applications (apps) will now be installed automatically. This process can take a few
minutes. The work profile is then set up.

I Tap "Accept & continue" to set up the work profile.
I Tap “Next” and on the next page, agree to the privacy policy by tapping "I understand".

(-] (-] [+ ]
Let's set up your work profile Work apps are kept in your work Your IT admin can control this
View terms profile and managed by your IT device and block certain apps
admin

e * ‘
]
R ' X
r:|°

Setting up your work profile...
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On the next page, select "Not now" and then "Do not send" so that no usage data is sent.

Noawe Ra®o

Privacy

Q
J

Your Privacy Matters.

VMware Workspace ONE collects information that is required
0 provide secure access to your work data and applications.
Below you will find an overview of data collected by Workspace
ONE and Hub 1o provide optimal performance, security and
support. For information about how your company handles
infermation collected by Workspace ONE, please contact your
company.

For information regarding the data VMware collects in

<  Data Sharing

Want an even better app experience?

Help us improve and develop new app features and functionality
that will make you even more productive

e would like to callect information about your usage of our app,
including crash details, to better understand how users interact
with our apps, how we can improve the app experience, and how
we can better diagnose and fix issues. We analyze this data in the

Are You Sure?

aggregate and not in any way that directly identifies you. If you

cannection with your use of this application for product v !
change your mind, you can change this setting at any time.

improvement and other analytics purposes, see the Trust &
Assurance Center and YMware's Privacy Notices,

You can always change this later in
Account->About->Privacy Settings->Data

Sharing

For information about how VMware handles your usage data if you
elect to share this data with VMware, visit
hitps://www.ymware.com/help/privacy. htm

Contact your company's IT administrator if you want to find out
how to un-enroll your device and discontinue access 1o this app.

Device Management [

Tap here for an overview of data collected from this device

10 provide access to werk resources and 1o secure company NOT NOW I
data stored on this device. The data collected is based on your L

company's configuration. Your company has access to this data
and some ar all of the data collected may be visible to your IT
administrator.

Data Collected by Hub

Tap here for an averview of the data that this app may collect
about Device Hardware, Diagnastics and User Information to
function properly, and to secure company data stored on this
device. Your company has access to this data and some data
collected may be visible to your IT administrator.

| UNDERSTAND

2.4 Create screen lock (Password)

Next, you set up a device password for the screen lock for the Fairphone. This is a data protec-
tion requirement for DB:

I Tap on "Update Device passcode" and then on "Continue without fingerprint".
I Tap then on “Password’.

Wewo 0959 @ & B @ R+o 10:48 Q @ & [ ]

Hub <« &
Choose a screen lock Choose a screen lock
You can unlock your phone using your fingerprint. For This lock can't be reset by your IT admin. Set a

G security, this option reguires a backup screen lock. separate work lock instead
P
¥ Fingerprint + Pattern B None
#: Fingerprint + PIN s Swipe
Update your passcodes to satisfy your
organization's requirements. o g Preserd .
= Pattern
[Updn[c Device passcode Zj [ Continue without fingerprint l @ PIN
This will update your Device passcade @

Password ]

Hub recommends a new screen lock

Hub recommends a new screen lock

You willleave this app. You will be automatically redirected to the
Hub after you set your passende(s)

4 [ ] a <4 L} | 4 L ] |
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I Think of a character string with at least 6 characters (including at least one letter). Enter it
twice in succession and tap "OK".

I Forlock screen notification: Activate "Don’t show notifications at all” and then tap "Done".

10:49 @ N<i

Q

Lock screen

How do you want the lock screen to display?

O Show all notification content

O Show sensitive content only when unlocked

l@ Don't show notifications at all l

2.5 Skip Google Services

You will now be asked for a private Google account. This is not required for the installation and
use of DB Apps, so skip the setup. If you want to set up your private account, you can do so
later if necessary.

I Therefore, tap on "Next" and then on "Skip".
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I Confirm the current time on the following screen with "Next".

Add a personal account to get
more from your phone
Now that your work profile is ready, you can also add
a personal Google Account to access your apps and
content.

Google
Sign in with your personal account

This step is optional. Your personal account won't be
visible to your IT admin.

Email or phone

Forgot email?

Create account

0 80%m

B8

Date and time

Adjust if needed.

Berlin

v
GMT+01:00
Date
Mon, 27 Dec 2021 4
Time
08:26 ¥
<

To use the Google Play Store for business apps, it is necessary to accept the Google Terms of

Use. Proceed as follows:

I Use location: Slide the slider to the right and tap "More" to see the other settings.

I Send usage data & error reports: Slide the slider to the left to switch off the function.
I Tap on "More", scroll all the way down and then tap on "Accept".

I On the next screen tap “No, thanks”.

0 7%m

G

Google Services

Tap to find out more about each service,
such as how to turn it on or off later. Data
will be used according to Google's Privacy

Policy.

Location

©  Uselocation v
Allow apps and services .
with location permission to
use your device’s location.

Google may collect location
data periodically and use this
data in an anonymous way
to improve location accuracy
and location-based services.

Q  Allow scanning v
Allow apps and services to .
scan for Wi-Fi networks and
nearby devices at any time,
even when Wi-Fi or Bluetooth
is off.

=20 7%m

Device maintenance

() Send usage and
diagnostic data
Help improve your Android
device experience by
automatically sending
diagnostic, device and app
usage data to Google. This
will help battery life, system
and app stability, and other
improvements. Some
aggregate data will also help
Google apps and partners,
such as Android developers
If your additional Web & App
Activity setting is turned on,
this data may be saved to
your Google Account

l&

Install updates and apps v

By continuing, you agree that this device
may also automatically download and
install updates and apps from Google, your
operator and your device’s manufacturer,
possibly using mobile data. Some of these
apps may offer in-app purchases.

By tapping ‘Accept’, you agree to the
Google Terms of Service. You also
confirm your selection of these Google
services settings. Note: The Google
Privacy Policy describes how data is
handled when using Google services.
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Set up a few more things now, or find them later in
Settings
™M T

Add another email Change font size

account
& @
Add another
Change wallpaper fingerprint
4 [ ] |
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2.6 Switch off extended warranty

I  Warranty Reminder: Turn off the function and tap "Next".

I Invite to give feedback: Turn off the function.

I Share diagnostic data: Turn off the function and tap "Next".
I Inthe next screen tap “Done”.

W0WPRE0 6O - Nows W0WIEO0 SO . [NR ]

v

Extended warranty Sharing is caring
Remember to register your Fairphone 4 ‘We'd like to know what we can do to keep
extended warranty on our website improving your Fairphone Thank you
Enjoy your Fairphone
Warranty reminder m Invite to give feedback
We'll notify you within the next few We'll notify you with some quick
weeks to help you get started. questions about your experience.

This is basic information about your
phone to help us identify issues,
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3 Make settings on the unit

3.1 Install system apps
Swipe the screen once from top to bottom. The control centre opens and the notification area

below it.
I Tap on "Finish setting up your Fairphone 4 5G".

I Tapon "Skip"in the following pages.
I Then the apps are installed/updated.

1356 ' & 0 50%a
08:30 BRO64%E

Google e i ¥
o oo T — 00O
account o

This step is optional. Your personal account

n't be visibl T 5
Wor(tbe vislbie (o yout IT:admin 4 Einrichtung abschlieen 0337 v

Email or phone Benachrichtigungseinst

Forgot email?

Silent
© charging ihis device via UsB ~

Create account

Manage

1] @] < I (6] <

If you then swipe upwards on the Home screen, you will see your apps. If not all apps are there
yet, wait a moment. This may take longer depending on your network connection.

Under certain circumstances, it may be helpful to restart the device. If, contrary to expectations,
not all applications can be found, please contact the Helpdesk.
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3.2 Search for operating system updates

Go to the "Settings" app and tap on “Security”.
Select "Security update".
Tap on "Check for update".

There you will see whether an update is available. Carry out pending updates by tapping on
"Install update”.

10:08 R<o 10:08 RN +0 10:08 [
o e
Recent apps, default apps <«
. .
a Notifications
N Notification history, conversations .
. Your system is up to date
Security _
2 Battery Android version: 12
97% - 50 mins left until full Android security update: 5 April 2023
Securlty status Last successful check for update:
= Storage 09:44
18% used - 105 GE free o Google Play Protect
Apps scanned at 09:43
4 Soun d
Volume, vibration, Do Not Disturb ) Find My Device
No Google Account on this device
@ Display
Dark theme, font size, brightness Security update
5 April 2023
@ Wallpaper
Home, lock screen ’ .
Device security
G  Accessibility Screen lock )
- Display, interaction, audio PIN
8 Security Fingerprint
Sereen lock, Find My Device, app security Fingerprint added
g Privacy Fingerprint Unlock Behavior
Permissions, account activity, personal data Switch on if you prefer to unlock without waking up G
the phone first
® Location
(01 = (B e e Eeerss i e Smart Lock °
| ) [ ] < L [ ] < e u

3.3 Activate Welcome App
Now activate the Welcome App so that you can use all DB Apps.

You can find out how this works and more information about your
‘ [i' smartphone/tablet in the comprehensive instructions for the initial setup at
www.db.de/ae.

3.4 Activate MTD App

The Mobile Threat Defense (MTD) app is automatically installed on your
smartphone/tablet after recovery. To enable it to detect security vulnerabilities on
your device, activate it once:

I Tap the app icon in the "Work"["Business" area.
I Set up the permissions by following the step-by-step instructions here: Setup MTD

For more information on MTD, see the DB Planet page of Endpoint Security.

Congratulations - you have successfully recovered your work smartphone/tablet!
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https://mobileworkplace.deutschebahn.com/manuals/DB-Smartphone-Tablet-setup-10867900
https://db-planet.deutschebahn.com/files/997f6a0d-6dfd-4933-bb84-184f9cb641d6/5136ccb7-31c4-4021-b246-d969454f7dec/Bedienungsanleitung%20Mobile%20Threat%20Defense_Android%20pdf
https://db-planet.deutschebahn.com/pages/eps-endpoint-security-team/apps/content/mobile-threat-defense

