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1 First steps

If there are problems with your smartphone/tablet or if you want to reset it, a factory re-
set is helpful.

1. Before resetting to factory settings, back up your work and private data and
settings. You can find instructions for backing up your data here: > mobilework-
place.deutschebahn.com/mobile-daten-sichern

2. Reset your device.
You have already worked with your smartphone/tablet: go to step a) in chapter 1.1.

You have neither worked with your smartphone/tablet nor activated the Welcome App: go
to step c) in chapter 1.1.

Note: If you have problems with your PC, you can find help on > IT ServiceDesk App.

1.1 Factory Reset

After you have backed up your data, perform the factory reset.
There are different variants, choose the one that suits you best:

a) Reset Smartphone/Tablet in the Digitalshop:
I Open the page > db.de/digitalshop
I Tap on "Inventory data".
I Select "Mobile devices" and choose your smartphone/tablet.
|

Tap on the field "Execute inventory action” and select the action "Mobile device -
EMM device reinstallation” and tap on "Open".

A summary opens. Tap "Add to cart" on the right.
I Then go to the shopping cart, accept the GTC and tap on "Order".
Wait approx. 30 minutes. Your device will be reset automatically.

b) Reset Smartphone/Tablet with the IT ServiceDesk:

I Contact the IT ServiceDesk with the IT ServiceDesk App or on +49 361 430-8200
and ask them to reset the device to factory settings.

c¢) Reset Smartphone/Tablet yourself:
I Go to the "Personal"/"Private" section on your smartphone/tablet and tap on the
"Settings" app.
Tap on "System".
Scroll down further and tap on "Reset".
Select "Reset to factory settings".

You will see a message telling you what will be deleted by the reset. When you have
backed up all your service data, tap the "Reset" button.

I Wait a few minutes, your device will be reset automatically.
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1.2 Start recovery
To be able to use all DB apps on your smartphone/tablet again after a factory reset, follow
the on-screen instructions to set up the device.

During setup, make sure your smartphone/tablet is connected to the internet, otherwise
you will not be able to complete the setup.

I Make sure that your smartphone/tablet is either connected to the power supply or
has a high battery level during the recovery process.

Hi there

ENGLISH (UNITED STATES) «

. @

Emergency call  Wisko settings

I Switch on the smartphone/tablet.
I Check whether the desired language is selected. If not, adjust it.
I Quickly tap ten times on the free area on the screen, not on Start.

DEUTSCH (DEUTSCHLAND) ~

STARTEN

(. @

Nwnat Lirstel Lngen mie
Sehbehinderte
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I The camera opens.

1.3 Scan QR Code
Scan the QR code that suits you. Below you will find the QR codes for:
I Standard devices
I RIM devices
I Group devices
I Multi user devices

QR Code standard devices
I If Wi-Fiis available:
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1 If no Wifi and only mobile data is available:
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Here you will find the QR codes for special devices:

QR Code RiM devices

If Wi-Fi is available:
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I If no Wifi and only mobile data is available:
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QR Code Group Account devices
I If Wi-Fiis available:
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I If no Wifi and only mobile data is available:
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QR Code Multi User Service

I If Wi-Fiis available:

nity at db.de/it-support
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I If no Wifi and only mobile data is available:

) ®
g 2 Eyoy, #
v
Te
- . : -
m el '

If the QR code does not work, you can also find all QR codes here:
> mobileworkplace.deutschebahn.com/QR-Code-PRD
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1.4 Set up WLAN

Next, set up the Wi-Fi.
If you are in a DB building:

S 89%m

-
G

Connect to Wi-Fi

Select a network

€ dbs2

W; dbsamobile

V. dbsawifi

9a sarahhh

-+ Add new network

IP address
Unavailable

MAC address
Unavailable

I Tap on the WLAN "dbs4public".

Welcome to the guest
WLAN WiFi@DB Systel

Use our free WLAN.

After accepting the terms and conditions,
you will have 6 Gbyte with a maximum
bandwidth of 5 Mbit/s at your disposal.
You can use WiFi@ Systel for 11 hours
after registrati

B4 | accept the terms and conditions.

Surf for free now

EE English

Close

I A dialogue opens, accept the terms and conditions.
I Tap on "Surf for free now".
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You are now
successfully unlocked.

In a few seconds you will be automatically
redirected.

Close

I Tap on "Close".

Note: If the connection to the "dbs4public" WLAN fails:

I Tap the "Start" button on the system start screen (see chapter 1.2).
I Then select the WLAN.

If no DB WLAN is available (e.g. because you are at home):
I Tap your personal Wi-Fi.
I Enter your personal login data and tap on "Connect".
I Tap on "Next".
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2 Register smartphone/tablet in the DB

In the next step, your DB smartphone/tablet must be linked to the DB network again
(more precisely in Enterprise Mobility Management, or EMM for short). Follow the instruc-

tions on the screen.

2.1 Connect
I The smartphone/tablet is set up.

20 46%a A0 46%&
This device belongs to your Getting ready for work
organisation setup...
To learn more, contact your IT admin.
°
®
o]
8]

-

I Confirm the following queries with "Next" and, if applicable, "Accept and Continue".
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2.2 Log in with the DB User
I Enter your DB user login details.

A 47%&

Username

efamustermann

Password

112131454617 (8]9]0

%
x

1
1
-~
1
Ly
m
«
%

ABC English (UK)
,

I DB User Login Name: Enter the user name (without spaces, no DB e-mail).

I DB User Password: Type in the password. If you don't remember your password,

you can change it > here.
Then tap on "Next"
I Then tap on "Accept & continue" or "Continue".

The link with the DB network (more precisely, the Enterprise Mobility Management, or
EMM) is started. The necessary apps are installed.
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2.3 Only for Android version 12: Install work profile

The applications (apps) are now installed automatically. This process can take a few minu-
tes. The work profile is then set up

O 47%4

Privacy

Q

Z

Your privacy matters.

VMware Workspace ONE collects information that is
required to provide secure access to your work data and
applications. Below you will find an overview of data
collected by Workspace ONE and Hub to provide optimal
performance, security and support. For information
about how your company handles information collected
by Workspace ONE, please contact your company.

For information regarding the data VMware collects in
connection with your use of this application for product
improvement and other analytics purposes, see the Trust
& Assurance Center and VMware's Privacy Notices.

Contact your company's IT administrator if you want to
find out how to un-enroll your device and discontinue
access to this app.

Device Management

Tap here for an overview of data collected from this
device to provide access to work resources and to
secure company data stored on this device. The data
collected is based on your company’s configuration. Your
company has access 1o this data and some or all of the
data collected may be visible to your IT administrator.

Data Collected by Hub
Tap here for an overview of the data that this app may

| UNDERSTAND

I Agree to the privacy policy by tapping on "I understand".

< Data Sharing

Want an even better app experience?

Help us improve and develop new app features and
functionality that will make you even more productive.

We would like to collect information about your usage
of our app to better understand how users interact with
our apps and how we can improve the app experience.
We analyze this usage data in the aggregate and not in
any way that identifies you. You can change this setting

at any time.

For information about how VMware handles your usage
data if you elect to share this data with VMware, visit
http://www.vmware.com/help/privacy.html

| AGREE

I Select "Not now" on the next page.
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Are you sure?

You can always change this
later in Account->About->Privacy
Settings->Data Sharing

CANCEL

I Then tap on "Do not send" so that no usage data is sent.
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2.4 Create screen lock (password)

I Next, set up a screen lock password for the smartphone/tablet. This is a data

protection requirement for DB:

Create a passcode for your Device
Your device is required to have a password
that satisfies the following conditions
+ Must be at least 6 characters
You will leave this app. You will be

automatically redirected to the Hub
after you set your password

DEVICE SETTINGS

I Tap on "Update device identifier" or "Create device identifier".

Android version 12:

Aktualisieren Sie lhre Kennungen,
um die Anforderungen fhrer
Organisation pu erfiillen.

Gerdeienrung akiualeen r-?'_, ]

I Tap on "Update device identification".
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16:44 Q O B ovn

&  Choose screen lock Q
You can unlock your phone using your fingerprint. For
security, this option requires a backup screen lock

Fingerprint + PIN

Fingerprint + Password

Continue without fingerprint

A
@
| |

I Choose between the three options. Face recognition or fingerprint unlocking is
optional and can be set up later.

I Think of a character string with at least 6 characters (including at least one letter).
Enter it twice in succession and tap "OK".

16:44 @ oo

al

Lock screen

How do you want the lock screen to display?

(O show all notification content

@ Show sensitive content only when unlocked

(O  Don't show notifications at all

I Forlock screen: Activate "Show sensitive content only when unlocked".

I Then tap on "Done". This way, no information is visible to third parties when the
screen is locked.
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2.5 Only for Android version 12: Skip Google services

You will now be asked for a private Google account. This is not required for the installation
and use of the DB Apps. If you want to set up your private account, you can do so later if

necessary.

0 50%4&

Add a personal account to
get more from your phone

Now that your work profile is ready, you can also add
a personal Google Account to access your apps and

=0 51%4

Google
Sign in with your personal
account

This step is optional. Your personal account
won't be visible to your IT admin.

content
Email or phone

Forgot email?

Create account

I Tap on "Next" and then on "Skip".

Device maintenance

() sendusage and
diagnostic data

T8

By tapping ‘Accept’, you agree to the
Google Terms of Service. You also
confirm your selection of these Google
services settings. Note: The Google
Privacy Policy describes how data is
handled when using Google services

I To use the Google Play Store for business apps, it is necessary to accept the Google
Terms of Use. Proceed as follows:

I Send usage data & error reports: Slide the slider to the left to switch off the
function.

I Scroll all the way down and then tap "Accept".
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2.6 Only for Android version 12: Skip fingerprint and face recognition
You don't need to set up facial recognition or a fingerprint to unlock the device.

1218 & B BB *i

®
Unlock with fingerprint

Use your fingerprint to unlock your phone or approve
purchases

Note: Your fingerprint may be less secure than a
strong pattern or PIN

I Tap "Skip" for "Unlock using facial recognition”.
I Then select "More" under “Set up fingerprint”.
I Then tap on "No, thank you".
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2.7 Only for Android version 12: Agree to privacy policy

stemaktualis ierung

Dterachitrerklirung (DSE)

Die Gigaset Commurications GmbH (wir
oder uns oder unser) kann mittels Firmware
ChpgartFadfiir (FOTA) Systemupdales ooer sing
neue Firmreare auf Gigasel Smartphones
aufepislan, Diek geschiaht nach dan
strengen Grundsstzen der suropdischen
Daterschutzgrundwerondoung. Fs wanden
ausschliellich durch Gigaset gepriifte und
fmigegebena Datrien werwendat. Solle aus

rl Baals

B bch Rabe Babenschutr gelesen

I Privacy policy on system updates: Check the box "I have read the privacy policy".
I Tap on "Accept and continue”.

G Ich akreptive S Ladebegrenzung ur

Erhdbung der Ak Leberadauer

=

1 Battery charge limit: Check the box and tap "Next".
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3 Necessary settings

3.1 Search for operating system updates
|

"Settings" app.

0842 ®© O §100%

Display
Wallpaper, sleep, font size

Sound
Velume, vibratien, Do Not Disturb

Storage
39% used - 38.78 GB free

Privacy

Permissions, account aclivity, personal data

Location
On - 4 apps have aceess to loeation

Security
Screen lock, fingerprint

Accounts
No accounts added

Accessibility
Screen readers, display, Interaction controls

Digital Wellbeing and parental controls
Screen time, app timers, bedtime schedules

Google
Services & preferences

System
Languages, gestures, time, backup

Pl © © 0@ © 60 6 006

About phone
Nokia 8.3 56

I Scroll down
I Then tap on "System update".

P » © @ @

Do

and select "System".

0842 o B100%

System

Languages and input
Gboard

Gestures

Date and time
GMT+02:00 Central European Summer Time

Certification

Backup

Reset options
Network, apps or device can be reset

Multiple users
Signed in as Owner

Q

Updated to Android 11
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Go to the "Personal"/"Private" section on your smartphone/tablet and tap on the

I There you will see whether an update is available. Carry out pending updates by
tapping on "Install update”.
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3.2 Activate Wifi Calling
If you have inserted a SIM card in your smartphone/tablet, activate wifi calling:

I Go to the "Personal"/"Private" section on your smartphone/tablet and tap on the
"Settings" app.

16:01 @ O = | ™
Einstellungen

Q Einstellungen durchsuchen

e

© Mobilfunknetz

vodafone.de

SIM-Karten

PN WLAN
DK_Net_EXT

Verbundene Geréte

g Bluetooth, USB, NFC

@

Hotspot und Tethering
Aus

<)

Weitere Netzwerkeinstellungen
Datennutzung

®

Display
Hintergrund, Ruhemadus, Sehriftgrafe

=4 Gesicht

Fingerabdruck

Navigationsleiste

Téne

I Tap on "Mobile network".

16:01 @ O 5 |
< Vodafone.de Q
Mobile Daten a

Datenzugriff Gber Maobilfunknetz

Roaming
Mobile Daten auch bei Roaming nutzen

Datennutzung durch Apps
Datennutzung im Zeitraum 17. Feb. = 16. Mérz: 89,59 MB

4G-Anrufe

Zur Verbesserung ven Sprache und
Kommunikation 4G-Dienste verwenden
{emplohlen)

Bevorzugter Netztyp
2G/3G/LTE (empfohlen)

Anruffunktionen

Wi-Fi calling
Aus

Mobilfunknetz

Netz automatisch auswahlen a

Zugangspunkte (APNs)

I Tap on "Wi-Fi calling".
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16:01 © O = g~ .

< Wi-Fi calling Q

Bevorzugte Anrufeinstellung
Uber Mobilfunknetz anrufen

I Slide the slider to the left.
I Then tap on "Preferred call settings".

16:01 @ A0 |

Bevorzugte Anrufeinstellung

Anruf (iber WLAN
Mobilfunknetz nutzen, wenn WLAN
nicht verfiigbar ist

Uber Mobilfunknetz
anrufen

Bei nicht verfigbarem
Mabilfunknetz WLAN verwenden

Abbrechen

I Select "Calls via WLAN".
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3.3 Activate Welcome App

Now activate the Welcome App so that you can use all DB apps.
I Start the Welcome App in the "Work"/"Business" area.
I Confirm the following messages with "Next".
I Tap on "Start activation®.

Aktivierung Ihrer mobilen
Endgerate

Damit Sie ein mobiies Endgerdt
vollumfangich nutzen konnen, muss es
zunichst aktiviert werden. Das machen Sie
mit Iheen DB User Anmeldedaten.

DB User Anmeldename (keine Email-
Afrane}'

[ efamusiermann

DB User Passwort

1/2 7 &
ABC et Offoen
] ®
I Enter your DB user login name and DB user password in the fields.

I Tapon"Login”.
I Wait approx. 30 minutes. (Please note: sometimes it takes a little longer or a very
long time to activate your device. Please be patient here).
16:54 @ @ WOX = 68%E
Info
o) registered user
janamartell
— Device is registered
You can use all DB apps und
— functions.
Settings
Language N
English
About this app
Legal >
Data protection >
Analytics & Statistics >
Libraries >

Info

I You will see the message "Device is activated” on the Info tab in the Welcome App
and when DB Apps are visible on your device.
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If you receive an error message, activate the device again:
I To do this, go to the Help tab and tap on "Activate again".
I Only then can you download and work with all other necessary DB apps

3.4 Activate MTD App

The Mobile Threat Defence (MTD) app is automatically installed on your
smartphone/tablet after recovery. To enable it to detect security
vulnerabilities on your device, proceed as follows:

15558 7O 0 kel tal i)

PERSONAL

eedeoc

Adobe A.. Authenti.. Calculator Camera  Chrome

Qe e

Clock Contacts Cyber Se.. DB Com.. DB Perso..

==
e @ e Q

DB Planet Evi FS5 Access Files Hub

FETE e

ISLLight IT Servic.. IT Suppo.. meinimp.. Meine DB

<@ ® &
%

meine Le... Niitzlich.. Outlook  Photos

=
Le

Welcome...

b.

Play Store

&1 Turn off work apps

I Tap the app icon in the "Work"/"Business" area.
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We value your privacy

W Browsing history

May Collect

||_;| Pictures, videos and other media files

#s%  Any passwords

(:-,’f Location of your device

.))

Wi-Fi network

Personal emails, documents, contacts or
calendar

@ View our complete privacy policy

Continue

We value your privacy

Don't Collect May Collect

E Device model

£ Operating system

Apps installed

® View our complete privacy policy

You will now see the "Privacy" settings. This screen is for information only. No action is re-

quired
|
|
|

by you.

Don’t Collect: Here you can see which data the MTD app is not allowed to collect.
May Collect: Here you can see what data the MTD app is allowed to collect.
Tap "Continue".

Let's Keep Your Device Protected By
ing The Following Permi

1S

®
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1/3 ALLOWED

Allow Location

Allow access to location to
protect your device from nearby
risky Wi-Fi networks, even when
the app is not in use.

Battery Optimization

To ensure continuous protection
on your device, allow MTD to run
in the background.

Device Storage

MTD settings

Allow all

Maybe Later

@

You can always modify the above permissions in

1424 & ™

< Allfiles access

D o

-
=4

(3
.

2 0O999

Download Manager
74,75 KB

External Storage
65,54 KB

Hub
142 MB

Media
38,26 MB

MTD
160 MB

MTP application
2253 KB

MTP Host
71,17 KB

My Files
3507 MB

Nearby Service
412MB

Personal

11 (@]

[ B

49%a

a

Work

s 8/8l8|v|eiB| B8

1424 %™

< Allfiles access

D o

-
of

£
»

2 O 9 99

Download Manager
74,75 KB

External Storage
65,54 KB

Hub
142M8

Media
38,26 MB

MTD
160 MB

MTP application
2253KB

MTP Host
7117KB

My Files
35,07 MB

Nearby Service
412 MB

Personal

] (@]

slglgig|ajsiaiels

Work
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In the next step, you will be asked to set up some permissions for the MTD app.

I Allow Location: Leave slider to left (not activated).
I Battery Optimisation: Move slider to right (activated).
o This option is mandatory for the MTD app to provide continuous protec-
tion in the background. The tested Battery consumption is minimal.
I Device Storage: Move slider to right (activated).

o This option is mandatory for the MTD app for the detection of Malware
which could spread on your device. This is the only way to provide a
thorough protection.

I Then tap “Maybe Later”

You will now see the following screen:

DEVICE IS SECURED

K CHECKS

Apps Device

LAST 1 DAY T 1DA

4 Scans 284 Device
Scans

Network

LAST 1 DAY
2.96K Wi-Fi
Scans

I The activation is now complete. The MTD app will now detect threats on your
smartphone/tablet.

I Detailed step-by-step instructions: > Setup MTD.
More information about MTD on the DB Planet page of > Endpoint Security.

Congratulations - you have successfully restored your work smartphone/tablet!

You can find more information about your smartphone/tablet under Set up in the Willkom-
men app.
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