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1 First steps

If there are problems with your smartphone/tablet or if you want to reset it, a factory re-
set is helpful.

1.

2.

Before resetting to factory settings, back up your work and private data and
settings. You can find instructions for backing up your data here: > mobilework-
place.deutschebahn.com/mobile-daten-sichern

Reset your device.

You have already worked with your smartphone/tablet: go to step a) in chapter 1.1.

You have neither worked with your smartphone/tablet nor activated the Welcome App: go
to step c) in chapter 1.1.

Note: If you have problems with your PC, you can find help on > IT ServiceDesk App.

1.1 Factory reset

After you have backed up your data, perform the factory reset.
There are different variants, choose the one that suits you best:

a) Reset Smartphone/Tablet in the Digitalshop:

Open the page > db.de/digitalshop
Tap on "Inventory data".
Select "Mobile devices" and choose your smartphone/tablet.

Tap on the field "Execute inventory action” and select the action "Mobile device -
EMM device reinstallation” and tap on "Open".

A summary opens. Tap "Add to cart" on the right.
Then go to the shopping cart, accept the GTC and tap on "Order".
Wait approx. 30 minutes. Your device will be reset automatically.

b) Reset Smartphone/Tablet with the IT ServiceDesk:

Contact the IT ServiceDesk with the IT ServiceDesk App or on +49 361 430-8200
and ask them to reset the device to factory settings.

c¢) Reset Smartphone/Tablet yourself:
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Go to the "Personal"/"Private" section on your smartphone/tablet and tap on the
"Settings" app.

Tap on "General administration".

Scroll down further and tap "Reset".

Select "Reset to factory settings".

You will see a message telling you what will be deleted by the reset. When you have
backed up all your service data, tap the "Reset" button.

Wait a few minutes, your device will be reset automatically.
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1.2 Start recovery

To be able to use all DB apps on your smartphone/tablet again after a factory reset, follow
the on-screen instructions to set up the device.

During setup, make sure your smartphone/tablet is connected to the internet, otherwise
you will not be able to complete the setup.

I Make sure that your smartphone/tablet is either connected to the power supply or
has a high battery level during the recovery process.

I Switch on the smartphone/tablet.

© 45%4

Welcome!

4 )

Tap 10 times

\_

-
J

I In the installation help tap ten times on the screen, do not tap Start.

© 46%4
Deutsch (Schweiz)
Eesti
English (Australia)
English (Canada)
English (India)
English (Ireland)
English (New Zealand)
English (Philippines)
English (South Africa)
English (United Kingdom) v
English (United States)

Espaiol (Espana)
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I Check whether the desired language is selected. If not, adjust it and tap on "Next".

O 46%&

g
I-u &J

Scanning for a QR code...

I The camera opens.

1.3 Scan QR Code
Scan the QR code that suits you. Below you will find the QR codes for:
I Standard devices
I RIM devices
I Group devices
I Multi user devices
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QR Code standard devices
I If Wi-Fi is available:
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Here you will find the QR codes for special devices:

QR Code RiM devices

If Wi-Fi is available:
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I If no Wifi and only mobile data is available:
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QR Code Group Account devices
I If Wi-Fiis available:
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I If no Wifi and only mobile data is available:

DB Systel GmbH | More questions and answers in the IT support community at 7db.de/it-support

10


https://db.de/it-support

QR Code Multi User Service

I If Wi-Fiis available:

nity at db.de/it-support
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I If no Wifi and only mobile data is available:

) ®
g 2 Eyoy, #
v
Te
- . : -
m el '

If the QR code does not work, you can also find all QR codes here:
> mobileworkplace.deutschebahn.com/QR-Code-PRD
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1.4 Set up WLAN
Next, set up the Wi-Fi.
I If you are in a DB building:

©89%m

-
Q

Connect to Wi-Fi

Select a network

. dbs2

¥ dbs4public

W: dbsawifi

9a sarahhh

-+ Add new network

IP address

Unavailable

MAC address
Unavailable

I Tap on the WLAN "dbs4public".

Welcome to the guest
WLAN WiFi@DB Systel

Use our free WLAN,

After accepting the terms and conditions,

you will have 6 Gbyte with a maximum

bandwidth of 5 Mbit/s at your disposal.
Fi@DB Systel for 11 hours

I accept the terms and conditions.

Surf for free now

SE  English

Close

I A dialogue opens, accept the terms and conditions.
I Tap on "Surf for free now".

DB Systel GmbH | More questions and answers in the IT support community at 7db.de/it-support


https://db.de/it-support

You are now
successfully unlocked.

1n a few seconds you will be automatically
redirected.

Close

I Tap on "Close".

Note: If the connection to the "dbs4public" WLAN fails:

I Tap the "Start" button on the system start screen (see chapter 1.2).

I Then select the WLAN.

If no DB WLAN is available (e.g. because you are at home):
I Tap your personal Wi-Fi.

I Enter your personal login data and tap on "Connect”.
I Tap on "Next".

Have you connected via mobile data? Go directly to point 2.1.
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2 Register in the DB corporate network

In the next step, your DB smartphone/tablet must be linked to the DB network again
(more precisely in Enterprise Mobility Management, or EMM for short). Follow the instruc-
tions on the screen.

2.1 Connect
The smartphone/tablet is set up.

0 46%a 0 46%a
This device belongs to your Getting ready for work
organisation setup...
To learn more, contact your IT admin.
®
°
o)
°

-

I Confirm the following queries with "Next".
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2.2 Log in with the DB User

I Enter your DB user login details.

0 47%a 0 47%a
Username
efamustermann
Password
............ ©
Enroliment is in progress...
e
NEXT
=) @

ABC English (UK) . 6o

DB User Login Name: Enter the user name (without spaces, no DB e-mail).

DB User Password: Type in the password. If you don't remember your password,

you can change it > here.
I Then tap on "Next".
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2.3 Work profile
The applications (apps) will now be installed automatically. This process can take a few mi-
nutes. The work profile is then set up.

0 47%8 0 47

Set up a work 8
profile
Creating
One device, two different profiles Work prOﬂ |e
’ Work app icons are marked with

a badge so you can tell them
apart from your personal apps.

Balance your work and life

Pause your work hen you're done for the
i B
a

Check our Samsung Knox Privacy Policy 1o see how we
manage your data

I Tap "Agree" to set up the work profile.
I Then tap on "Next" (this step may not be available for you).

8730 47%4

Privacy

Q

2

Your privacy matters.

VMware Workspace ONE collects information that is
required to provide secure access to your work data and
applications. Below you will find an overview of data
collected by Workspace ONE and Hub to provide optimal
performance, security and support. For information
about how your company handles information collected
by Workspace ONE, please contact your company.

For information regarding the data VMware collects in
connection with your use of this application for product
improvement and other analytics purposes, see the Trust
& Assurance Center and VMware’s Privacy Notices.

Contact your company's IT administrator if you want to
find out how to un-enroll your device and discontinue
access to this app.

Device Management

Tap here for an overview of data collected from this
device to provide access to work resources and to
secure company data stored on this device. The data
collected is based on your company’s configuration. Your
company has access 1o this data and some or all of the
data collected may be visible to your IT administrator.

Data Collected by Hub
Tap here for an overview of the data that this app may

| UNDERSTAND

I On the next page, agree to the privacy policy by tapping "I understand".
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< Data Sharing

Want an even better app experience?

Help us improve and develop new app features and
functionality that will make you even more productive.

We would like to collect information about your usage
of our app to better understand how users interact with
our apps and how we can improve the app experience.
We analyze this usage data in the aggregate and not in
any way that identifies you. You can change this setting

at any time.

For information about how VMware handles your usage

data if you elect to share this data with VMware, visit
http://www.vmware.com/help/privacy.html

| AGREE

I Select "Not now" on the next page.

Are you sure?

You can always change this
later in Account->About->Privacy

Settings->Data Sharing

CANCEL

I Tap on "Do not send" so that no usage data is sent.
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2.4 Only for Android version 11: Skip Google services

|Android version 10, 12 & 13: Jump to point 2.5. |

You will now be asked for a private Google account. This is not required for the installation

and use of DB Apps, so skip the setup. If you want to set up your private account, you can

do so later if necessary.
0 50%&

Add a personal account to
get more from your phone
Now that your work profile is ready, you can also add

a personal Google Account to access your apps and
content

©
e

I Therefore, tap on "Next".
20 51%&

Google

Sign in with your personal
account

This step is optional. Your personal account
won't be visible to your IT admin.

Email or phone

Forgot email?

Create account

=

<

I Then tap on "Skip".
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To use the Google Play Store for business apps, it is necessary to accept the Google Terms

of Use. Proceed as follows:

=20 7%E

~
9

Google Services

Tap to find out more about each service,
such as how to turn it on or off later. Data
will be used according to Google's Privacy

Policy.

Location

Q  Uselocation v
Allow apps and service:
with loc

on to

ove location accuracy
and location-based services

Q  Allow scanning v

2n when Wi-Fi or Bluetoott

I Use location: Slide the slider to the right and tap "More" to see the other settings.

O 71%a

Device maintenance

() send usage and
; . v
diagnostic data
Help improve your Android

device experience by
automatically sending
diagnostic, device and app
usage data to Google. This
will help battery life, system
and app stability, and other
improvements. Some
aggregate data will also help
Google apps and partners,
such as Android developers
If your additional Web & App
Activity setting is turned on,
this data may be saved to
your Google Account

|&

Install updates and apps v

By continuing, you agree that this devil
may also automatically download and|
install updates and apps from Googlefour
operator and your device’s manufactu
possibly using mobile data. Some of tifese
apps may offer in-app purchases.

o

By tapping ‘Accept’, you agree to the
Google Terms of Service. You also
confirm your selection of these Googld
services settings. Note: The Google
Privacy Policy describes how data is
handled when using Google services. Y L

I Send usage data & error reports: Slide the slider to the left to switch off the

function. Then tap on "Accept”.
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2.5 Create screen lock (passcode)

Now set up the screen lock for the smartphone/tablet. This is a data protection require-
ment at DB:

8 7=.050%s

Create your device
password
Your device is required to have a
password that satisfies the following
conditions

+ Must be at least 6 characters
TIP
You will leave this app. You will be

automatically redirected to the Hub after
you set your password

CREATE PASSCODE

I Tap on "Create passcode” (this step may not be available for you).

A0 81%a

< Screen lock type
L]

Patterr e
PIN
M m-high security
Password
High security
None [}
Biometrics
Face »
Fingerprints »
<

I On the next page, select between "Password" or "PIN".

I Think of a character string that has at least 6 characters. Enter it twice in
succession.
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Note: If the WLAN symbol is gone during the installation, wait a few minutes and the de-
vice will connect automatically.
For Android version 12 & 13:

2O 50%4
< Notifications
On «
12 f’,.S 12:45
Icon only Deta

[ Settings 13.45

Transparency

—9

Auto-reverse text colour

tification text based on @)

Hide content

For notification: Activate "Hide content"” and then tap "Done". This way, no sensitive infor-
mation is visible when the screen is locked.

With Android version 11:

0 51%&

®

A few legal items to review

Your data will be used according to our Privacy Policy.

End User Licence Agreement
Details

Sending of Diagnostic Data (optional
Details

| have read and agree to all of the abdve.
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Accept the terms and conditions of the Samsung company. Check the "End user
licence agreement" box and confirm by clicking "Next".

2.6 Skip Google Services

| Android version 11: lump to point 3.1. ]

You will now be asked for a private Google account. This is not required for the installation
and use of the DB Apps. If you want to store your private account, you can set it up later if
necessary.

I Therefore, tap on "Next".
0 50%4

Add a personal account to
get more from your phone
Now that your work profile is ready, you can also add
a personal Google Account to access your apps and

content

I Then tap on "Skip".

=0 51%8

Google

Sign in with your personal
account

This step is optional. Your personal account
won't be visible to your IT admin.

Email or phone

Forgot email?

Create account
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With Android 12:

=0 80%8
Date and time
Adjust if needed.
Berlin 7
MT+01:0C
Mon, 27 Dec 2021 e
08:26 ae
Next

<

I Confirm the current time with "Next".

To use the Google Play Store for business apps, it is necessary to accept the Google Terms
of Use. Proceed as follows:

O 7%

P
L >4

Google Services

Tap to find out more about each service,
such as how to turn it on or off later. Data
will be used according to Google's Privacy

Policy.

Location

©  Uselocation v
Allow apps and services .
with location permission to
use your device’s location.
Google may collect location
data periodically and use this
datainan anonymous way
to improve location accuracy
and location-based services.

©  Allow scanning v
Allow apps and services to @
scan for Wi-Fi networks and
nearby devices at any time,
even when Wi-Fi or Bluetooth

is off.
More

I Use location: Slide the slider to the right and tap "More" to see the other settings.
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O 71%a

Device maintenance

(6]

&

Send usage and

4 i v
diagnostic data
Help improve your Android

device experience by
automatically sending
diagnostic, device and app
usage data to Google. This
will help battery life, system
and app stability, and other
improvements. Some
aggregate data will also help
Google apps and partners,
such as Android developers
If your additional Web & App
Activity setting is turned on,
this data may be saved to
your Google Account

Install updates and apps v

By continuing, you agree that this device
may also automatically download and
install updates and apps from Google, your
operator and your device’s manufacturer,
possibly using mobile data. Some of these
apps may offer in-app purchases

By tapping ‘Accept’, you agree to the
Google Terms of Service. You also
confirm your selection of these Google
services settings. Note: The Google
Privacy Policy describes how data is
handled when using Google services.

[=]

I Send usage data & error reports:

Slide the slider to the left to switch off the

function. Then scroll all the way down and then tap "Accept".

2.7 Agree to Samsung terms and conditions
The apps offered by Samsung for installation are not required for official purposes.

Weitere Apps auswahle

Samsung Calculatar

€} samsung Global Goals

O
0
O
O
0
O

Samsung Internet Browser

m Samsung Members

On the next page, do not select any apps and tap "OK" at the bottom. You can
install them later if necessary (you may not have this step).
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0 51%a

®

A few legal items to review

Your data will be used according to our Privacy Policy.

Q End User Licence Agreement I
Dasils
Sending of Diagnostic Data (optional)
Details
| have read and agree to all of the above.
-
<

Check "End user licence agreement" and confirm with "Next".

Android version 13:

0921 4@ - L boeg

Entdecke und
installiere tolle Apps

Tippe auf Fortfahren, um tolle Apps filr
Dein Gerat zu entdecken. Alle Apps sind
KOSTENLOS!

Jetzt fertigstelien

In the "Discover and install great apps" window, select "Later" in the top right-hand
corner.
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App-Setup verlassen?

Sind Sie siches, dass Sie die Einrichtung der Apps
thres neuen Geriits aufschieben mochten?

I A dialogue appears. Tap on "Yes" there.

I The installation of Knox E-FOTA starts
Knox E-FOTA is used by DB system administrators to release Android updates. In this way,
current updates that have been checked for compatibility can be automatically installed on
your smartphone/tablet. You don't have to do anything, the installation can take a few
minutes.

11180@ @ «

LEREY 13 - 3 % 4 87%8

Knox E-FOTA

Haftungsausschluss |
Knox E-FOTA ist ein fir SAMSUNG
Unternehmen entwickelter | Knox E -FOTA

Firmware-Management-Dienst, der
von SAMSUNG zur Verfiigung gestelit
und von lhrem IT-Administrator
verwaltet wird. Falls Knox E-FOTA auf
Ihrem Mobilgerat lauft, beginnt das

F Update p vd der
Richtlinie Ihres IT-Administrators. thr |
Gerat kénnte die Firmware unabhingig
von Netzwerkbedingungen oder

Zeit herunterladen und installieren
Firmware-Management wird von Ihrem
IT-Administrator zur Verfigung gestelit
und Ihr IT-Admini ist rtlich ® Updated

fir samtliche damit verbundenen etzte Andenung w
Angelegenheiten. SAMSUNG ist nicht
verantwortlich fir Firmware-Updates,
unter Fir Do Software-Update
und Installation. Bitte kontaktieren Sie strte Oberpriung am
bei samtlichen Problemen in Bezug auf
F Ihren IT-Ad

Client-Status

Priifen

Kampagneninformationen

| A525F Latest
| ® Active
Knox E-FOTA wird heruntergeladen und N
die Richtlinie wird angewendet..0% Zeitraum
3

Ziel-Software

Bedingungen zum Software-Download
Netzwark Any (Wi-Fi, Mobvie of Ethernet)

When the update is complete, close E-FOTA and continue to chapter 3.
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3 Make settings on the unit

3.1 Only for Android version 11: Skip configuration mobile radio

Android version 12: jump to point 3.2.
Android version 13: jumps to point 3.4.

The configuration of the mobile radio is not necessary. Therefore, skip the messages for
creating a mobile phone tariff.

I Tap on "Cancel".

0945 L »

Search for your new mobile plan?

If you've signed up for a new mobile plan,
you can search for it and then add it to your
phone.

° Do not show again

Search
I Then tap on "Done".

09458 ° & =0 70%8

< SIM card manager

SIM cards

eSIMs
-+ Add mobile plan

Preferred SIM card

More SIM card settings

1] (@] <
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3.2 Install system apps

Swipe the screen once from top to bottom. The control centre opens and the notification
area below it.

13:47 2 A0 51%a
Fri, 24 Dec <&
Device control Media output

& Finish setting up your Galaxy S21 Ultra 56 v
Just a few more steps

& Upload your photos to OneDrive 1119 v
Sync and access on any device.
' Completing setup 13:4¢ v

Notification settings  Clear

1 (@] <

I Tap on "Finish setting up" (depending on the device, the device type is listed here).

13:56 ' & 0 50%a

Google

Sign in with your personal
account

This step is optional. Your personal account
won't be visible to your IT admin.

Email or phone

Forgot email?

Create account

1] (@] <

I Then tap on "Skip" in the following pages.

Android 11: Tap "Do not copy" in "Copy apps and data".
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3.3 Skip Samsung Account Setup
A Samsung account is not required for your business smartphone/tablet.

09:46 * & =0 70%a
09:46 L & =0 70%a

Skip out on all this?
e

s Cloud
Samsung account bl s

Get extra storage and share data across
devices.

o
b Bixby

A new way to interact with your phone

Sign in to get top games from the
Galaxy Store

Galaxy Themes
Customise your phone.

4

Find my mobile
a Find your lost phone and keep your data
secure

Samsung Pass
Pass A simple and secure way to sign in with
fingerprints.
Email or phone number ‘ Galaxy Store

Get exclusive apps for your phone.
Find ID Create account
(v ] Secure Folder

Keep your personal files and apps secure

Samsuna Members

=) e

I 0 <

I Tap "Configure manually" and then "Do not copy".
I Tap "Skip" for the multiple queries.

If you have a personal Samsung account and want to use it, you can register it or set it up
later.
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3.4 Switch off the Bixby button

The power button starts the Bixby voice assistant by default. For security reasons, this
must be deactivated:
Swipe the screen twice in succession from top to bottom. The control centre opens.

2RO 49%a

Fri, 24 December
worl (\

Device control Media output
Quick S Dex Smantv Nearby St
Eyecomfort  Darkmode Don Scan O
shield disturd i
Work profile

{1 o <

I Tap the power icon.

O

Power off

;I)

Restart

A

Emergency mode

Side key settings

I Select "Side key settings".
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1358 L @B - A0 49%a
< Side key

Double press [ @)
(® Quick launch camera

Open app

Press and hold

Wake Bixby

I ® Power off menu I

How to power off your phone

I Change the function to "Power off menu".

3.5 Activate Welcome App

Now activate the Welcome App so that you can use all DB apps.
I Start the Welcome App in the "Work"/"Business" area.
I Confirm the following messages with "Next".
I Tap on "Start activation®.

Aktivierung lhrer mobilen
Endgerate

Dami Sie ein mobies Endgerdt
vollumfangich nutzen konnen, muss es
zuniichst aktiviert werden. Das machen Sie
mit Iheen DB User Anmeldedaten.

DB User Anmeldename (keine Email-
Advanae

[ ctmustermann

DB User Passwort

I Enter your DB user login name and DB user password in the fields.
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>

I Tapon"Login”.

16:54 @ @ WX 68%a

Info

o registered user

janamartel]

= Device is registered
You can use all DB apps und

functions.

Settings

Language
guag N

English

About this app
Legal

Data protection >

Analytics & Statistics >

Libraries >

I Wait approx. 30 minutes. (Please note: sometimes it takes a little longer or a very
long time to activate your device. Please be patient here).

I You will see the message "Device is activated” on the Info tab in the Welcome App
and when DB Apps are visible on your device.

If you receive an error message, activate the device again:
I To do this, go to the Help tab and tap on "Activate again".
I Only then can you download and work with all other necessary DB apps
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3.6 Activate MTD App

The Mobile Threat Defence (MTD) app is automatically installed on your
smartphone/tablet after recovery. To enable it to detect security vulnerabi-
lities on your device, proceed as follows:
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&1 Turn off work apps

I Tap the app icon in the "Work"/"Business" area.
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We value your privacy

W Browsing history

May Collect

||_;| Pictures, videos and other media files

#s%  Any passwords

(:-,’f Location of your device

.))

Wi-Fi network

Personal emails, documents, contacts or
calendar

@ View our complete privacy policy

Continue

We value your privacy

Don't Collect May Collect

E Device model
£ Operating system

.
sum Apps installed

® View our complete privacy policy

You will now see the "Privacy" settings. This screen is for information only. No action is re-

quired

by you.

Don’t Collect: Here you can see which data the MTD app is not allowed to collect.

May Collect: Here you can see what data the MTD app is allowed to collect.

I Tap "Continue".
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In the next step, you will be asked to set up some permissions for the MTD app.
I Allow Location: Leave slider to left (not activated).
I Battery Optimisation: Move slider to right (activated).
o This option is mandatory for the MTD app to provide continuous protec-
tion in the background. The tested Battery consumption is minimal.
I Device Storage: Move slider to right (activated).

o This option is mandatory for the MTD app for the detection of Malware
which could spread on your device. This is the only way to provide a
thorough protection.

I Then tap “Maybe Later”

You will now see the following screen:

DEVICE IS SECURED

K CHECKS

Apps Device

4 Scans 284 Device
Scans

Network

LAST 1 DAY
2.96K Wi-Fi
Scans

The activation is now complete. The MTD app will now detect threats on your smart-
phone/tablet.

I Detailed step-by-step instructions: > Setup MTD.
I More information about MTD on the DB Planet page of > Endpoint Security.

Congratulations - you have successfully restored your work smartphone/tablet!

You can find more information about your smartphone/tablet under Set up in the Willkom-
men app.
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