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1 Welcome t the DB world: Enter the digital DB world!

Glad you decided to go with a DB smartphone/tablet!

With this guide, we'll help you get set up and give you an overview of all the topics related
to your smartphone/tablet to get you started.

The most important app for the initial setup is the Welcome App! There you will find all
the important information about your smartphone/tablet, for example:

smartphone/tablet for the first time
Information about your device
Useful links for working in the DB world

I How to set up and restore your r &“
‘ Welcome App
I

So take a look and keep up to date!

Note: If your smartphone/tablet is not yet set up, ask a colleague to open the Welcome
App on their device.
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2 Unpacking the smartphone/tablet

Have you received your new smartphone/tablet? First check that your name is on the
package and that you have received the right package. To do this, compare the order - if
the assignment is incorrect, ask your cell phone manager.

Is everything there?
I Smartphone or tablet

I SIM card letter (sent by Vodafone, ask your
cell phone manager if necessary)

I Instructions, warranty card, handover
document, terms of use and the tool for
inserting the SIM card

I If ordered: Accessories such as charging
cable, protective cover and power bank

The first steps - we'll help you!

You will receive a printed flyer with your smartphone/tablet. This will help you with the
initial setup! Further information can also be found here: > www.db.de/ae.

I > db.de/mobile-setup

I > db.de/mobile-restore

Here we go

As the setup of your smartphone/tablet differs slightly
depending on the model, we have described the initial
setup separately in the next section.

Choose the right instructions for you:

Kurzanleitung I Samsung/Nokia/Gigaset (p. 7)
1 iPhone/iPad (p.14)
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3 Requirements for the initial setup

3.1 Activate DB user

An activated DB user is required to set up your smartphone/tablet.
The DB User provides free access to many Group applications.

What is the DB User?

The DB User is the user account for all employees in the DB Group. It consists of a self-
chosen password and an automatically generated login name. You will receive the login
name after successfully activating your DB User account.

How do I activate the DB User?

The DB user is activated once together with a sponsor. You set a password for this. You
can find out how this works and who your sponsor is here:
> https://db-planet.deutschebahn.com/pages/db-user/apps/content/konto-aktivierung

After successful activation, you will receive a PDF document with your DB User login
name.

How do I change my DB user password?

If you can't remember your password, you can change it > here.
Or follow the instructions in chapter Fehler! Verweisquelle konnte nicht gefunden werden.
"Help via the Welcome App".
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4 Initial setup Samsung/Nokia/Gigaset

4.1 Insert SIM card

There is a small compartment on the top or side of your
smartphone/tablet.

I Open the compartment with the tool. You will find it in the
packaging of your device.

I Pull out the card holder and insert the SIM card.

I Insert the card holder back into the smartphone/tablet.
Gigaset:

I Open the back of your device.

I Then insert the SIM card in the top right-hand corner.

4.2 Switch on
Connect your smartphone/tablet to the power supply using the power adapter.
I Press the "On" button.

I  When the device has booted up, it will ask you for a PIN. This is the PIN for the
SIM card that you have just inserted into the device.

This is how you get the PIN:
I Open your SIM card letter from Vodafone.

I Peel off the foil. There is a PIN and a SuperPIN
underneath.

I Enter the PIN in the input field of your
smartphone/tablet and confirm with "OK".

4.3 Note for KVE Business devices

Do you use a KVE Business smartphone/tablet? Then switch to > db.de/mobile-restore
now.

I Select the appropriate recovery instructions for your device.

I Go to point 1.2 "Start recovery".

I Follow the steps to set up your device.

I Then jump back to these instructions to complete the initial setup.

4.4 Unlock
Next, unlock the smartphone/tablet:
I Swipe your finger across the screen once.
I Enter the following password: DB-Device2019
I Confirm the entry, you will now see the home screen of your smartphone/tablet.

Attention: Be quick when entering the password, otherwise the screen will switch off after
a short time.
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4.5 Change screen lock

The screen lock is a personal password or humber

combination that you set yourself to make your Passwords must have at least

12 characters and contain at least

smartphone/tablet secure. 3 out of 4 of the following: Upper case
letters, lower case letters,
In the next step, change the screen lock and set a digits, special characters.

new password or number combination. Pay atten- . -

tion to the data protection and usage information in A PIN must contain at least 6 digits
P g and must not be an ascending or de-

chapter 10. scending sequence of digits.

In addition, a so-called "biometric lock" can be set up. This unlocks the smartphone/tablet
using fingerprint or facial recognition.

We will show you how to set up the screen lock in the next section, first for the
smartphone and then for the tablet.

16:31 Fr,, 26. Okt. o v
7 = g
3 & O
57% Autom.

Samsung/Nokia smartphone

I Go to the "Settings" area.

I Tap on the "Settings" app in the "Personal"/"Private" area.
I Or swipe your finger down from the top edge of the screen.
I A bar with icons opens.

Tap on the cogwheel in the top right-hand corner.
You will see a menu with various selection options.
Tap on "Lock screen" and select "Lock screen type".

Enter your current screen lock. For the first time, this is the password from step
Unlock 4.3 (DB-Device2019)

Select "PIN" or "Password".
Enter a new password or PIN. Remember it well!

If you want to set up biometric security:
I Under "Biometric data", select "Fingerprints" or "Face".
I Scan your fingerprint or face. Follow the instructions displayed on the screen.

Gigaset smartphone & all tablets:
I Go to the "Settings" app in the "Personal"/"Private" area.
I Tap on "Security" and then on "Screen lock".

I First enter your current device password.
This is the password from step 3 (DB-Device2019) the first time.

I Select "No, thank you" in the following selection and tap "Next".
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Enter a new password or PIN. Remember it well!
If you want to set up biometric security:

Tap on "Biometric data and security":

Select the "Face recognition" field here.

Enter your current device password/PIN.

Follow the instructions. The device will now scan your face (note: if you wear
glasses, you must remove them during the scanning process).

When facial recognition is set up, a notification appears.
Confirm the message "Fast face recognition" with "OK".

4.6 Notes for the daily switch-on

When switching your smartphone/tablet on and off, you must always do the following in
future:

I Unlock the SIM card with the SIM PIN from the SIM card letter from Vodafone.

I Unlock the smartphone/tablet with your personal password/personal PIN. Or the
device can recognize you using your fingerprint/face.

If you have already switched on the device, only unlock it in between using fingerprint or
facial recognition.

4.7 Activate

r 1 To use all DB apps, first activate your smartphone/tablet via the Welcome
App. You only have to do this once.

Important: To activate a tablet, first establish a VPN connection. We will
show you how to do this in chapter 7.5.

557 @@ -0 567
To activate the Welcome App, proceed as follows: = a) e
I Todo this, go to the home screen and swipe upwards with
your finger. [| mmmm——
B Tap on "Work/Business" at the bottom right or top right.
I Tap on the "Welcome App".
I Confirm the following messages with "Next" and "Start".
I Tap on "Start activation".
I Enter your DB User login details. These are your DB User
login name and your DB User password. —
I Forgot your password? Change it > Password self-service. W
I Enter both in the two empty fields and tap on "Log in". Start activation

Login with DB User and DB User
password.

Wait approx. 30 minutes.

Note: Sometimes it takes a little longer or a very long time to acti- Het

vate your smartphone/tablet. Be patient here.
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Your device is activated!
Congratulations! You can see that the activation was successful from the message in the
"Info" tab in the Welcome App and from the fact that DB Apps are visible on your device.

If the following message appears, the activation was successful. You can exit the app.

= Device is registered
You can use all DB apps und

functions.

Activation failed?
I Activate the device again.

I To do this, go to the Welcome App and select the "Help" tab at the bottom right.
I Then tap on "Reactivate the device".
|

Only then can you download and work with all other necessary DB apps.

4.8 Activate MTD app

The Mobile Threat Defense (MTD) app is automatically installed on your
smartphone/tablet after activation. To enable it to detect security vulnera-
bilities on your device, activate it once. Proceed as follows:

I Tap on the app icon in the "Work"/"Business" area.

15550 *O 0 & LeRedal i
Redeo c
o S 1 [

Adobe A.. Authenti.. Calculator Camera  Chrome

. e¢d

Clock Contacts Cyber Se.. DB Com.. DB Perso.

B @ @d QO

DB Planet EvI F5 Access Files Hub

FETE e

ISLLight IT Servic.. IT Suppo.. meinimp.. Meine DB

@& F &

meine Le.. MTD Niitzlich.

P, & o

PlayStore  Teams  Welcome...

&l Turn off work apps
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0 0o

We value your privacy We value your privacy

Browsing history B Device model

B 3

Pictures, videos and other media files £ Operating system

#%%  Any passwords

T X
H Apps installed

Personal emails, documents, contacts or
calendar

< IRl

Location of your device

D)]

Wi-Fi network

@ View our complete privacy policy ® View our complete privacy policy

You will now see the "Privacy" settings. This screen is for your information only, you do
not have to do anything here.

1 Collection not permitted: Here you can see which data the MTD app is not allowed
to collect.

Collecting allowed: Here you can see what data the MTD app is allowed to collect.
Tap on "Continue”.

1424 & ™ & A 49%a 1424 5™ o= 49%a

< Allfiles access Za < All files access =

o

Download Manager

«© Download Manager
@ e‘ 74,75KB e 74,75 KB D
. . External Storage External Storage
Let's Keep Your Device Protected By Q 6554 KB ¢ «© m 6554 KB ¢ ©
Allowing The Following Permissions
Hub Hub
1/3 ALLOWED (?- 142 MB () ("- 142 M8B D
Q Allow Location Media @) Media @)
Allow access to location to * 3826MB ®* 3826MB
protect your device from nearby @
risky Wi-Fi networks, even when
the app is not in use. Q ?2(1;38 » ‘ Q pMID «©
‘ 160 MB
. MTP application MTP application
D + Battery Optimization m 2253 Kspp «© e 2253 Kgpp «©
To ensure continuous protection .
on your device, allow MTD to run MTP Host MTP Host
in the background. @ 08! [ @) ° 0S! [ @)
®  7117KB & 7117KB
" My Files My Files
@ Device Storage ) Q 35%7 o «© - 35){}, o «©
You can always modify the above permissions in Nearby Service Nearby Service
@ ety © @ .5 -
Allow all
Maybe Later Personal Work Personal Work
- -
1 @) < il (@] <

In the next step, you will be asked to set up some permissions for the MTD app.
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Allow location: Leave the slider on the left (deactivated).

I Battery optimization: Move the slider to the right.
This option is mandatory so that the MTD app can ensure continuous protection
in the background. The battery consumption is minimal.

I Device memory: Move the slider to the right and enable access for the MTD app
in the following window.

o This option is mandatory for detecting malware that spreads on the de-
vice memory. This is the only way we can guarantee complete protection.

I Then tap on "Maybe later".

DEVICE IS SECURED

Network

2.96K Wi-Fi
Scar

You will now see the following screen:
Activation is complete. The MTD app now detects threats on your smartphone/tablet.

I Detailed step-by-step instructions: > Setting up MTD.
I More information about MTD on the DB Planet page of > Endpoint security.

4.9 Take off: "Log in on the mobile device"
You will need the following items to set up your DB smartphone/tablet for the first time:

I SIM card & SIM card PIN
You need the SIM card to make calls with your smartphone/tablet. You will find
the SIM card and PIN in the Vodafone letter that you receive in advance.
You have to enter the SIM PIN every time you switch on and it always remains
the same. If you have forgotten it, look > here.

I Password for the screen lock
The screen lock is a personal password or a personal combination of numbers.
This protects your smartphone/tablet from unauthorized access.
When unlocking for the first time, the password is "DB-Device2019".
Then set a new PIN or password and remember it well.
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DB User login name & DB User password
You need your DB User login name and DB User password to log in to many DB
apps/websites.

o The DB user login name consists of first and last name.

o You set the DB user password vyourself during activation.
If you no longer know your password, change it > here.

Note: Some tools, such as Atoss, have their own passwords. You can save these in the
"Keepass2Andriod" app (see chapter 9.4).

To set up your new DB smartphone/tablet, proceed as follows:

Insert the SIM card

Switch on the smartphone/tablet
Think about a new screen lock

Open and activate the Welcome App
Open the MTD app and set it up

To do this, follow the "Quick guide for the quick guide for initial setup of mobile
DB device". You received this together with your new smartphone/tablet. Or open it at >
db.de/mobile-setup.
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5 Initial setup iPhone/iPad

5.1 Switch on
Connect your iPhone/iPad to the power supply. S
I Press the On button.

I After a short moment, the iOS setup assistant starts and
"Hello" appears on the screen.

Swipe your finger upwards across the screen to start.
Select a language and the country.
Tap on "Set up manually".

5.2 Note for KVE Business devices

Do you use a KVE Business iPhone/iPad? Then switch now to oo o can el
> db.de/mobile-restore.

I Select the recovery instructions for iPhone/iPad.
I Go to point 1.3 "Start recovery".

I Follow the steps to set up your device.

I Then jump back to these instructions to complete the initial setup.

5.3 Link DB usets
Establish a connection to the Internet:
I In a DB building: Select "dbs4public" and accept the terms and conditions.

I Use another WLAN or mobile data: Connect via your private Wi-Fi or mobile data.
You may need to enter your private login details here.

.. . <
I The device is now activated and managed remotely.

In the next step, tap on "Next":
Remote Management

"DB Systel GmbH" will sstamatically eanfigure
yaur iPhone.

YWhat does Remote Managemant da?

Remote management enables the administrator of
“DB Systel GmbH" to sat up email and network
atcounts, install and configure apps, and manage
this iPhana's settings,

I Tap on the small red arrow pointing downwards and select "Login data and SMS
one-time password" as the login method.
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Enter your DB user credentials:

Logon with BKL account and one-time
pasaward via mobile number

”~

M

Username {e.g. BKU, DB User | mo E-Mail address)

Password |e.g BEU}

\

J/

5.4 Receive SMS one-time password

In the next step, you will be asked to enter the SMS one-time password. This was sent to
the cell phone number linked to your DB user. To retrieve the one-time SMS password,

proceed as follows:

Please note: In order to receive the SMS, your cell phone number must be linked to your
DB user. You can check whether the correct cell phone number is stored > here and

Insert your SIM card into another smartphone. Use your old or private device or

that of a colleague.

You will receive the one-time password by SMS.
Enter the SMS one-time password in your new iPhone/iPad and tap on "Sign in"
The iPhone/iPad is now configured.

change it if necessary.

If the correct cell phone number is stored and you still do not receive a password by SMS,
you have probably entered your login details incorrectly in the Link DB user step (section
5.2). Then go back to Link DB user (section 5.2) and try again.

If the link does not work on your iPhone/iPad, try it on a colleague's device.

5.5 Insert SIM card

Take the SIM card from the other (old) smartphone and insert it into your new iPh-

one/iPad. Proceed as follows:

There is a small compartment at the top or on the side of your device that you open
with the tool provided.

Insert the SIM card there and go to the "Create screen lock" step.

5.6 Creating a screen lock

The screen lock is the code you will use to unlock your iPhone/iPad in the future. You will
now be asked to secure your iPhone/iPad. Think of a new, six-digit code for this.

After activating the iPhone/ iPad, set up unlocking with face recognition (FacelD) if re-

quired:
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Enter the code twice in succession.

Tap on "Next".

In future, always use this personal code when switching on and unlocking your

iPhone/iPad.
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I Go to the iPhone/iPad "Settings" and select "FaceID & Code".

I Enter your personal code.

I Tap on "Add FaceID" and follow the instructions on the screen.

5.7 Activate location services

In the next step, activate the location services. This is necessary so that the exact time is

displayed on the iPhone/iPad. Tap on "Activate location services".

the installation!

You can set the location services sepa-
rately for each app after completing

5.8 Check for update

In the next step, check whether an iOS operating system update is available.

I Open the "Settings" app.

Settings

This iPhone Is supervised and managed by DB Systel GmbH
Learn more about device supervision

Sign in to your iPhone

Set up iCloud, the App Store, and more

Airplane Mode
Wi-Fi Isengart
Bluetooth On
W Cellular

B Notifications

m Sounds & Haptics

c Do Not Disturb
Screen Time

@ General

a Control Center

Display & Brightness

Tap on "General".

£ Settings General £ General

9:41

Software Update

About Automatic Updates

[ Software Update

AirDrop
AirPlay & Handoff

i0S13.5.1
CarPlay Your software is up to date

iPhone Storage

Background App Refresh

Date & Time
Keyboard

Fonts

Language & Region

Dictionary

VPN Not Connected

Device Management Device Manager

Then tap on "Software updates”. If a new software version is displayed here, install

1t.

I To ensure that your iPhone/iPad is always up to date, activate the "automatic

updates” function.
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5.9 Activate
To use all DB apps, first activate your smartphone/tablet. You only need to
do this once. Proceed as follows:

I Open the Hub app. It is installed on your iPhone/iPad by default.

Privacy

Q
J

Your privacy matters,VMware Workspace ONE
collects information to provide secure access to
your work data and applications. Below you will
find an overview of data collected by Workspace
ONE and Hub to provide optimal performance,
security and support. For information about how
your company handles information collected by
Workspace ONE, please contact your company,

For information regarding the data VMware
collects in connection with your use of this
application for product improvement and other
analytics purposes, see the Trust & Assurance
Center and VMware’s Privacy Notices.

Contact your company’s IT administrator if you

want to find out how to un-enroll your device and
discontinue access to this app

Data collected by Hub

| understand

I Tap on "I understand" after reading the privacy policy.
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10:08 =5

Datenfreigabe

Sie wollen ihr Benutzererlebnis noch weiter
verbessern?

Helfen Sie uns, besser zu werden und neue
Anwendungsfunktionen zu entwickeln, die Sie
noch produktiver machen.

Wir wiirden gerne Daten zu lhrer Nutzung
unserer Anwendung sammeln, um mehr Uber die
Interaktion zwischen Benutzern und Anwendung

und Verbesserungsmoglichkeiten zu erfahren.
Wir analysieren diese Benutzerdaten gesammelt,
ohne dass sie dadurch identifiziert werden
kénnen. Sie kénnen diese Einstellung jederzeit
andern.

Informationen Uber die Behandlung Ihrer
Nutzungsdaten, wenn Sie sich entscheiden,
diese mit VMware zu teilen, erhalten Sie unter

Nicht jetzt

Tap on "Not now".

In the next step, tap on "Do not send" in the data sharing dialog.
Give the Hub app permission to send you messages.

You will then be taken to the app overview:

14:15 al T8

@

Categories

Alle Apps
Websites
Mohile Apps

Empfohlen
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I Tap on "Support" at the bottom right.
10:06 = s 17:07 Tm
@ < Support Device Details
Support Mobile ]
Hilfreiche Ressaurcen >
@ swol
Meine Gerate DEVICE INFO
. Device Identifiers
5. I Sync Device
(o Last Seen 19. Jul 2023 at 17:07

Kontakt

E-Mail
B2 dhb.systel.helpdesk@deutschebahn.c

Enroliment Enrolled
am
. Compliance Compliant
) Protkolle an Konsole senden
Network Connected
Notifications Synced
uNG
¢ £ = Q 2 e
v vt - ==} =] o
Forveu

I Tap on your iPhone/iPad under "This device".

I Then tap on "Synchronize device" to register your iPhone/iPad within the mobile
DB world.

After activation, the device starts to install the relevant apps. This process can take a few
minutes as the installation depends on the network connection.

5.10 Activate MTD app

The Mobile Threat Defense (MTD) app is automatically installed on your
smartphone/tablet after activation. To enable it to detect security vulnera-
bilities on your device, activate it once:

SIM fehit =

® Authenti... F5 Access Wilkommen... DB Planet

1 Start the app by tapping on the app icon.
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07:07 ol = I

< Privacy Policy

&

We value your privacy

Don‘t Collect

May Collect

Browsing history

0
L@ Pictures, videos and other media files

07:07 ol 7 0D

< Privacy Policy

@&

We value your privacy

m Device model

¢  Operating system

%% Any passwords EEE Apps installed

Personal emails, documents, contacts or
calendar

('/x Location of your device
-

Wi-Fi network

@ View our complete privacy policy @ View our complete privacy policy

D CGEETTEED

You will now see the "Privacy" settings. This screen is for your information only, you do
not have to do anything here.

1 Collection not allowed: Here you can see which data the MTD app is not allowed
to collect.
Collecting allowed: Here you can see what data the MTD app is allowed to collect.
Tap on "Continue".

11:06 Te

&

Let's Keep Your Device Protected By
Allowing The Following Permissions

0/1 ALLOWED

.))

Local WiFi Network
Evaluate the connected network
and inform you if the network is
safe or not

You can always modify the above permissions in
MTD settings

| Maybe Later |
—

In the next step, you will be asked to set up some permissions for the MTD app.
I Local WLAN network: Leave the slider on the left (deactivated).
I Then tap on "Maybe later".
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09:38 al T E

DEVICE IS SECURED

162 CHECKS

Apps Device
LAST 1 WEEK LAST 1 WEEK
29 Scans 60 Device Scans

Network
LAST 1 WEEK

73 Wi-Fi Scans

You will now see the following screen:
Activation is complete. The MTD app now detects threats on your smartphone/tablet.

I Detailed step-by-step instructions: > Setting up MTD
I More information about MTD on the DB Planet page of > Endpoint security.

5.11 Take off: "Log in on the mobile device"

You will need the following items to set up your DB smartphone/tablet for the first time:

I SIM card & SIM card PIN
You need the SIM card to make calls with your smartphone/tablet. You will find
the SIM card and PIN in the Vodafone letter that you receive in advance.
You have to enter the SIM PIN every time you switch on and it always remains
the same. If you have forgotten it, look > here.

I Password for the screen lock
The screen lock is a personal number combination. It protects your
smartphone/tablet from unauthorized access.
Think of a six-digit code that you can use to unlock your iPhone/iPad in future
and remember it well.

I DB User login name & DB User password
You need your DB User login name and DB User password to log in to many DB
apps/websites.

o The DB user login name consists of first and last name.

o You set the DB user password yourself during activation.
If you no longer know your password, change it > here.
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Note: Some tools, such as Atoss, have their own passwords. You can save these in the
"Keepass2Andriod" app (see chapter 9.4).

To set up your new DB smartphone/tablet, proceed as follows:

Switch on the smartphone/tablet

Insert your SIM card into another smartphone/tablet.
Receive the SMS one-time password

Insert the SIM card into your new DB smartphone/tablet
Think about a screen lock

Activate in the hub app

Open the MTD app and set it up.

To do this, follow the quick guide for the quick guide for initial setup mobile
DB device. You received this together with your new smartphone/tablet. Or open it at >
db.de/mobile-setup.
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6 Business and private content

These instructions are aimed at all smartphone/tablet models. We therefore differentiate
in some places between:

I Samsung/Nokia/Gigaset
I iPhone/iPad

The biggest difference is how private and business content is separated on the
smartphone/tablet:

I With Samsung/Nokia/Gigaset, business content and
apps are saved in an extra "Work/Business" area.
You can recognize business apps by a suitcase icon
on the app icon and a grey suitcase icon a.® e top
right next to the battery icon.

I With iPhone/iPad there is no visible separation of
business and private content. You should therefore
observe a few rules (page 27).

In this guide, we have compiled a few tips on using apps to
ensure that business and private data are not mixed. Always
stick to the rule:

Only use business apps for business work!

6.1 Manage elements on home screens

Only with Samsung/Nokia/Gigaset

DB Apps that you use every day, e.g. the business camera app, can be dragged to the start
screen. This is how it works:

I Press and hold the app
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I A small window opens above the app. Tap on "Add to start".

I Drag the app to the left until it appears on the correct home screen for you.
(Note: your device usually has several home screens).

1O GeaEe «

I Let go of the app, the app is now on the desired home screen.

Notes on groupings
I Press and hold the app.
I Drag the app to another app and then let go.

SN GERRe

Suchen : Suchen

QAQe Q=

DBPlanet  PowerApps SharePoint Microsoft 365 DBPlanet  PowerApps Officetools  Willkommen
(office) App.

LnQAQEQ@AAQ

Willkommen  OneDrive Hub F5 Access OneDrive Hub F5 Access
App

Arbeit Personlich Arbeit

< 1] <

I A group or folder is formed.
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153N pEEEe -

Ordnername Officetools

+ @ + ®

QQ Qe

ShareRoint Microsoft SharePoint Microsoft
365 (Office) 365 (Office)

DB Planet  Officetools Willkommen  OneDrive

App.

Hub F5 Access

Arbeit

<

I If you want to add more apps, drag them onto the group.

6.2 Distinguishing between business and private

A business use is when you
I start your service via an app.
I or open the current roster.

Private use is, for example
I Watch Netflix
1 Listen to Spotify
I Create a Google Account
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Please note: It is not always possible to make a clear distinction between business and
private use. Therefore, always think carefully about what you are using your
smartphone/tablet for.

Samsung/Nokia/Gigaset

708 LA R A 1648 Mo, 15.Jull T B /NTO4%E
Q Apps finden
c' C) & g e l i ~va 2
Wilkommen App Fotos Uhr F5 Access. Gmail Hub @ Q % @ ”
Chrome  EigeneDatelen  Glerie Hub Kamera Kontakte
PRIVAT GESCHAFTLICH
e o . [ DB 3 3 1
IR Al C = & 2 @ Q@
Adobe Acrobat  Authenticator Chrome  Cyber Securty DBCasino DB Compliance Payitcall 8vn Eaos Uhe X S Outiook
== 58]
OB s B e & @
=2 @ a7y
- - “a 2 - - 0%
o o8] bE o8 Y
DBNavigator  DBPDF DBPlanet DB Questions =Y F5 Access [Fa)

@ & & Q0 FH e

Files Folos  HROnlneSan. Hub ISLLight  ITSenviceDesk
]
® ° o ]
s v, w, !zz_. w7, s
Kamera Kontakte ~ menimpuisfee.  MeineDB  meine Leistung MTD

e & b @ % @

Niitzliche Links  Outlook Play Store Rechner Teams Wilkommen App

IS) Geschaftiiche Apps pausieren

View Nokia View Samsung

This is how you switch to the "Work/Business" area:
I Swipe your finger upwards on the home screen.
I Tap on "Work" or "Business" at the bottom right.
I You can now see all your work apps.

The only exception: The Phone app can be used for both business and private calls. For
business calls, tap on your business "Contacts app", select a business contact and tap on
the handset symbol.
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iPhone/iPad

On your iPhone/iPad, private and work data are only separated in the background. There
is therefore no visible separation of business and private content. Therefore, observe the
following instructions when using apps so that business and private data do not get mixed

up:

E-mail: The "Outlook" app is used exclusively for business purposes. For private
use, use other services such as Gmail etc.

. Messenger: Use the apps from the hub app (e.g. Teams) for business communi-
* cation. WhatsApp is not provided via the hub app. Only use it for your private
contacts.
Camera: For business photos, use the OneDrive app, which saves photos directly
m to OneDrive. The camera app should only be used for private use.

Internet: Set Safari as the default browser. When using other browsers, an
error may occur when opening links to DB websites.

6.3 Download DB Apps

Download business apps with the DB icon via the Hub app in the "Work" or "Business" sec-
tion.

r \ Only apps that you can download from the Hub app comply with DB's secu-
rity regulations. With Samsung/Nokia/Gigaset, they are automatically stored
‘ in the work area when they are installed.
Apps for private use can be installed if required. Use your private Google/Apple account
or create a new one and observe the terms of use of the device.

6.4 Take off: subdivision private/business + grouping of apps

Your business smartphone/tablet is a so-called enterprise device.

Personal apps Work-related apps
( ::’ £ ( ::j_
- T, -
) '!_’}

Including Play Store, Gallery

You can find apps for your job on Samsung/Nokia/Gigaset in the "Work/Business" section.
The apps are marked with a case:

Only use business apps for business work! Some apps are available for both business and
private use. Decide very consciously which one you use for your particular purpose.

DB app that you use every day can be dragged to the home screen.
You can also group apps to gain a better overview of your DB apps.
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7 Further settings

In the next step, we will show you how you can customize your smartphone/tablet so that
it provides you with the best possible support in your day-to-day work.

7.1 The operating system

The operating system forms the basis for your smartphone/tablet. It is the user interface
on which apps and software are then installed.

Your Samsung/Nokia/Gigaset runs on the Android or Android One operating system. You
can see which operating system version your smartphone/tablet has here:

Open the "Settings".
i Scroll to "Phone info"/ or "About the phone".

Tap on "Software information". The currently installed Android version is now
displayed here

Your iPad/iPhone runs on the iOS operating system. You can see which operating system
version your iPhone/iPad has here:

I Open the "Settings".
I Tap on "General".
I Tap on "Info". The currently installed iOS version is now displayed here.

7.2 Quick access/ Control center

Samsung/Nokia/Gigaset
Change the brightness, switch off Wi-Fi or open the settings on your smartphone/tablet?
You can find these functions in the so-called "Quick access™:

I Swipe down once with your finger from the top edge of the screen.
I A bar with icons opens - quick access

18:59 Do., 25. Okt. Q v
2. = [\§ o
3 ® O
57% Autom.

Here you can switch functions of your smartphone/tablet on and off by tapping, for exam-

ple:

WLAN Mobile data Sound
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Set the brightness of the screen:

I Tap on the bar in quick access and move the dot to the desired brightness.
I Do you want the screen brightness to adjust automatically? Check the "Auto" box.

Or tap on the small sun symbol with the A next to it.

There are even more functions in quick access. To see them, swipe
your finger from top to bottom across the screen again. More icons
will appear, e.g. the flashlight.

You can find more settings via the "Settings" app. This
is located in your "Personal"/"Private" area.

¥ monitor ael

Device control

Connecto
Potronum

Flight
mode

saving

BFIN = 21%8
Q O =
Tue, 11 April
work fraffic i your work profi
Media output
Mute Bluetooth Porvont
Torch Mobile ‘Mobile
data Hotspot
Location  Linkto Windows ~Screen recorder

(@]
A
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iPhone/iPad
Change the settings via the so-called "Control Center":

I Swipe downwards on the display from the top right corner
(note: on some models you have to swipe upwards from
the bottom instead).

The control center opens.
Now you can adjust the brightness or volume, among
other things.

I To close the control center again, swipe up from the
bottom edge of the display or tap on the display.

You can find more settings via the "Settings" app.
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7.3 Take Off: Manage apps on the home screen:

Create folder (group)
I Tap on an app or shortcut.
I Hold it down.
I Drag the app or shortcut to another one. Then let go.
I If you want to add more apps to the folder, drag them onto the group.

Rename folder (group)
I Tap on the group you want to rename.
I Then tap on the suggested folder name.

I You can also tap on one of the suggested names at the top of the keyboard or enter
the desired name.

Move apps/ folders

On your smartphone/tablet, you can move apps and folders within a screen view or from
one side of the screen to the other:

I Tap on the app and hold it down a little longer.
I Then tighten the app to where you want it to go and let go.

Move apps to the home screen
Samsung/Nokia/Gigaset smartphone:
I Tap and hold an app.
I Drag apps directly from the "Work"/"Business" area to the home screen.

Samsung/Nokia/Gigaset Tablet:

I All apps are displayed in a general overview; it is not possible to drag apps directly
from the folder.

To do this, swipe once across the center of the screen and then to the left.
Then you will see all the business apps.
From there you can move them anywhere.

Q QD

OneNote  Authenticator  Meine DB

DB Word PowerPoint
Reisekosten
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7.4 Connect to the Internet

DB-WLAN: INTERNET AND SERVICES IN GERMANY'S LARGEST MOBILE
WI-FI NETWORK

I Connect to the DB WLAN (dbs4mobile) at DB locations.

I This protects your data flat rate and establishes a secure network
connection at the same time.

Select the correct DB WLAN.
Then activate WLAN in the quick access of your smartphone/tablet.
Enter the DB user login data, the device will connect automatically the next time.

Note: To use the DB WLAN, you must first order the "DB Secure Network Access
Mobile Device" product via the digital store.

Public WLAN

The data security of your smartphone/tablet is a particular problem wherever
public Wi-Fi is offered.

I Onlylogin via DB WLAN or your private WLAN at home

I avoid using third-party, unsecured WLAN networks.

I Also make sure you use the right WLAN when making your selection
I Always observe the general safety regulations of DB.

About mobile data - your data flat rate

If there is no DB WLAN nearby, use the Internet via the mobile data. Depend-
ing on your contract, Deutsche Bahn will provide you with a data volume with
which you can use the Internet free of charge.

I Assoon as 80% of this data volume has been used up in the current
month, you will receive an SMS notification.

I You will be asked whether you would like to add more data volume.
I Please note that this will incur additional costs for DB.

Your Vodafone contract - Elfe (electronic telecommunication in-
voice)

Once a month, you will receive a statement for the Vodafone con-
tract for your smartphone/tablet. You will receive it by e-mail from
the sender ELFE@deutschebahn.com. You will need an extra password to open the state-
ment. You will receive this once by e-mail. Keep the password in a safe place. Important:
You do not have to pay anything, the statement is for documentation purposes only.

ELFE

The offline mode (flight mode)

You have the option of activating offline mode or flight mode in the quick ac-
cess menu of your smartphone/tablet. Please note, however, that this will de-
activate all communication functions. This also means that no updates will be
carried out and you will not receive any DB messages. Therefore, think carefully about
when to set flight mode.
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7.5 F5 Access - Establish VPN connection

VPN is the abbreviation for Virtual Private Network and describes an Inter-
net connection that cannot be viewed by unauthorized persons. At DB, we use CC:-%
"F5 Access" to establish a VPN connection. This gives you secure access to

Deutsche Bahn's corporate network. In addition, some apps can only be used
with an active VPN connection, e.g. the DB HR Online or ASES and E-Time.

Set up the VPN connection:
I Open the "F5 Access" app in the "Work/Business" section of .
1 If applicable, agree to the terms and conditions and authorize the sending of

messages.

F5Access F5 Access

DB Intranet . DB Intranet . &

CONFIGURATION \ CONFIGURATION

n . Allow F5 Access to make and manage

P:fﬁipnected \ P:fi‘i?"eCTEd phone calls?

@@ connect \ @@ connect — Allow I
Deny

I Under Configuration, tap on "DB Intranet" and then on "Connect". A VPN
connection to the DB network is established.

I Allow calls to be made and managed in the next dialog - Select "Allow".

A\ F5 Access

FS Access needs to r 2 ﬂ e ———

access certificate F 1

CN=EfaMustermann, Choose certificate Connection request

S=f47e53adf222b0b462b7905

e8adc0e76c18938d4b7" from The F5 Access app has requested a certificate. F& Acoess wanis o sef up a VPN

device credentials storage S:::if;ngnahcg:tf:‘;:"fm"a':é'i:e"?g’;’u‘l’s{eem's sonneclian that allows it Lo manitoe

Plea select certificate = 1eTwodk Iraffic. Only sccept IF you Trest

CN=EfaMustermann, CN=EfaMustermann, S=f47e53.. the seurce

S=f47e53adf222b0b462b79 @ N=EfaMust nn,ST=f4 1222}
4c0e76c18938d4b7 162b7905e8a4c0e76c18938d4b7,C=G2 O appears al the lop of your Soreen

229001}
1M 1 L

when VPH I8 active

an uch "Allow" to grant
access to the certificate on the Select Canoel K

following screen l : I :

Then allow the F5 Access certificate by tapping on "Allow".
Tap on the certificate that ends with C=G2.

Then tap on "Select".

Then confirm the connection request with "OK".

The VPN connection is now set up. Tap on "Disconnect" as soon as the connection
is no longer required and close the app.
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Note: A permanently active VPN connection leads to high battery consumption. Therefore,
only switch it on when you really need it.

7.6 Take Off: Certificates & VPN connection

Why do I need a certificate on my smartphone/tablet?

To access certain DB apps and websites on your work smartphone/tablet, you must iden-
tify yourself. This works via a so-called certificate. The certificate then lets the app or web-
site know that you are authorized.

How do I get the certificate?

Which apps can be found where? Certificates are automatically stored on your device.
When you open an app for the first time, you only have to select the certificate once and
you will then be logged in.

— -
Choose certificate

The F5 Access app has requested a certificate.
Choosing a certificate will let the app use this
identity with servers now and in the future

CN=EfaMustermann, S=f47e53..

Deny Select
_{

Your certificate always contains your first and last name.

What is the F5 Access app?

The F5 Access app establishes a secure VPN connection between your smartphone/tablet
and the DB intranet. This is because certain mobile apps and websites require this access
in order to establish a connection.

The F5 Access app is automatically installed on your smartphone/tablet. The app icon
looks like this:

C=

The app is automatically installed on your smartphone/tablet.
On iPhone/iPad you will find it on the home screen.
On Samsung/Nokia/Gigaset you can find them in the "Work"/"Business" section.

7.7 Improve battery life

I Updates can only be installed on your smartphone/tablet if the battery is charged
to more than 20%.

I If updates are not installed, you may no longer be able to use your
smartphone/tablet at some point.

I Therefore, always charge the battery sufficiently!
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This will save your battery:

I Switch off services that are not constantly used, e.g. Bluetooth, VPN (F5) and the

GPS function.
I Do not charge the device overnight

Do not expose it to extreme temperatures - too cold or too warm
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7.8 Setting up an answering machine
Your smartphone/tablet has an answering machine (mailbox), which you set up as follows:

As soon as someone has left you a message on your voicemail, it will
be displayed in your call list. Tap on the handset to see it.

Tap on the Phone app.
Tap on Contacts.

Call your mailbox. To do this, tap on "Mailbox" in the contact
list under M.

A voice menu tells you exactly what to do and in what order.
Enter your own greeting text.

D

7.9 Deactivate advertising ID
This note only applies to Android smartphones/tablets.

Google creates a so-called advertising ID for every Android smartphone/tablet by default.
The advertising ID is used by Google to create a profile based on your behavior on the In-
ternet and your preferences. This allows personalized advertising to be displayed on your

smartphone/tablet.

Group Privacy recommends deactivating this advertising ID. This is the only way to pre-

vent a profile from being created.

Proceed as follows:

The advertising ID is now deactivated and it is no longer possible to create a profile.

Open the settings on your smartphone/tablet.
Tap on Google and then on Work/Business.
Select ads.

Tap on Delete advertising ID

Confirm by tapping on Delete advertising ID.

More information about the advertising ID can be found on DB Planet here: > #Mo-
bileWorkplace
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8 The most important apps for the start

8.1 Hub App - Download new apps

The most important apps are already installed on your device.

Service apps: Download via the hub app. DB-specific apps such as DB FASSI-MOVE or DB
Baudoku and many others are only available for download there.

)

You can download private apps on your Samsung/Nokia/Gigaset via the PlayStore in
the private area.

On your iPhone/iPad, you can download private apps via the AppStore. Please note that
you must first set up an Apple ID.

A

[]
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8.2 The Welcome App

r 1 The Welcome App contains instructions for setting up and restoring, regula-
tions and other links relating to your smartphone/tablet. You can find more
information about the Welcome App and its functions here: > DB Planet

how to do this here:

Take screenshots

A screenshot is a photo of your screen. This means that the con-
tent currently displayed on your screen is captured and saved as
an image.

iPhone/iPad: Take screenshots as usual by pressing the side
button and the volume up button at the same time.

Samsung/Nokia/Gigaset: You can take a screenshot with the
usual button combination by pressing the "Volume Down" button
and the "On/Off" button together for a few seconds. However,
this picture will then end up in your private picture gallery on
your smartphone/tablet.

To take screenshots in the workspace that are saved in your
work image gallery, use the Welcome App!
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14:26 O T 18%0

.

Welcome

s >
Mobile Workplac

Your Samsung is managed:by.

E—_}E Messages

0 unread messages

32 Open QR code scanner

Take a screenshot

i

38


http://www.db.de/itservicedesk
https://db-planet.deutschebahn.com/pages/mobile-workplace/apps/content/willkommen-app

Activate screenshot function

When using the screenshot function for the first time, the app requires some authoriza-
tions.
We explain how to set these in the following or in the video instructions
(> Enable screenshots):
I Open the Welcome App.

I Tap on "Take screenshot" on the start page.

Nachrichten o o
E—JE] 1 ungelesene Nacheich . < Appear on top -
-
89 QR-Code Scanner dffnen Microsoft i .
[0 € s e e | o o, MewswsOfice)
' My Files ©
=, Willkommen App
@ © ~a
® oo
@ o F Arbeit
\“ - / k o / e S\iTiung account ©
. Displ th - Speech Recognition and Synt.. g
Screenshots in the isplay over other 5 7w o
work area apps
— e Stream I
In order to create screenshots in the work Give the Welcome App the permission to
area, you have to allow the permissions in display functionality over other apps. . Teams B
the system settings of your device. Important: Here you must be in the work ‘: 403 ME S
area.
£ 0 oo o PRy ParTy L: Welcome App E

Word

Close Close

-

Tap on "Next" for the first query.

In the next step, give permission for the Welcome App to access photos, media
and files. This is the only way the screenshots can be saved. To do this, tap "Next"
at the bottom right.

I Alist of your apps will open. Go to the Work/Business section and scroll to the
Welcome App and move the slider to the right.
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Then tap on the system arrow at the bottom right to return to the Welcome App.

Take a screenshot

Tap on the red camera button - called =

bubble - to take a screenshot. The Aufnehmen oder Streamen mit der
App "Willkommen App” starten?

Die App “Willkommen App" erhilt Zugriff auf alle

ga’”ery Of the WOl'k area’ a]'low recording Informationen, die auf deinem Bildschirm

sichtbar sind oder von deinem Gerat

screenshot will be saved in the picture

in the next dialogue.

N

Close

Tap "Next" again at the bottom right.
You will be asked if you agree to take a screenshot of the content, tap on "Start

now-.

After tapping the "Start now" button, the red camera button will appear
on your screen.

A screenshot is then created immediately.
The query appears every time you tap on the bubble.

The function can also be opened via the system notification:

Swipe your fingers across the screen from top to bottom.
You see your system notifications.

Open the Welcome App notification and tap on "Bubble on".
The screenshot is saved in the company's image gallery.
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Push notifications

You will receive push notifications for new software updates or anything else that affects
your device via the Welcome App. For example, we will inform you about the distribution
and automatic installation of software on your smartphone/tablet.

All information about the Welcome App can be found here: > #MobileWorkplace.

You can find your messages here:

I Open the Welcome App. You will see the message area on the start page.
I If you have a new message, you can recognize it by the small red number next to
"unread messages".
I To read messages, either tap on the "Messages" area at the top center or on the
"Messages" tab at the bottom:
120 B0 4Tl 18%8 Nachrichten & Nachrichtendetails ® W
Welcome
RN E] Alle Nachrichten @ Hi_nweis zum Verbot der
E__J ) [;__J privaten Nutzung
/ / rund um dein DB Smartphone SR
/ S 2 aktualisiert: 09.07.2024 o
Mobile Workpl Hinweis zum Verbot der
Your Samsuing is managéddh privaten Nutzung Wihrend der Arbeitszeit ist eine private

Nutzung nicht zulassig (gemaR L.01.01.02
Arbeitsanweisung ,Einsatz digitaler

EJ@ Messages

Arbeitsmittel auf Betriebsstellen).

0 unread messages

32 Open QR code scanner

Start

E> I

Take a screenshot

=° =)

Nachrich.. Nachrich...

You can find more information here: Welcome App: Receive messages
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Scan QR codes 1426 P

Welcome

QR codes are black and white squares. They are an electronically
readable code. A special reader decodes this code and takes you

directly to an application or to further information. - l
[ .
You can scan official QR codes using the Welcome App on your ?Ilgl':"ik:vVo:kp
smartphone/tablet:
I Open the Welcome App. g Semew
I Tap on "Open QR code scanner" and allow the app to take
pictures and videos.
I A small window will open where you can scan the QR R —
code. To do this, position the QR code in the rectangle.
I After the code has been scanned, you will be redirected to

the website.

8.3 Microsoft Authenticator App

The Microsoft Authenticator app enables two-factor authentication. You can
use the app to prove your identity by confirming it in the app.

After setting up the smartphone/tablet for the first time, the app is already in-
stalled and your account is set up within the app.

If your account is not stored in the app, you can set this up yourself in the activation pot-

tal:

> https://db.de/authenticator.

Note: If you already have a DB smartphone/tablet and now want to set up the Microsoft
Authenticator app on your new device, proceed as follows:

Do not take the old device out of service yet! You still need it to set up the
Authenticator app on the new device.

Open the page > https://aka.ms/Setupmfa on your old device or a laptop.
Log in with your DB e-mail address and select your certificate.
A number will be displayed.

Open your Authenticator app on your old device and confirm the login by entering
the number.

As soon as you have logged in, select the "Authenticator app” option via the "Add
login method" button.

Now continue with your new smartphone/tablet and follow the instructions.

You can then use the Authenticator on your new smartphone/tablet and reset your
old smartphone/tablet.
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8.4 Send and receive e-mails s with the Outlook app

You can send and receive your business emails with Outlook. Before you can get started,
you need to make a few settings.

I Do you have questions about writing and sending emails? On > ITfit you will find
useful tips and instructions on how to use Outlook.

Set up Outlook/ Create e-mail account
I Go to your "Work/Business" area and tap on the Outlook app.

I Your e-mail account should already be automatically stored - then tap on "1
account found".

If your e-mail account is not registered, tap on "Create new account".

In the next step, select your e-mail address by tapping on it so that a tick appears
behind it and then click on "Next".

4 Apeounts found ek

&l v TR
a stern@idmischehahn. com =
Praxwnrd Required
Prisucy gnd Teims

Welcome to Outlook

SEIP THIS ADCOUNT

CREATE MEW ACCOUN

Samsung/Nokia/Gigaset:

I Select the correct certificate* in the query. This begins with CN and your first and
last name and contains "Office 365", i.e. CN=FirstNamelLastName- Office356, ...
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I Tap on the certificate and then on "Select".

Choose certificate

The Authenticator app has requested

a certificate. Choosing a certificate

will let the app use this identity with

servers now and in the future. The app

has identified the requesting server as
dbsw-login.service.deutschebahn.com:443,
but you should only give the app access to the
certificate if you trust the app.

CN=EfaMustermann, S=f47e53..

Deny Select

I Your e-mail account will now be set up.
I You can confirm the next two windows with "Maybe later" and "Skip".

iPhone/iPad:

Tap on "Open Authenticator" for authentication.
Next, select the "Office365" certificate.

Confirm the two queries with "Enable" (so that e-mail synchronization can work)
and with "Allow".

I You will then be asked for another account. Tap on "possibly later" and close the
last query with "Skip" until you reach your inbox.

Your emails will now be loaded. This process may take a few minutes. You can then read
and write emails.

Set up e-mail signature

An email signature is a mandatory component of business email communication. It appears
at the end of an email and must contain certain information by law, such as the company
name and the official registered office of your DB company.

You can find the text for your e-mail signature in DB's central telephone directory, the so-
called "EVI".

How to get your e-mail signature from EVI:
I Open the EVI app in your "Work"/"Business" area
I You will now see the mobile EVI view.
E‘ I Tap on the menu at the top left and then on "The new EVI".
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People Finder

My Profile

Maintainable Profiles

KBV IT

New E\

Help and Feedback

Running in Chrome

The new EVI view opens.
I Tap on the three lines next to your profile picture at the top right.
I Then tap on "My e-mail signature"

16:07 ca &8 WmON =0 82%n 15:37 @ WmoX =0 83%n

EVI &) Env = EVl E) ENv ‘ %

[search in Person Search D Person Search

More filter C’ Organizational structure

EVI - Elektronische Verzeichnis
Information My Profile

Are you looking for one of these offers?

My business card
DB InfraGO Address Book A

My E-Mail Signature

‘ Maintainable Profiles A

The "My e-mail signature" page opens.
Your personal signature is in the gray field. Copy it by tapping on the "Copy" field
at the bottom.

I Then close My EVI.
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My E-Mail Signature ®

Use this page to display your E-Mail Signature
and to transfer it to your E-Mail Client.

Additional mandatory parts of the signature
are automatically attached to all e-mails for

external recipients. Because of this only the
content shown here should be transferred to
your email application.

Delivery-Team Mabile Workplace
Solutions (MWS), TO.IP D-T-347

DB Systel GmbH
Jirgen-Ponto-Platz 1, 60329 Frankfurt
a. Main

Festnetz:
Mobil:

MS Teams: Chat | Call

I (® Copy ||

Insert the signature in Outlook:

I Open the Outlook app in the "Work"/"Business" area

There is a small circle with an icon or your profile picture at the top left. Tap this.
An overview of your e-mail folders will open on the left-hand side.

Tap the cogwheel at the bottom Teftd® .
The settings will open. Tap on "Signature" under "Email".

A field for the signature opens. If there is already an entry there, delete it with€3
Now tap on the empty field until the "Paste" field appears and tap on it.

Your copied signature from the EVI will be pasted.

you write.
i
P Office 365
Jana Martell@deutschebahn.com
e Folders Z
° &  Inbox
77 Drafts 1
@
T Archive
o B sent
22 Groups
Deleted
@
Q@
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11:47 &8 W i

Settings
OneDrive for Business

ADD STORAGE ACCOUNT

Default
Jana Martell@deutschebahn.com

Close the window - your signature will now be automatically added to all emails

11:48 2E R -

< Signature

Per Account Signature

Signature
Sent from Qutlook for Android

000

9

Focused Inbox

Swipe options

Qrganise email by thread

Swipe between conversations

Dictation

Contacts

<]
>

Default
Jana.Martell@deutschebahn.com

Il @]

Sent from Qutlook for Android
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Note: If you have set up several email accounts, you can use the "Signature per account”

slider to set up a separate signature for each account. Otherwise, the stored signature will

be used for all your email accounts.

Encrypt emails

E-mails that you send within the DB Group are encrypted by default. This is sufficient for
most requests - so you don't need to do anything else!

When you send an e-mail, however, always pay attention to these two rules:
I the e-mail contains only as much personal data as necessary.
I the subject of the e-mail does not contain any confidential information.

Set up additional encryption:

If you want to send particularly sensitive data (e.g. personnel information) by email, you
must also encrypt the content of the email.

DB provides the so-called S/MIME encryption for this purpose. To use it, you need your
personal certificate. You can install this yourself via the Welcome App.

Open the Welcome App to do this.
Select the Help tab in the Welcome App.
Then tap on Encrypted emails.

Follow the steps in the instructions.

After successful installation, you can read and send encrypted emails on your
smartphone/tablet. You can find detailed step-by-step instructions here:
> Encrypted e-mail communication

Synchronization - everything always up to date

All your emails are automatically backed up in the Outlook app and synchronized with your
connected Office account. This means that no matter which device you log in from, you are

always up to date.
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Synchronize contacts
Note: Synchronization of contacts is not possible on iPhone/iPad!
If you create a new contact in the "Work"/"Business" area on your smartphone/tablet via

the Contacts app, it is advisable to share it for synchronization with Outlook. This is how
you do it:

Office 365

Folders

O &d Inbox

Drafts

Archive

@ Sent

Groups 4018

Deleted

Open the Outlook app in the "Work"/"Business" area.

There is a small circle with an icon in the top left-hand corner of the app. Tap this.
An overview of your e-mail folders will open on the left-hand side.

Select the cogwheelo at the bottom left.

The settings will open.

Select your Outlook account under "Email accounts" and then tap on the small slider
next to "Synchronize contacts"

Confirm the subsequent access request with "Allow".
After you have activated synchronization, exit the Outlook app.

Create new contacts
I Open the Contacts app.
I Tap on the "+" to create a new contact

I Select "Outlook" in the top left-hand corner using the small arrow. The new contact
is saved in Outlook.
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8.5 MS Office

You can also open and read Word, Excel, PowerPoint files or PDF files on your
smartphone/tablet. To do this, download the relevant apps from the Hub app once:

I Open the Hub app.

I Search for the respective app via the search bar, for example Word, Excel,
PowerPoint or PDF Reader)

. W @

I Then tap on "Install". The app will now be downloaded and will appear in your
"Work"/"Business" area and on your iPhone/iPad on the start page.

I When you open a file, the app opens automatically.

Please note: You can only open one file at a time. It is therefore not possible, for example,
to open and edit several Word files at the same time.

8.6 Take Away: DB Apps

Where can I find DB Apps?

The most important apps are already installed on your smartphone/tablet. If
r ‘ you want to download additional business apps, do so via the Hub app.

There you will find Outlook, Word and OneDrive, for example, but also DB-
specific apps such as DB FASSI-MOVE or DB Baudoku.

You can download private apps via the PlayStore (Samsung/Nokia/Gigaset) or AppStore
(iPhone/iPad).

Where can I find information about my DB smartphone/tablet?

For all questions about your smartphone/tablet, use the Welcome App. In the "Documents
tab and the "Help" tab, you will find instructions and useful information about your device.
The app is installed on your smartphone/tablet by default.
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9 Back up your data

9.1 Back up work data in OneDrive

You have an Enterprise version of a smartphone/tablet. This means that the backup be-

tween business and private documents is strictly separated.

> Backing up your private documents or photos/videos is described here.

To save photos and other documents, such as PDF documents or Word
files, you need the Microsoft "OneDrive" app. With this app, you can

store all your work data in a cloud and then access it at any time using
all your work devices. For example, you can also access your data from

your work PC.

Set up

OneDrive

Prerequisite: To set up OneDrive, first install the Outlook app on your smartphone/tablet

and set up your work email account.
> You can find more information about the setup here.
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Download the "OneDrive" app. To do this, open the Hub app or the Google

PlayStore:

Q=@

Chrome Eigene Hub Kamera
Dateien

@QaQs

Rechneruhr Teams Outlook Niitzliche

Q%

Links

Willkommen
Reisekosten App

Authenticator

Personlich Arbeit

1] <

Search for the app "Mircosoft OneDrive".
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0952 0 GE @A 8%.1T7% 0044 a RS - a%. 9%
& onedrive Q 9 & onedrivd X

6 filhrt zu App-Name und-Beschreibung

Apps >

Ji Adobe Acrobat Reader

l 0 u B Anwendung
Microsoft Authenticator

Anwendung
Microsoft Microsoft 365 Microsoft ™
OneDrive (Office) OneNote: Save .. .
# Instaliert & Installiert 46% ] Microsoft Lists
Anwendung
Microsoft OneDrive
ﬁ Anwendung
E Microsoft Outlook
Anwrenduna
© [} 4 @
112)3)4|5]6)7]8]9]0
qglwle|r|t]zjulijolp|i
asdfghj k| 6 a
@8 yi x|c|/v binm| K
W Deutsch N
a a
1] O < 1] @] v i

Google PlayStore Hub App

I After installation, the app is displayed as an icon (hint: cloud) with the name
OneDrive in the "Work"/"Business" area and on your smartphone/tablet on the
start page.

NUGESeS .

Suchen

Qu@®@ g

Chrome Eigene Hub Kamera
Dateien

& QQ

Rechner,uhr Teams Qutlook Niitzliche
Links

Q% nQ

Authenticator DB willkommer ~ OneDrive
Reisekosten App

<
Open the OneDrive app by tapping on the icon.
Confirm that the app is allowed to send you notifications.
Select "Log in".
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17:12 ==

B Microsoft

SignIn

Enter your work, sehaal, or personal email

Email or phone

SharePaint Server URL )

Den't have an account? Sign up

I Enter your DB e-mail address - you will be automatically logged in.

Cancel rvice.deutschebahn.com 4 <

"dhsw-
login.service.deutschehahn.-
com” requires a client certif...

Select the certificate to use when you
connect 1o this websile.

FirstnamelLastname

FirstnamelLastname

Cancel

o]

I Select your DB User certificate
I You can now see all your files in OneDrive.

Please note: When you set up OneDrive again, it may take a few minutes for all your data

to be synchronized.

Back up all system settings

If you ever reset your smartphone/tablet to the factory settings, save your system settings

too.
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Take screenshots or notes of your individual settings and your specific business DB apps.
Also save these in OneDrive so that you can use them as notes when restoring.
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9.2 Save photos
Samsung/Nokia/Gigaset

Set up OneDrive
I Tap on the "Me" icon at the bottom right of the bar and then select "Photos".

LU *)

® Home
Recent flea Efa 3 hn.com
Scan - 2020-_.0911_33 43 S View profile
P08 260 KB 9 Sep 2020
" )  Photos
KBRdiraki 5_2320
"o A7 KD 1 Sep 2020
€>  Files available offline
Shared krais T Recyclebin
. 8 o yore »Bes e ! Settings
peers The ldeacaa you sae the mheat will she o
te
() Help and suggestions
mn
Offlise files €34 Sign out
P b, a2 sebeet W
\ - tw poa O
a & = mlellla &2 =2 m ¢
Mome Fre Sharsé P w LI Home Files Shared  Libraries Me o
11 ) ¢ | ] @) <

Photos

Camera upload is turned off

T Turn on camera upload to
automatically back up your photos and
VIiGeos

TURN ON

y L

You don't have any photos

Upload photos & videos from any device and
view them here.

() @] < 08 s

Home Files Shared Libraries Me

I ®) <
T —
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I Select the "Turn on" button.

I Tap "Allow" in the dialog asking whether pictures and videos should be
synchronized with OneDrive.

Allow OneDrive to access photos and
media on your device?

Deny

I Tap the arrow at the top left several times to return to the OneDrive app.

I Once synchronization has been set up, every photo taken via the camera is
synchronized with OneDrive.

9.3 Save PDF files

PDF files are usually saved in the download directory in the "Work"/"Business" area. To
save these to OneDrive, proceed as follows:

I Open the "My Documents" app.

2 &Q 9

Play Store Clock

Qa %

Teams Outlook Calculator

EVO
Evi
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I Tap on "Downloads".

1541 & 2N 10% 1541 & i 2N = 10%

Q i 1 selected (x4

All

7 new files added recently” [A) » pownloads

Earlier

df

eBroschiire _Wo...instigung__p

Categories
Images Videos Audio fles
Documents Downloads Installation files
Storage
Internal storage
4,50 GB / 128 GB
1] Recycle bin
® [u] < G g
Move Copy Share Delete More
- -
1l (@] < | @] <

I Press and hold on the PDF file until a tick appeatrs in front of the name.

O ausgewahlt o

Alle

(&) » Downloads

Frither
PRIVAT GESCHAFTLICH
eBroschire_Wo gilt.. verglinstigung__ pdf
334M8

. . =
e |l & @ &
(] (] - L) =h
OneDrive Teams Oullook  Adobe Acr. DB Planet
Link iiber

Il O <

I Tap on "Send" at the bottom of the menu bar and then select "OneDrive".
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1542 8 BNl 10%

= Upload to OneDrive v B8

Camera Roll
= 1148 MB -7 Mar

Il @] <

Your personal folder is displayed in OneDrive.

If this is not the correct storage location: Tap on the hamburger menu (three
stripes) in the top left-hand corner.

I Select the folder in which you want to save the PDF and then tap on the white tick
in the top right-hand corner.

1540 @& A 77 B

Deutsche Bahn
Helma.Toepper@deutschebahn.com

- Dateien

0y sibliotheken

1l @) <

I The file is now uploaded to OneDrive.
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iPhone/iPad

Set up OneDrive
I Tap on the round symbol at the top left or on your profile picture.

10:26

Y Home

A Files, Folders

Edit your files while offline
Make progress when you're offline, then pick back
up when you're online. Tap on the ... on any Office
file and click "Make Available Offline" ta get
started,

Got It

Recent Files See All

8 Screenshot_20231110-154129

:""N‘" 10 Nov - 558 KB o
"B s o

Home Shared Libraries
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O

Deutsche Add
Bahn account

Active Files 7.11. - 13.17. See All

Janz.Martell@deutschebahn.com
<> Offline Files

T Recyele Bin

3 Settings

@ Help & Feedhack

I Then select "Photos" from the menu.

10:27 -

X Photos Select

Camera Upload is turned off
Turn on Camera Upload to automatically]
back up your phatas and videos

Turn On

November

I The message "Camera upload is deactivated" appears at the top.
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I Tap on the "Activate" button

10:27

< Photos Camera Upload

Jana.Martell@deutschebahn.c...
Deutsche Bahn

I Move the slider next to your e-mail address to the right.

10:28 - -

OneDrive Needs Full Access
to Photos.

Camera upload needs full access to save
all your memaries to OneDrive.

@ 1. Tap Go to Settings
& 2. Tap Photos
~ 3. Tap Full Access

+ 4. Tap Allow Full Access on the alert
that appears

Cancel

I Tap "Confirm" in the dialog asking whether pictures and videos should be

synchronized with OneDrive.

I Activate the camera backup: Tap on the "Open settings" app button.
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10:28

= -
« OneDrive
{ Ssettings OneDrive
ALLOW ONEDRIVE TO ACCESS
| 8 Photos None

B} Camera

& siri & search

Notifications

Banners, Sounds, Badges
@ Background App Refresh o

PREFERRED LANGUAGE

Language English (UK)
ONEDRIVE SETTINGS

RESET
Clear Account Settings

This will delet
informatio
OneDrive. You will be signed out
apps and will need to sign in again.

I You are now in the settings of your iPhone/iPad. Tap on "Photos"

10:28 - o
-« OneDrive
< OneDrive Photos

PHOTO LIBRARY ACCESS

None v

Limited Access

2 Items Selected

Full Access

ate
Phot ntain data associated with location,
depth ‘mation, captions and audio.

I Then check the "Full access" box to allow OneDrive to save the photos and videos.
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10:29 o
4 OneDrive

< OneDrive Photos

PHOTO LIBRARY ACCESS

None

Give “OneDrive” full access to

Ful your photo library? v

581 s
: I (i

|. - |

58 Photos

n

Photos may contain data associated
with location, depth information,
captions and audio.

| Allow Full Access |

Cancel

I Tap on "Allow full access".
I Return to the OneDrive app.

Save PDF files
PDF files can be saved directly to OneDrive, proceed as follows:
I Open the file.

X File Preview

SAMSUNG

Highiights

oy U-Dilay

Enterprise Edition
Stcher: Vi Jahre Software-U
Zuverassia: 2wel Jahre Produ

Jahr Knox

ariteifbrurg
us 36 Mariaeinfohnng

SAMSUNG Galaxy A33 5G

Awesome is for everyone

B Tap the share icon in the top right corner.
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X File Preview

&

SAMSUND

r. A33 Datenblatt X

De]w = (

Mail OneDrive Teams Outlook F5

Copy B

Marklp — eom— ®

I Select "OneDrive" at the bottom of the menu.

A33 Datenblatt_pdf Pictures

Camera Roll

a Jana.Martell@deutscheb...

Upload to OneDrive Upload Here

Cancel Cancel

I Select the folder in which you want to save the PDF and then tap on the white tick
in the top right-hand corner.

I The file is now uploaded to OneDrive.

Once synchronization has been set up, every photo taken via the camera is synchronized
with OneDrive.
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9.4 Save Contacts in OneDrive

Samsung/Nokia/Gigaset

Would you like to change your smartphone/tablet and take the contacts saved on the de-
vice with you? Here's how:

1259 T

Search

I Open the contacts App in the "Work"/"Business" area.

Contacts

= +Q

My profile

oy

st e

Barpripeliheie el

S Py AR M

fe

S e e i

I Tap on the three dots at the top left.
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Contacts

My prafile Scan QR code
s wbise e A A
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I A small menu opens. Tap on "Edit".

53 selected

© Q

Al
My profile

i el i

AR R e

A
[
° e B el
B

I To select all contacts, tap on "All" at the top right and then on "Share" at the

bottom.

53 selected

]

Al

My profile

e Contactsvef

Personal Work
im0 e @ &

DB plane Mt

Onetrive | Oneviote

1 o] <

I Select OneDrive as the storage location.
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0T WOS T

= Upload to OneDrive

v AZ

Icons
249 KB - 18.07.2023

I Select a folder in which the file should be saved. Then tap on the tick at the top
left.

I The file is saved in your OneDrive.

To import the contacts on your new device back into the Contacts app, proceed as fol-
lows:

I Open OneDrive and tap on the three dots next to the file.

A @ = M8

Files: shared  Llares e

I Tap on "Download" in the menu.

Contacts

File actions
¢ Share

T Delete

W
L Download

£8  Move
D Rename

< Make available offline
More

@ Details

11 () <
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I Select a storage location.

1302 T L RS

Save to this location
Download

Tippen Sie auf "Speicherr?, um Ihre Date ar
diesemn Ort zu speichem,

1 C <

I Then tap on "Save" at the top left. The file is saved on your smartphone/tablet in
the "Downloads" folder.

12:50 7

Search

8 %@

I Open the "My Documents" folder.
Q

15 new files added recently”

e
Categories
[z} o] d
Images vidsos Aucia files
Documents Downicads nstallation ilcs
Storage
0 Internal storage
28,94 GB /126 GB
Utilities
W Recycle bin
-
1] O <

I Tap on the "Contacts.vcf" file under "New files added recently".
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13:02 @ L oK T a34%e

Import contacts

| (@] <

I Tap on "Import" at the bottom.

13:02 o £ LR

Import contacts

o, P
o S
o S
o S
T P
o b

Import contact to

Phone (Work profile)

Cancel Import

Cancel Import

A menu opens. Select "Outlook".
Then tap on "Import".
Your contacts are saved in Outlook.

Tip: Always manage your contacts directly in Outlook so that you can access them from all
your devices and don't need to back them up separately.

9.5 Secure passwords

The "Keepass2Android" app is available for smartphones/tablets with the Android operat-
ing system. You can use it to save and access your passwords.

You can download

the app via the Hub app or the official Google Playstore. You can find instructions on how
to set up the app here:

> mobileworkplace.deutschebahn.com/Keepass2Android
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9.6 Back up private data

If you have saved private pictures, contacts, files and documents on your work
smartphone/tablet, it is essential that you back them up independently and regularly. This
is because if you reset your smartphone/tablet, the private data will also be deleted.

To back up your private data, you can use your private Google/Apple account or a pri-
vate OneDrive, for example.

9.7 Take off: where are your photos, files and documents?

Your own files are located in the "Own files" app.
To back up business documents, you can use the "One Drive"
app, which you can open via the Hub app.

OneDrive will ask you for your work email, enter it and your ac-
count is activated! G

Qe

s Play Store Clock

0

The prerequisite is that you have installed the Outlook app and
set up your user account (email linked to certificate). S :XO
If you are not yet receiving work emails or have not yet created |ReEmegiwmemEEm
an email account for Outlook, then do so here.

@]
0 0
Save PDF documents or Word files: -

I Go to Documents or Downloads. @ o

DBC lcome App

I Tap and hold on a file until a selection tick appears.
I Select the file(s) you want to upload.
I Go to "Send".

12U GEaaa -

Dateien

@QQ

Rechneruhr Teams Outlook Nitzliche

Links
e o8
d

Authenticator DB Willkommen  OneDrive
Reisekosten App

Hub
26

Arbeit

<

Select OneDrive.

You will be taken to a view of all your folders.

Select the desired folder and tap on the checkmark to upload the file.
The folder is not listed? Tap on the menu, top left.
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I Select additional folders under "Libraries" and tap on the checkmark to upload
the file.

Back up photos and videos:

I Open One Drive.

I Tap on "Photo".

I Activate the camera backup/camera update.
I ForiPhone/iPad: Activate your work email.
|

Tap "Confirm" in the dialog asking whether pictures and videos should be
synchronized with OneDrive.

Back up your private data
To back up your private data, you can use your private Google/Apple account or a private
OneDrive, for example.

> You can find detailed instructions with suggestions for private data backups here
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10 Data protection and terms of use

When you use a DB Real Estate smartphone/tablet on the move, there is always a security risk that
unauthorized persons will gain access to the smartphone/tablet. Even brief access offers many op-
portunities to tap into sensitive data.

Therefore, stick to the following basic rules:

1.

Don't just leave your smartphone/tablet lying around, always make sure it is within your
reach.

Do not give your smartphone/tablet to other people, not even to "have a quick look", unless
it is a group device.

Always secure your smartphone/tablet with a PIN or a secure password and even better with
additional biometric security such as your fingerprint or face.

Only ever use passwords and PINs once!

Passwords and PINs should not be guessable, so do not use telephone numbers, birthdays,
car license plates or names.

A PIN must be at least 6 digits long, contain at least 4 different characters and must not be
an ascending or descending sequence of digits.

Passwords must always have at least 12 characters and contain at least 3 out of 4 of the
following: Upper case, lower case, number, special characters.

Never save passwords, PINs and user names for the smartphone/tablet or DB user on the
device. Not even disguised as a phone number - everyone knows this trick.

Back up your business and private data promptly and regularly. You can do this by saving
them in your OneDrive or sending them to the recipient for whom they are intended by email
as quickly as possible. Only then are they backed up. This way, DB-IT can access them if your
end user device breaks down or goes missing.

Terms of use "mobile data communication™
By accepting the smartphone/tablet and these terms of use, the employee confirms compliance with
the terms of use:

1.

2.

The mobile end user devices are personal tools. Passing on the device or the access
data/passwords/PINs to third parties (e.g. family members or superiors) is not permitted.
The mobile end user device remains the property of DB Systel for the entire period of use.
At the end of the period of use, the end user device must be returned. It must always be
kept free of third-party rights; in particular, it may not be lent or sold to third parties.

The consumption, use and distribution of offensive, defamatory, pornographic, sexist, racist,
anti-constitutional, immoral or criminal content and applications are prohibited.

The end user device must be handled with care. The end user device may only be charged
using chargers/cables provided by the manufacturer (included in the scope of delivery).
Charging during working hours is permitted.

Loss, theft or damage that impairs functionality must be reported to the supervisor immedi-
ately*.

The data usage of the mobile end user device should, if available and usable at the employ-
er's premises, primarily take place via WLAN/WiFi networks.

The security settings of the device (guidelines, virus scanner, end device configuration, etc.)
must not be changed or deactivated.

1 See also Annex 1 to the KBV IT General and Special Terms of Use, A (1).
2 See also DB Asset Protection Directive, 136.01.03
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10.1 Take off: Safety aspects

Your business smartphone/tablet is part of your work. It is the property of DB Systel
GmbH and must therefore be treated with care.

It is part of your job, so do not lend or sell it.
> If the smartphone/tablet has to be returned for security reasons, send it back as it is.

Don't give thieves a chance: use a good password. For example, don't stick your password
to the monitor with a piece of paper.

Data protection: Where can I find the data for my smartphone/tablet?

To do this, open the Welcome App, go to the "Help" tab via the tabs at the bottom of the
screen and then to the "Device data" sub-item. Your smartphone/tablet data, such as the
serial number, IMEI or operating system version (e.g. Android 13 or i0S17.5.1) are dis-
played here.

1455 G ER R - o a =l 79%a

& Geritedaten

Samsung
D wichtige Informationen tiber

dein Smartphone
Deine Geritedaten
Seriennummer
Geratename
- Android 12.0

R
IMEI

Betriebssystem
Android 12

App-Version
3.0.0 (206002189)
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11 Help

Have you forgotten the password for your screen lock or can't remember your DB user
password? Outlook keeps crashing? Are you getting error messages that you don't under-
stand? Don't worry, you'll find help here.

11.1 Help via the Welcome App

The Welcome App is the first port of call for questions about your
r 1 smartphone/tablet.

You will find the most important instructions, links and telephone numbers
in the "Documents" tab and the "Help" tah. For example, the instructions
for the initial setup and recovery. If your device is not working at the mo-
ment, use a colleague's device.
Alternatively, you can also find all the important instructions here: > db.de/ae.

Forgot your DB user login data?

If you no Tonger know your DB user login details or you want to change them, you can do
so here:

I Select the "Help" tab in the Welcome App.

I The help area opens. Tap on the "Reset DB user password" box in the middle of the

screen

I The self-service will open. Choose between the three options and follow the

instructions:

Welcome to the Password Self Service

Please use the following buttons to reset or change
your DB User password as well as your IBM Notes
password.

Forgot the DB User password - set a new one
Change the DB User password

Forgotten or change the IBM Notes password -
set a new one

Please note: To receive a new password, you need a cell phone number that is stored
in the DB phone book (EVI) or in DB User Selfservice.
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11.2 Help via the IT ServiceDesk app

O

e

The IT ServiceDesk app is the central technical point of
contact for questions. From error analysis to technical
support for hardware and software problems on

your device - Here you can ask your questions and get x

access to helpful instructions and important links. [ o stmsoie |
B Self Services & Links
How to get to the IT ServiceDesk app: (5 em] ™
I Open the "IT ServiceDesk App" in the "Work/Business" {51 Melne Servceanioge
area. Q Benschricigingen .
I Or call them via the link: > db.de/itservicedesk ¢ Meine Favariton
I In the top left-hand corner of the app you will find the & Mein Pofd
menu e -
I Click on "New service request" and then select the method ———— )
you would like to use to communicate your request. Qe e bigoran ’
Mein Basc Waekpisce Windows
You can also use the IT ServiceDesk app under "Self Services & Ee s
Links":
I Update your DB user password
I Update your DB User cell phone number

11.3 Lost your smartphone/tablet?
Call the IT ServiceDesk immediately:

Report the loss or theft.

Make sure that your business data is deleted, i.e. a so-called "remote wipe" is
carried out. You can find the instructions here: > www.db.de/ae.

Inform your cell phone manager immediately.

Report the loss or theft.

Ask him to block your SIM card! Then no one will be able to make calls at the
company's expense.

Discuss with him the next steps on how to get a new smartphone/tablet.

Report the loss in the > digital shop:

Report a loss or theft via the digital store.

Open the > Digital store.

Tap on "Mobile devices" under "Inventory data" in the main menu.
Select your smartphone/tablet from the list.

Tap on "Execute inventory action" on the left and then on "Theft of mobile end user
device" or "Loss of mobile end user device" in the selection menu.

If you have any questions, please contact your cell phone manager!
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11.4 Is your smartphone/tablet defective?
Inform your cell phone manager immediately.
I Report the total loss.
B Discuss with him the next steps on how to get a new end user device.

Deregister the smartphone/tablet in the > Digital store:

I Open the digital store

I Tap on "Mobile devices" under "Inventory data" in the main menu.
I Select your smartphone/tablet from the list.
|

Tap on "Execute stock action” on the left and then on "Mobile device - cancel" in
the selection menu

I If you have any questions, please contact your cell phone manager!

11.5 Return your smartphone/tablet?

Important: Back up your data in advance. This is because your smartphone/tablet will be
completely deleted after it is returned by the recycler. This means that all data (business
and private) will be lost.

You can save your work data in OneDrive. This saves the data in the cloud and you can ac-
cess it at any time from any of your devices (smartphone/tablet/PC). We show you how to
set up OneDrive in section 8.6 (OneDrive) or at mobileworkplace.deutschebahn.com/mo-
bile-daten-sichern.

Log off your smartphone/tablet in the > Digital store:

I Open the digital store

I Tap on "Mobile devices" under "Inventory data" in the main menu.
I Select your smartphone/tablet from the list.
|

Tap on "Execute stock action” on the left and then on "Mobile device - cancel" in
the selection menu

I If you have any questions, please contact your cell phone manager!

Simply return the smartphone/tablet yourself via the > recycler portal:
I Login to the portal.
I Order a free return shipment.

I Choose whether you only need the return slip for the return shipment or whether
you would also like a box to be sent to you.

I You will receive the label by e-mail and the box by post to your specified address.

Prepare smartphone/tablet for shipping
I Remove the personal accounts on your smartphone/tablet
I For Android: your Google account. You can find instructions here: db.de/ae.

I For iPhone/iPad: the "Find my iPhone/iPad" function. Also deactivate the iCloud
lock. You can find instructions here: Apple Support page.

Remove your SIM card and memory cards.

I Pack your smartphone/tablet well so that it is not damaged during transportation
and include any accessories (power supply unit, USB charging cable, etc.) in the
return box.

I Stick the return label on the box and take it to the post office.
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https://android-enterprise-dokus.s3.eu-central-1.amazonaws.com/Doks/Android10/Einrichtung%20und%20Personalisierung%20-%20Samsung_fuer_Endbenutzer_A10.pdf
https://support.apple.com/de-de/HT211149

Congratulations!

You have now successfully set up your smartphone/tablet.

To ensure that you can always use it reliably in the future, always carry out the latest up-
dates!

We hope you enjoy using it!
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